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From the above information, we can deduce the configuration of the server, as shown in

Figure 22.11.

Figure 22.11 Configuration of the server for Example 22.6

-ethO
00:BO:DO:DF:09:5D 153.18.17.ll/20

153.18.31.254/20
Rest of the Internet

Note that the ifconfig command gives us the IP address and the physical (hardware) address

of the interface.

22.3 UNICAST ROUTING PROTOCOLS

A routing table can be either static or dynamic. A static table is one with manual entries.

A dynamic table, on the other hand, is one that is updated automatically when there is a

change somewhere in the internet. Today, an internet needs dynamic routing tables. The

tables need to be updated as soon as there is a change in the internet. For instance, they

need to be updated when a router is down, and they need to be updated whenever a better

route has been found.

Routing protocols have been created in response to the demand for dynamic routing

tables. A routing protocol is a combination of rules and procedures that lets routers in

the internet inform each other of changes. It allows routers to share whatever they know

about the internet or their neighborhood. The sharing of information allows a router in

San Francisco to know about the failure of a network in Texas. The routing protocols

also include procedures for combining information received from other routers.

Optimization

A router receives a packet from a network and passes it to another network. A router is

usually attached to several networks. When it receives a packet, to which network

should it pass the packet? The decision is based on optimization: Which of the available

pathways is the optimum pathway? What is the definition of the term optimum?

One approach is to assign a cost for passing through a network. We call this cost a

metric. However, the metric assigned to each network depends on the type of proto-

col. Some simple protocols, such as the Routing Information Protocol (RIP), treat all

networks as equals. The cost of passing through a network is the same; it is one hop

count. So if a packet passes through 10 networks to reach the destination, the total cost

is 10 hop counts.
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Other protocols, such as Open Shortest Path First (OSPF), allow the administrator to

assign a cost for passing through a network based on the type of service required. A route

through a network can have different costs (metrics). For example, if maximum

put is the desired type of service, a satellite link has a lower metric than a fiber-optic line.

On the other hand, if minimum delay is the desired type of service, a fiber-optic line has

a lower metric than a satellite link. Routers use routing tables to help decide the best

route. OSPF protocol allows each router to have several routing tables based on the

required type of service.

Other protocols define the metric in a totally different way. In the Border Gateway

Protocol (BGP), the criterion is the policy, which can be set by the administrator. The

policy defines what paths should be chosen.

Intra- and Interdomain Routing

Today, an internet can be so large that one routing protocol cannot handle the task of

updating the routing tables of all routers. For this reason, an internet is divided into

autonomous systems. An autonomous system (AS) is a group of networks and routers

under the authority of a single administration. Routing inside an autonomous system is

referred to as intradomain routing. Routing between autonomous systems is referred

to as interdomain routing. Each autonomous system can choose one or more intrado-

main routing protocols to handle routing inside the autonomous system. However, only

one interdomain routing protocol handles routing between autonomous systems (see

Figure 22.12).

Figure 22.12 Autonomous systems
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Several intradomain and interdomain routing protocols are in use. In this section,

we cover only the most popular ones. We discuss two intradomain routing protocols:

distance vector and link state. We also introduce one interdomain routing protocol: path

vector (see Figure 22.13).

Routing Information Protocol (RIP) is an implementation of the distance vector

protocol. Open Shortest Path First (OSPF) is an implementation of the link state proto-

col. Border Gateway Protocol (BGP) is an implementation of the path vector protocol.
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Figure 22.13 Popular routing protocols

Distance Vector Routing

In distance vector routing, the least-cost route between any two nodes is the route

with minimum distance. In this protocol, as the name implies, each node maintains a

vector (table) of minimum distances to every node. The table at each node also guides

the packets to the desired node by showing the next stop in the route routing).

We can think of nodes as the cities in an area and the lines as the roads connecting

them. A table can show a tourist the minimum distance between cities.

In Figure 22.14, we show a system of five nodes with their corresponding tables.

Figure 22.14 Distance vector routing tables
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The table for node A shows how we can reach any node from this node. For exam-

ple, our least cost to reach node E is 6. The route passes through C.

Initialization

The tables in Figure 22.14 are stable; each node knows how to reach any other node

and the cost. At the beginning, however, this is not the case. Each node can know only
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the distance between itself and its immediate neighbors, those directly connected to it.

So for the moment, we assume that each node can send a message to the immediate

neighbors and find the distance between itself and these neighbors. Figure 22.15 shows

the initial tables for each node. The distance for any entry that is not a neighbor is

marked as infinite (unreachable).

Figure 22.15 Initialization of tables in distance vector routing
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Sharing

The whole idea of distance vector routing is the sharing of information between neigh-

bors. Although node A does not know about node E, node C does. So if node C shares

its routing table with A, node A can also know how to reach node E. On the other hand,

node C does not know how to reach node D, but node A does. If node A shares its rout-

ing table with node C, node C also knows how to reach node D. In other words, nodes

A and C, as immediate neighbors, can improve their routing tables if they help each

other.

There is only one problem. How much of the table must be shared with each

neighbor? A node is not aware of a neighbor's table. The best solution for each node

is to send its entire table to the neighbor and let the neighbor decide what part to

use and what part to discard. However, the third column of a table (next stop) is not

useful for the neighbor. When the neighbor receives a table, this column needs to

be replaced with the sender's name. If any of the rows can be used, the next node is

the sender of the table. A node therefore can send only the first two columns of its

table to any neighbor. In other words, sharing here means sharing only the first two

columns.

In distance vector routing, each node shares its routing table with its

immediate neighbors periodically and when there is a change.
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Updating

When a node receives a two-column table from a neighbor, it needs to update its rout-

ing table. Updating takes three steps:

1. The receiving node needs to add the cost between itself and the sending node

to each value in the second column. The logic is clear. If node C claims that its

distance to a destination is x mi, and the distance between A and C is ymi, then the

distance between A and that destination, via C, is x + y mi.

2. The receiving node needs to add the name of the sending node to each row as the

third column if the receiving node uses information from any row. The sending

node is the next node in the route.

3. The receiving node needs to compare each row of its old table with the correspond-

ing row of the modified version of the received table.

a. If the next-node entry is different, the receiving node chooses the row with the

smaller cost. If there is a tie, the old one is kept.

b. If the next-node entry is the same, the receiving node chooses the new row. For

example, suppose node C has previously advertised a route to node X with dis-

tance 3. Suppose that now there is no path between C and X; node C now adver-

tises this route with a distance of infinity. Node A must not ignore this value

even though its old entry is smaller. The old route does not exist any more. The

new route has a distance of infinity.

Figure 22.16 shows how node A updates its routing table after receiving the partial table

from node C.

Figure 22.16 Updating in distance vector routing
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There are several points we need to emphasize here. First, as we know from math-

ematics, when we add any number to infinity, the result is still infinity. Second, the

modified table shows how to reach A from A via C. If A needs to reach itself via C, it

needs to go to C and come back, a distance of 4. Third, the only benefit from this updat-

ing of node A is the last entry, how to reach E. Previously, node A did not know how to

reach E (distance of infinity); now it knows that the cost is 6 via C.
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Each node can update its table by using the tables received from other nodes. In a

short time, if there is no change in the network itself, such as a failure in a link, each

node reaches a stable condition in which the contents of its table remains the same.

When to Share

The question now is, When does a node send its partial routing table (only two columns)

to all its immediate neighbors? The table is sent both periodically and when there is a

change in the table.

Periodic Update A node sends its routing table, normally every 30 s, in a periodic

update. The period depends on the protocol that is using distance vector routing.

Triggered Update A node sends its two-column routing table to its neighbors any-

time there is a change in its routing table. This is called a triggered update. The

change can result from the following.

1. A node receives a table from a neighbor, resulting in changes in its own table after

updating.

2. A node detects some failure in the neighboring links which results in a distance

change to infinity.

Two-Node Loop Instability

A problem with distance vector routing is instability, which means that a network using

this protocol can become unstable. To understand the problem, let us look at the scenario

depicted in Figure 22.17.

Figure 22.17 Two-node instability

Before

failure

After

failure
·•·

I Breceives

update

from A

I_o ____4__ Finally

Figure 22.17 shows a system with three nodes. We have shown only the portions of

the routing table needed for our discussion. At the beginning, both nodes A and B know

how to reach node X. But suddenly, the link between A and X fails. Node A changes its

table. IfA can send its table to B immediately, everything is fine. However, the system

becomes unstable if B sends its routing table to A before receiving A's routing table.

Node A receives the update and, assuming that B has found a way to reach X, immedi-

ately updates its routing table. Based on the triggered update strategy, A sends its new
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update to B. Now B thinks that something has been changed around A and updates its

routing table. The cost of reaching X increases gradually until it reaches infinity. At this

moment, both A and B know that X cannot be reached. However, during this time the

system is not stable. Node A thinks that the route to X is via B; node B thinks that the

route to X is via A. If A receives a packet destined for X, it goes to B and then comes

back to A. Similarly, if B receives a packet destined for X, it goes to A and comes back

to Packets bounce between A and B, creating a two-node loop problem. A few solu-

tions have been proposed for instability of this kind.

Defining Infinity The first obvious solution is to redefine infinity to a smaller num-

ber, such as 100. For our previous scenario, the system will be stable in less than 20

updates. As a matter of fact, most implementations of the distance vector protocol

define the distance between each node to be I and define 16 as infinity. However, this

means that the distance vector routing cannot be used in large systems. The size of the

network, in each direction, can not exceed 15 hops.

Split Horizon Another solution is called split horizon. In this strategy, instead of

flooding the table through each interface, each node sends only part of its table through

each interface. If, according to its table, node B thinks that the optimum route to reach

X is via A, it does not need to advertise this piece of information to A; the information

has corne from A (A already knows). Taking information from node A, modifying it,

and sending it back to node A creates the confusion. In our scenario, node B eliminates

the last line of its routing table before it sends it to A. In this case, node A keeps the

value of infinity as the distance to X. Later when node A sends its routing table to B,

node B also corrects its routing table. The system becomes stable after the first update:

both node A and B know that X is not reachable.

Split Horizon and Poison Reverse Using the split horizon strategy has one draw-

back. Normally, the distance vector protocol uses a timer, and if there is no news about

a route, the node deletes the route from its table. When node B in the previous scenario

eliminates the route to X from its advertisement to A, node A cannot guess that this is

due to the split horizon strategy (the source of information was A) or because B has not

received any news about X recently. The split horizon strategy can be combined with

the poison reverse strategy. Node B can still advertise the value for X, but if the source

of information is A, it can replace the distance with infinity as a warning: "Do not use

this value; what I know about this route comes from you."

Three-Node Instability

The two-node instability can be avoided by using the split horizon strategy combined

with poison reverse. However, if the instability is between three nodes, stability cannot

be guaranteed. Figure 22.18 shows the scenario.

Suppose, after finding that X is not reachable, node A sends a packet to Band C to

inform them of the situation. Node B immediately updates its table, but the packet to C

is lost in the network and never reaches Node C remains in the dark and still thinks

that there is a route to X via A with a distance of 5. After a while, node C sends to Bits

routing table, which includes the route to X. Node B is totally fooled here. It receives

information on the route to X from C, and according to the algorithm, it updates its
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Figure 22.18 Three-node instability
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table, showing the route to X via C with a cost of 8. This information has come from C,

not from A, so after awhile node B may advertise this route to A. Now A is fooled and

updates its table to show that A can reach X via B with a cost of 12. Of course, the loop

continues; now A advertises the route to X to C, with increased cost, but not to B. Node

C then advertises the route to B with an increased cost. Node B does the same to A.

And so on. The loop stops when the cost in each node reaches infinity.

RIP

The Routing Information Protocol (RIP) is an intradomain routing protocol used

inside an autonomous system. It is a very simple protocol based on distance vector

routing. RIP implements distance vector routing directly with some considerations:

1. In an autonomous system, we are dealing with routers and networks (links). The

routers have routing tables; networks do not.

2. The destination in a routing table is a network, which means the first column

defines a network address.

3. The metric used by RIP is very simple; the distance is defined as the number of

links (networks) to reach the destination. For this reason, the metric in RIP is called

a hop count.

4. Infinity is defined as 16, which means that any route in an autonomous system using

RIP cannot have more than 15 hops.

5. The next-node column defines the address of the router to which the packet is to be

sent to reach its destination.

Figure 22.19 shows an autonomous system with seven networks and four routers. The

table of each router is also shown. Let us look at the routing table for Rl. The table has

seven entries to show how to reach each network in the autonomous system. Router Rl is

directly connected to networks 130.10.0.0 and 130.11.0.0, which means that there are no

next-hop entries for these two networks. To send a packet to one of the three networks at

the far left, router Rl needs to deliver the packet to R2. The next-node entry for these

three networks is the interface of router R2 with IP address 130.10.0.1. To send a packet

to the two networks at the far right, router Rl needs to send the packet to the interface of

router R4 with IP address 130.11.0.1. The other tables can be explained similarly.
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Figure 22.19 Example ofa domain using RIP

195.2.4.0 130.10.0.0 130.11.0.0 205.5.5.0
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130.10.0.0 2 130.11.0.2
130.11.0.0 1
195.2.4.0 3 130.11.0.2
195.2.5.0 3 130.11.0.2
195.2.6.0 4 130.11.0.2
205.5.5.0 1
205.5.6.0 1

R4 Table

205.5.6.0

205.5.5.1

R4

130.11.0.1

205.5.6.1

RI Table

...
R1...

Des! Hop Next

130.10.0.0 1 --
130.11.0.0 1 --
195.2.4.0 2 130.10.0.1
195.2.5.0 2 130.10.0.1
195.2.6.0 3 130.10.0.1
205.5.5.0 2 130.11.0.1

205.5.6.0 2 130.11.0.1

130.10.0.1

195.2.5.1

195.2.5.0

195.2.5.2

195.2.4.1

R3
195.2.6.1

195.2.6.0

Dest. Hop Next

R3 Table

130.10.0.0 1
130.11.0.0 2 130.10.0.2
195.2.4.0 1
195.2.5.0 1
195.2.6.0 2 195.2.5.2 R2
205.5.5.0 3 130.10.0.2
205.5.6.0 3 130.10.0.2

R2 Table

Dest. Hop Next

130.10.0.0 2 195.2.5.1
130.11.0.0 3 195.2.5.1
195.2.4.0 2 195.2.5.1
195.2.5.0 1
195.2.6.0 1
205.5.5.0 4 195.2.5.1
205.5.6.0 4 195.2.5.1

Link State Routing

Link state routing has a different philosophy from that of distance vector routing. In

link state routing, if each node in the domain has the entire topology of the domain-

the list of nodes and links, how they are connected including the type, cost (metric), and

condition of the links (up or down)-the node can use Dijkstra's algorithm to build a

routing table. Figure 22.20 shows the concept.

Figure 22.20 Concept of link state routing

The figure shows a simple domain with five nodes. Each node uses the same topology

to create a routing table, but the routing table for each node is unique because the calcu-

lations are based on different interpretations of the topology. This is analogous to a city

map. While each person may have the same map, each needs to take a different route to

reach her specific destination.
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The topology must be dynamic, representing the latest state of each node and each

link. If there are changes in any point in the network (a link is down, for example), the

topology must be updated for each node.

How can a common topology be dynamic and stored in each node? No node can

know the topology at the beginning or after a change somewhere in the network. Link

state routing is based on the assumption that, although the global knowledge about the

topology is not clear, each node has partial knowledge: it knows the state (type, condi-

tion, and cost) of its links. In other words, the whole topology can be compiled from the

partial knowledge of each node. Figure 22.21 shows the same domain as in Figure 22.20,

indicating the part of the knowledge belonging to each node.

Figure 22.21 Link state knowledge
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Node A knows that it is connected to node B with metric 5, to node C with metric 2,

and to node D with metric 3. Node C knows that it is connected to node A with metric 2,

to node B with metric 4, and to node E with metric 4. Node D knows that it is con-

nected only to node A with metric 3. And so on. Although there is an overlap in the

knowledge, the overlap guarantees the creation of a common topology-a picture of

the whole domain for each node.

Building Routing Tables

In link state routing, four sets of actions are required to ensure that each node has the

routing table showing the least-cost node to every other node.

]. Creation of the states of the links by each node, called the link state packet (LSP).

2. Dissemination of LSPs to every other router, called flooding, in an efficient and

reliable way.

3. Formation of a shortest path tree for each node.

4. Calculation of a routing table based on the shortest path tree.

Creation of Link State Packet (LSP) A link state packet can carry a large amount

of information. For the moment, however, we assume that it carries a minimum amount
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of data: the node identity, the list of links, a sequence number, and age. The first two,

node identity and the list of links, are needed to make the topology. The third, sequence

number, facilitates flooding and distinguishes new LSPs from old ones. The fourth, age,

prevents old LSPs from remaining in the domain for a long time. LSPs are generated on

two occasions:

1. When there is a change in the topology of the domain. Triggering of LSP dissemi-

nation is the main way of quickly informing any node in the domain to update its

topology.

2. On a periodic basis. The period in this case is much longer compared to distance

vector routing. As a matter of fact, there is no actual need for this type of LSP dis-

semination. It is done to ensure that old information is removed from the domain.

The timer set for periodic dissemination is normally in the range of 60 min or 2 h

based on the implementation. A longer period ensures that flooding does not create

too much traffic on the network.

Flooding of LSPs After a node has prepared an LSP, it must be disseminated to all

other nodes, not only to its neighbors. The process is called flooding and based on the

following:

1. The creating node sends a copy of the LSP out of each interface.

2. A node that receives an LSP compares it with the copy it may already have. If the

newly arrived LSP is older than the one it has (found by checking the sequence

number), it discards the LSP. If it is newer, the node does the following:

a. It discards the old LSP and keeps the new one.

b. It sends a copy of it out of each interface except the one from which the packet

arrived. This guarantees that flooding stops somewhere in the domain (where a

node has only one interface).

Formation of Shortest Path Tree: Dijkstra Algorithm After receiving all LSPs, each

node will have a copy of the whole topology. However, the topology is not sufficient to

find the shortest path to every other node; a shortest path tree is needed.

A tree is a graph of nodes and links; one node is called the root. All other nodes

can be reached from the root through only one single route. A shortest path tree is a tree

in which the path between the root and every other node is the shortest. What we need

for each node is a shortest path tree with that node as the root.

The Dijkstra algorithm creates a shortest path tree from a graph. The algorithm

divides the nodes into two sets: tentative and permanent. It finds the neighbors of a

current node, makes them tentative, examines them, and if they pass the criteria,

makes them permanent. We can informally define the algorithm by using the flowchart

in Figure 22.22.

Let us apply the algorithm to node A of our sample graph in Figure 22.23. To find

the shortest path in each step, we need the cumulative cost from the root to each node,

which is shown next to the node.

The following shows the steps. At the end of each step, we show the permanent

(filled circles) and the tentative (open circles) nodes and lists with the cumulative

costs.
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Figure 22.22 Dijkstra algorithm
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Figure 22.23 Example offormation ofshortest path tree
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1. We make node A the root of the tree and move it to the tentative list. Our two lists are

Permanent list: empty Tentative list: A(O)

2. Node A has the shortest cumulative cost from all nodes in the tentative list. We move A

to the pennanent list and add all neighbors ofA to the tentative list. Our new lists are

Permanent list: A(O) Tentative list: B(5), D(3)

3. Node C has the shortest cumulative cost from all nodes in the tentative list. We move

C to the permanent list. Node C has three neighbors, but node A is already pro-

cessed, which makes the unprocessed neighbors just B and E. However, B is already

in the tentative list with a cumulative cost of 5. Node A could also reach node B

through C with a cumulative cost of 6. Since 5 is less than 6, we keep node B with a

cumulative cost of 5 in the tentative list and do not replace it. Our new lists are

Permanent list: A(O), e(2) Tentative list: 0(3), E(6)

4. Node D has the shortest cumulative cost of all the nodes in the tentative list. We

move D to the permanent list. Node D has no unprocessed neighbor to be added to

the tentative list. Our new lists are

Permanent list: A(O), C(2), 0(3) Tentative list: B(5), E(6)

5. Node B has the shortest cumulative cost of all the nodes in the tentative list. We

move B to the permanent list. We need to add all unprocessed neighbors of B to the

tentative list (this is just node E). However, E(6) is already in the list with a smaller

cumulative cost. The cumulative cost to node E, as the neighbor of B, is 8. We keep

node E(6) in the tentative list. Our new lists are

Permanent list: A(O), B(5), C(2), 0(3) Tentative list: E(6)

6. Node E has the shortest cumulative cost from all nodes in the tentative list. We

move E to the permanent list. Node E has no neighbor. Now the tentative list is

empty. We stop; our shortest path tree is ready. The final lists are

Permanent list: B(5), C(2), E(6) Tentative list: empty

Calculation of Routing Table from Shortest Path Tree Each node uses the short-

est path tree protocol to construct its routing table. The routing table shows the cost of

reaching each node from the root. Table 22.2 shows the routing table for node A.

Table 22.2 Routing table for node A

Node Cost Next Router

A 0 -

B 5 -

C 2 -

D 3 -

E 6 C
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Compare Table 22.2 with the one in Figure 22.14. Both distance vector routing and

link state routing end up with the same routing table for node A.

OSPF

The Open Shortest Path First or OSPF protocol is an intradomain routing protocol

based on link state routing. Its domain is also an autonomous system.

Areas To handle routing efficiently and in a timely manner, OSPF divides an auto-

nomous system into areas. An area is a collection of networks, hosts, and routers all

contained within an autonomous system. An autonomous system can be divided into

many different areas. All networks inside an area must be connected.

Routers inside an area flood the area with routing information. At the border of an

area, special routers called area border routers summarize the information about the

area and send it to other areas. Among the areas inside an autonomous system is a spe-

cial area called the backbone; all the areas inside an autonomous system must be con-

nected to the backbone. In other words, the backbone serves as a primary area and the

other areas as secondary areas. This does not mean that the routers within areas cannot

be connected to each other, however. The routers inside the backbone are called the

backbone routers. Note that a backbone router can also be an area border router.

If, because of some problem, the connectivity between a backbone and an area is

broken, a virtual link between routers must be created by an administrator to allow

continuity of the functions of the backbone as the primary area.

Each area has an area identification. The area identification of the backbone is

zero. Figure 22.24 shows an autonomous system and its areas.

Figure 22.24 Areas in an autonomous system
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Metric The OSPF protocol allows the administrator to assign a cost, called the metric,

to each route. The metric can be based on a type of service (minimum delay, maximum

throughput, and so on). As a matter of fact, a router can have multiple routing tables,

each based on a different type of service.

Types of Links In OSPF terminology, a connection is called a link. Four types of

links have been defined: point-to-point, transient, stub, and virtual (see Figure 22.25).



672 CHAPTER 22 NETWORK LAYER: DELIVERY, FORWARDING, AND ROUTING

Figure 22.25 Types of links

A point-to-point link connects two routers without any other host or router in

between. In other words, the purpose of the link (network) is just to connect the two

routers. An example of this type of link is two routers connected by a telephone line or

a T line. There is no need to assign a network address to this type of link. Graphically,

the routers are represented by nodes, and the link is represented by a bidirectional edge

connecting the nodes. The metrics, which are usually the same, are shown at the two

ends, one for each direction. In other words, each router has only one neighbor at the

other side of the link (see Figure 22.26).

Figure 22.26 Point-to-point link

Point-to-point network
Router Router

A transient link is a network with several routers attached to it. The data can enter

through any of the routers and leave through any router. All LANs and someWANs with

two or more routers are of this type. In this case, each router has many neighbors. For

example, consider the Ethernet in Figure 22.27a. Router A has routers B, C, D, and E as

neighbors. Router B has routers A, C, D, and E as neighbors. If we want to show the

neighborhood relationship in this situation, we have the graph shown in Figure 22.27b.

Figure 22.27 Transient link
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This is neither efficient nor realistic. It is not efficient because each router needs to

advertise the neighborhood to four other routers, for a total of 20 advertisements. It is
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not realistic because there is no single network (link) between each pair of routers;

there is only one network that serves as a crossroad between all five routers.

To show that each router is connected to every other router through one single net-

work, the network itself is represented by a node. However, because a network is not a

machine, it cannot function as a router. One of the routers in the network takes this

responsibility. It is assigned a dual purpose; it is a true router and a designated router.

We can use the topology shown in Figure 22.27c to show the connections of a transient

network.

Now each router has only one neighbor, the designated router (network). On the

other hand, the designated router (the network) has five neighbors. We see that thc

number of neighbor announcements is reduced from 20 to 10. Still, the link is repre-

sented as a bidirectional edge between the nodes. However, while there is a metric from

each node to the designated router, there is no metric from the designated router to any

other node. The reason is that the designated router represents the network. We can

only assign a cost to a packet that is passing through the network. We cannot charge for

this twice. When a packet enters a network, we assign a cost; when a packet leaves the

network to go to the router, there is no charge.

A stub link is a network that is connected to only one router. The data packets

enter the network through this single router and leave the network through this same

router. This is a special case of the transient network. We can show this situation using

the router as a node and using the designated router for the network. However, the link

is only one-directional, from the router to the network (see Figure 22.28).

Figure 22.28 Stub link
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a. Stub network
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...
b. Representation

When the link between two routers is broken, the administration may create a

virtual link between them, using a longer path that probably goes through several

routers.

Graphical Representation Let us now examine how an AS can be represented

graphically. Figure 22.29 shows a small AS with seven networks and six routers. Two

of the networks are point-to-point networks. We use symbols such as Nl and N2

for transient and stub networks. There is no need to assign an identity to a point-to-

point network. The figure also shows the graphical representation of the AS as seen

by OSPF.

We have used square nodes for the routers and ovals for the networks (represented

by designated routers). However, OSPF sees both as nodes. Note that we have three

stub networks.
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Figure 22.29 Example ofan AS and its graphical representation in OSPF
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Path Vector Routing

Distance vector and link state routing are both intradomain routing protocols. They can

be used inside an autonomous system, but not between autonomous systems. These two

protocols are not suitable for interdomain routing mostly because of scalability. Both of

these routing protocols become intractable when the domain of operation becomes

large. Distance vector routing is subject to instability if there are more than a few hops

in the domain of operation. Link state routing needs a huge amount of resources to cal-

culate routing tables. It also creates heavy traffic because of flooding. There is a need

for a third routing protocol which we call path vector routing.

Path vector routing proved to be useful for interdomain routing. The principle of

path vector routing is similar to that of distance vector routing. In path vector routing,

we assume that there is one node (there can be more, but one is enough for our concep-

tual discussion) in each autonomous system that acts on behalf of the entire autono-

mous system. Let us call it the speaker node. The speaker node in an AS creates a

routing table and advertises it to speaker nodes in the neighboring ASs. The idea is the

same as for distance vector routing except that only speaker nodes in each AS can com-

municate with each other. However, what is advertised is different. A speaker node

advertises the path, not the metric of the nodes, in its autonomous system or other

autonomous systems.

Initialization

At the beginning, each speaker node can know only the reachability of nodes inside its

autonomous system. Figure 22.30 shows the initial tables for each speaker node in a

system made of four ASs.



SECTION 22.3 UNICAST ROUTING PROTOCOLS 675

Figure 22.30 Initial routing tables in path vector routing
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Node Al is the speaker node for ASl, Bl for AS2, Cl for AS3, and Dl for AS4.

Node Al creates an initial table that shows Al to A5 are located in ASI and can be

reached through it. Node Bl advertises that Bl to B4 are located in AS2 and can be

reached through Bl. And so on.

Sharing Just as in distance vector routing, in path vector routing, a speaker in an

autonomous system shares its table with immediate neighbors. In Figure 22.30, node

Al shares its table with nodes Bl and Cl. Node Cl shares its table with nodes Dl, Bl,

andAl. Node Bl shares its table with Cl andAl. Node Dl shares its table with Cl.

Updating When a speaker node receives a two-column table from a neighbor, it

updates its own table by adding the nodes that are not in its routing table and adding its

own autonomous system and the autonomous system that sent the table. After a while

each speaker has a table and knows how to reach each node in other ASs. Figure 22.31

shows the tables for each speaker node after the system is stabilized.

According to the figure, if router Al receives a packet for nodes A3, it knows that

the path is in ASI (the packet is at home); but if it receives a packet for Dl, it knows that

the packet should go from ASl, to AS2, and then to AS3. The routing table shows the

path completely. On the other hand, if node Dl in AS4 receives a packet for node A2, it

knows it should go through AS4, AS3, and AS 1.

o Loop prevention. The instability of distance vector routing and the creation of

loops can be avoided in path vector routing. When a router receives a message, it

checks to see if its autonomous system is in the path list to the destination. If it is,

looping is involved and the message is ignored.
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Figure 22.31 Stabilized tables for three autonomous systems
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o Policy routing. Policy routing can be easily implemented through path vector

routing. When a router receives a message, it can check the path. If one of the

autonomous systems listed in the path is against its policy, it can ignore that path

and that destination. It does not update its routing table with this path, and it does

not send this message to its neighbors.

o Optimum path. What is the optimum path in path vector routing? We are looking

for a path to a destination that is the best for the organization that runs the autono-

mous system. We definitely cannot include metrics in this route because each

autonomous system that is included in the path may use a different criterion for the

metric. One system may use, internally, RIP, which defines hop count as the metric;

another may use OSPF with minimum delay defined as the metric. The optimum

path is the path that fits the organization. In our previous figure, each autonomous

system may have more than one path to a destination. For example, a path from

AS4 to ASI can be AS4-AS3-AS2-AS1, or it can be AS4-AS3-ASI. For the tables,

we chose the one that had the smaller number of autonomous systems, but this is

not always the case. Other criteria, such as security, safety, and reliability, can also

be applied.

BGP

Border Gateway Protocol (BGP) is an interdomain routing protocol using path vector

routing. It first appeared in 1989 and has gone through four versions.

Types of Autonomous Systems As we said before, the Internet is divided into hier-

archical domains called autonomous systems. For example, a large corporation that

manages its own network and has full control over it is an autonomous system. A local

ISP that provides services to local customers is an autonomous system. We can divide

autonomous systems into three categories: stub, multihomed, and transit.

o Stub AS. A stub AS has only one connection to another AS. The interdomain data

traffic in a stubAS can be either created or terminated in the AS. The hosts in the AS

can send data traffic to other ASs. The hosts in the AS can receive data coming from

hosts in other ASs. Data traffic, however, cannot pass through a stub AS. A stub AS
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is either a source or a sink. A good example of a stub AS is a small corporation or a

small local ISP.

o Multihomed AS. A multihomed AS has more than one connection to other ASs,

but it is still only a source or sink for data traffic. It can receive data traffic from

more than one AS. It can send data traffic to more than one AS, but there is no tran-

sient traffic. It does not allow data coming from one AS and going to another AS to

pass through. A good example of a multihomed AS is a large corporation that is con-

nected to more than one regional or national AS that does not allow transient traffic.

o Transit AS. A transit AS is a multihomed AS that also allows transient traffic. Good

examples of transit ASs are national and international ISPs (Internet backbones).

Path Attributes In our previous example, we discussed a path for a destination net-

work. The path was presented as a list of autonomous systems, but is, in fact, a list of

attributes. Each attribute gives some information about the path. The list of attributes

helps the receiving router make a more-informed decision when applying its policy.

Attributes are divided into two broad categories: well known and optional. A well-

known attribute is one that every BGP router must recognize. An optional attribute

is one that needs not be recognized by every router.

Well-known attributes are themselves divided into two categories: mandatory and

discretionary. A well-known mandatory attribute is one that must appear in the descrip-

tion of a route. A well-known discretionary attribute is one that must be recognized by

each router, but is not required to be included in every update message. One

known mandatory attribute is ORIGIN. This defines the source of the routing informa-

tion (RIP, OSPF, and so on). Another well-known mandatory attribute is AS_PATH.

This defines the list of autonomous systems through which the destination can be

reached. Still another well-known mandatory attribute is NEXT-HOP, which defines

the next router to which the data packet should be sent.

The optional attributes can also be subdivided into two categories: transitive and

nontransitive. An optional transitive attribute is one that must be passed to the next

router by the router that has not implemented this attribute. An optional nontransitive

attribute is one that must be discarded if the receiving router has not implemented it.

BGP Sessions The exchange of routing information between two routers using BGP

takes place in a session. A session is a connection that is established between two BGP

routers only for the sake of exchanging routing information. To create a reliable envi-

ronment, BGP uses the services of TCP. In other words, a session at the BGP level, as

an application program, is a connection at the TCP level. However, there is a subtle dif-

ference between a connection in TCP made for BGP and other application programs.

When a TCP connection is created for BGP, it can last for a long time, until something

unusual happens. For this reason, BGP sessions are sometimes referred to as semi-

pennanent connections.

External and Internal BGP If we want to be precise, BGP can have two types of

sessions: external BGP (E-BGP) and internal BGP (I-BGP) sessions. The E-BGP ses-

sion is used to exchange information between two speaker nodes belonging to two dif-

ferent autonomous systems. The I-BGP session, on the other hand, is used to exchange

routing information between two routers inside an autonomous system. Figure 22.32

shows the idea.
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Figure 22.32 Internal and external BGP sessions
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The session established betweenAS1 andAS2 is an E-BOP session. The two speaker

routers exchange information they know about networks in the Internet. However, these

two routers need to collect information from other routers in the autonomous systems.

This is done using I-BOP sessions.

22.4 MULTICAST ROUTING PROTOCOLS

In this section, we discuss multicasting and multicast routing protocols. We first define

the term multicasting and compare it to unicasting and broadcasting. We also briefly

discuss the applications of multicasting. Finally, we move on to multicast routing and

the general ideas and goals related to it. We also discuss some common multicast routing

protocols used in the Internet today.

Unicast, Multicast, and Broadcast

A message can be unicast, multicast, or broadcast. Let us clarify these terms as they

relate to the Internet.

Unicasting

In unicast communication, there is one source and one destination. The relationship

between the source and the destination is one-to-one. In this type of communication,

both the source and destination addresses, in the IP datagram, are the unicast addresses

assigned to the hosts (or host interfaces, to be more exact). In Figure 22.33, a unicast

Figure 22.33 Unicasting
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packet from the source S1 and passes through routers to reach the destination D1.

We have shown the networks as a link between the routers to simplify the figure.

Note that in unicasting, when a router receives a packet, it forwards the packet

through only one of its interfaces (the one belonging to the optimum path) as defined in

the routing table. The router may discard the packet if it cannot find the destination

address in its routing table.

In unicasting, the router forwards the received packet through

only one of its interfaces.

Multicasting

In multicast communication, there is one source and a group of destinations. The rela-

tionship is one-to-many. In this type of communication, the source address is a unicast

address, but the destination address is a group address, which defines one or more desti-

nations. The group address identifies the members of the group. Figure 22.34 shows the

idea behind multicasting.

Figure 22.34 Multicasting
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A multicast packet starts from the source S1 and goes to all destinations that

belong to group G1. In multicasting, when a router receives a packet, it may forward it

through several of its interfaces.

In multicasting, the router may forward the received packet

through several of its interfaces.
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Broadcasting

In broadcast communication, the relationship between the source and the destination is

one-to-all. There is only one source, but all the other hosts are the destinations. The

Internet does not explicitly support broadcasting because of the huge amount of traffic

it would create and because of the bandwidth it would need. Imagine the traffic gener-

ated in the Internet if one person wanted to send a message to everyone else connected

to the Internet.

Multicasting Versus Multiple Unicasting

Before we finish this section, we need to distinguish between multicasting and multiple

unicasting. Figure 22.35 illustrates both concepts.

Figure 22.35 Multicasting versus multiple unicasting
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Multicasting starts with one single packet from the source that is duplicated by the

routers. The destination address in each packet is the same for all duplicates. Note that

only one single copy of the packet travels between any two routers.
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In multiple unicasting, several packets start from the source. If there are five

destinations, for example, the source sends five packets, each with a different unicast

destination address. Note that there may be multiple copies traveling between two routers.

For example, when a person sends an e-mail message to a group of people, this is

multiple unicasting. The e-mail software creates replicas of the message, each with a

different destination address and sends them one by one. This is not multicasting; it is

multiple unicasting.

Emulation ofMulticasting with Unicasting

You might wonder why we have a separate mechanism for multicasting, when it can be

emulated with unicasting. There are two obvious reasons for this.

1. Multicasting is more efficient than multiple unicasting. In Figure 22.35, we can see

how multicasting requires less bandwidth than does multiple unicasting. In multi-

ple unicasting, some of the links must handle several copies.

2. In multiple unicasting, the packets are created by the source with a relative delay

between packets. If there are 1000 destinations, the delay between the first and the

last packet may be unacceptable. In multicasting, there is no delay because only

one packet is created by the source.

Emulation of multicasting through multiple unicasting is not efficient

and may create long delays, particularly with a large group.

Applications

Multicasting has many applications today such as access to distributed databases,

information dissemination, teleconferencing, and distance learning.

Access to Distributed Databases

Most of the large databases today are distributed. That is, the information is stored in

more than one location, usually at the time of production. The user who needs to access

the database does not know the location of the information. A user's request is multi-

cast to all the database locations, and the location that has the information responds.

Information Dissemination

Businesses often need to send information to their customers. If the nature of the infor-

mation is the same for each customer, it can be multicast. In this way a business can

send one message that can reach many customers. For example, a software update can

be sent to all purchasers of a particular software package.

Dissemination ofNews

In a similar manner news can be easily disseminated through multicasting. One single

message can be sent to those interested in a particular topic. For example, the statistics

of the championship high school basketball tournament can be sent to the sports editors

of many newspapers.
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Teleconferencing

Teleconferencing involves multicasting. The individuals attending a teleconference all

need to receive the same information at the same time. Temporary or permanent groups

can be formed for this purpose. For example, an engineering group that holds meetings

every Monday morning could have a permanent group while the group that plans the

holiday party could form a temporary group.

Distance Learning

One growing area in the use of multicasting is distance learning. Lessons taught by

one single professor can be received by a specific group of students. This is especially

convenient for those students who find it difficult to attend classes on campus.

Multicast Routing

In this section, we first discuss the idea of optimal routing, common in all multicast

protocols. We then give an overview of multicast routing protocols.

Optimal Routing: Shortest Path Trees

The process of optimal interdomain routing eventually results in the finding of the

shortest path tree. The root of the tree is the source, and the leaves are the potential des-

tinations. The path from the root to each destination is the shortest path. However, the

number of trees and the formation of the trees in unicast and multicast routing are dif-

ferent. Let us discuss each separately.

Unicast Routing In unicast routing, when a router receives a packet to forward, it

needs to find the shortest path to the destination of the packet. The router consults its

routing table for that particular destination. The next-hop entry corresponding to the

destination is the start of the shortest path. The router knows the shortest path for

each destination, which means that the router has a shortest path tree to optimally

reach all destinations. In other words, each line of the routing table is a shortest path;

the whole routing table is a shortest path tree. In unicast routing, each router needs

only one shortest path tree to forward a packet; however, each router has its own

shortest path tree. Figure 22.36 shows the situation.

The figure shows the details of the routing table and the shortest path tree for

router Rl. Each line in the routing table corresponds to one path from the root to the

corresponding network. The whole table represents the shortest path tree.

In unicast routing, each router in the domain has a table that defines

a shortest path tree to possible destinations.

Multicast Routing When a router receives a multicast packet, the situation is different

from when it receives a unicast packet. A multicast packet may have destinations in more

than one network. Forwarding of a single packet to members of a group requires a

shortest path tree. Ifwe have n groups, we may need n shortest path trees. We can imagine

the complexity of multicast routing. Two approaches have been used to solve the problem:

source-based trees and group-shared trees.
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Figure 22.36 Shortest path tree in unicast routing
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In multicast routing, each involved router needs to construct

a shortest path tree for each group.

o Source-Based Tree. In the source-based tree approach, each router needs to have

one shortest path tree for each group. The shortest path tree for a group defines the

next hop for each network that has loyal member(s) for that group. In Figure 22.37,

we assume that we have only five groups in the domain: GI, G2, G3, G4, and G5.

At the moment GI has loyal members in four networks, G2 in three, G3 in two, G4

in two, and G5 in two. We have shown the names of the groups with loyal mem-

bers on each network. Figure 22.37 also shows the multicast routing table for

router RI. There is one shortest path tree for each group; therefore there are five

shortest path trees for five groups. If router Rl receives a packet with destination

Figure 22.37 Source-based tree approach
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address G1, it needs to send a copy of the packet to the attached network, a copy to

router R2, and a copy to router R4 so that all members of G1 can receive a copy. In

this approach, if the number of groups is m, each router needs to have m shortest

path trees, one for each group. We can imagine the complexity of the routing table

if we have hundreds or thousands of groups. However, we will show how different

protocols manage to alleviate the situation.

In the source-based tree approach, each router needs

to have one shortest path tree for each group.

o Group-Shared Tree. In the group-shared tree approach, instead of each router

having m shortest path trees, only one designated router, called the center core, or

rendezvous router, takes the responsibility of distributing multicast traffic. The core

has m shortest path trees in its routing table. The rest of the routers in the domain have

none. If a router receives a multicast packet, it encapsulates the packet in a unicast

packet and sends it to the core router. The core router removes the multicast packet

from its capsule, and consults its routing table to route the packet. Figure 22.38 shows

the idea.

Figure 22.38 Group-shared tree approach
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In the group-shared tree approach, only the core router,

which has a shortest path tree for each group, is involved in multicasting.

Routing Protocols

During the last few decades, several multicast routing protocols have emerged. Some of

these protocols are extensions of unicast routing protocols; others are totally new.


