@) 93 Firewalls__

9.3.1 Introduction

The dramatic rise and progress of the Internet has opened possibilities that no one would have thought
of. We can-connect any computer in the world to any other computer, no matter how far the two are
located from zach other. This is undoubtedly a great advantage for individua}s and corpf)rate as well.
However, this can be a nightmare for network support staff, which is left with a very difficult 101‘) gz
trying to protect the corporate networks from a variety of attacks.ét a broad level, there are two kin
of attacks: R

« Most corporations have large amounts of valuable and conﬁdential data in their networks. Leaking
gf A&li's_ Eriticaljlﬂfognaft,ipn to competitors can be a great setback.

+ Apart from the danger of the insider information leaking out, there is a great danger of the outsi,
elements (such as viruses and worms) entering a corporate network to create havoc.

We can depict this situation as shown in Fig. 9.5.

Network Backbone
A

k-Fig.9.5 Threats from inside and outside a corporate network

_As aresult of these dangers, we must have mechanisms which can ensure that the inside information
remains inside and also prevent the outsider attackers from entering inside a corporate network,/As W
know, encryption of information (if implemented properly) renders its transmission to the outside “Odd
redundant. That is, even if confidential information flows out of a corporate network, if it is 10
encrypted form, outsiders cannot make any sense of it. However, encryption does not work in the other
direction. Outside attackers can still try to break inside a corporate network. Consequently. better

' schemes are desired to achieve protection from outside attacks. "Q\E is where a firewall comes 1nto
piclurc.() /

Conceptually a firewall can be compared with a sentry standing outside an important person’s house

(such as the nation’s president). This sentry usually keeps an eye on and physically checks every person

that SN into or comes out of the houseDIf the sentry senses that a person wishing (0 enter lhltt‘:
president’s house is carrying a knife, the sentry would not allow the person to enter. Similarly, even
the person does not possess any banned o

: e an still
' bjects, but somehow looks suspicious, the sentry €
prevent that person’s entry.

A firewall acts like a sentry. If implemented, it guards a corporate network by standing between i
network and the outside world. All traffic between the network and the Internet in either direction must

ass through the ﬁrewz'lll, The firewall decides if the traffic can be allowed to flow or whether it must be
stopped from proceeding funthThis is shown in Fig. 9.6.
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I-Fig.9.6 Firewall

Of course, technically,Elrewall is a specialized version of a router. Apart from the basic routing
functions and rules, a rout€r can be configured to perform the firewall functionality, with the help of
additional software resources. )

. @’charééteristics of a good firewall implementation can be described as follows.

—

Le All tf;;fﬁc from inside to outside and vice versa, must pass through the firewall. To achieve this, all
the access to the local network must first be physically blocked and access only via the firewall

should be permitted. . _
* Only the traffic authorized as per the local security policy should be allowed to pass through.

_+Ahe firewall itself must be strong enough, so as to render attacks on it useless‘.vD

—————

932" _nggf of Fj;_e:walg

Based on the criteria that ihey use for filterin
shown in Fig. 9.7,

g traffic, firewalls are generally classified into two types, as

Firewalls

v’

Packet Filters Application Gateways

} Fig. 9.7 Types of firewalls
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Let us discuss these two types of firewalls one-by-one.
‘ .
@acket Filters) As the name suggcsts@ packet filter appliesn set of rules to each packet and bussid
on the outcome, decides to either forward or discard the Rg_c_l@’?ﬁis also called as screening router or
screening filter! Such a firewall implementation involves a router, which is configusgg to Ti eF packets
going in either direction (from the local network to the outside world and vice versa)\{Fhe filtering rules
are based on a number of fields in the IP and TCP/UDP headers, such as source and destination [p
addresses, IP protocol field)(which identifies if the protocél in the upper transport layer is TCP or UDP),
TCP/UDP port numbersj{which identify the application which is using this packet, such as email, fie
transfer or World Wide Web). — b

The idea of a packet ﬁlter;J shown in Fig. 9.8.

Internal
(Private)
Network

e ————————

|
Protected zone E \/

b-Fig.9.8 Packet filter

Conceptually, a packet filter can be considered as a router that performs three main actions, as
shown in Fig. 9.9.

ERIEEE ™

Outgoing packets

=] ] =

Incoming packets

Receive each packet. .
Apply rules. *
If no rules, apply default rules.

. F-Fig.9.9 Packet filter operation
/Kpacket filter performs the following functions.
,,1'.{ Receive each packet as it arrives.

* 2/ Pass the packet through a set of rules, based on the contents of the IP and transport header fields
“-of the packet. If there is a match with one of the set rules, decide whether to accept or discard the
packet based on that rulefFor example, a rule could specify: disallow all incoming traffic from an

IP address 157.29.19.10 (this IP address is taken just as an example) or disallow all traffic that
uses UDP as the higher (transport) layer protocol. _
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{_If there is no match with any rule, take the default action.
accept all packets. The former policy is more conserv

sually, the implementation of a firewall begins with the d
fes are applied one-by-one to enforce packet filtering.

The chiefladvantage of the packet filter is itsfsimglici%')l'he users need not be aware of a packet filter
at all.‘Packct filters ¢ very fast in their operating speed, However, the two disadvantages of a packet
filter are the difficulties in Setti“&ER_Lh.e,p_a,cke_L-ﬁlter“mles“gpqgc_}ly and lack of support for
authentication.”y”

The default can be discard all packets or
ative, whereas the latter is more open.
efault discard all packets option and then

Figure 9.10 shows an example where a router can be converted into a packet filter by adding the

filtering rules in the form of a table. This table decides which of the packets should be allowed
(forwarded) or discarded.

Packet
il Internal
Internet : g
Interface 1 Interface 2

Interface | Source IP | Source port | Destination IP | Destination port
1 130.33.0.0 * * a
1 - * - 23
1 ' * 193.77.21.9 3
2 - * * 80

I-Fig.9.10 Example of packet filter table

The rules specified in the packet filter work as follows:

1. Incoming packets from network 130.33.0.0 are not allowed. They are blocked as a security
recaution. ' - .
2 ?ncoming packets from any external network on the TELNET server port (number 23) are
ll)rllzglr(:idn'g packets intended for a specific internal host 193.77.21.9 are blocked.
4. Outgoing packets intended for port 80 (HTTP) are banned. That is, this organization does not
: want to allow its employees to send requests to the external world (i.e. the Internet) for browsing
the Internet.

Attackers can try and break the security of a packet fi

w

Iter by using the following techniques,
1. IP address spoofing: An intruder outside .lhe corporate network can attempt to send a packet
. Bh..cis the TS mal corporate netwprk_. with the source IP address set equal to one of the IP
addresses of the internal users. This is shown in Fig, 9.11. This attack can be defeated b
Jiscarding all the packets that arrive at the Incoming side of the fj y

rew i -
1 to one of the internal addresses, all, with the source address ‘
% i ttacks: An attacker ; i
routing 2 : °I can specify the royqe that a pack . i
2 Sl(:,l:,;cfhe Internet. The attacker hopes that by specifyi packet should take as it moves :
a

: ng this opti
10 bypass its normal checks. Discarding all packets th g this option, the

Packet filter can
at use this option be fooled

can thwart such ap attack
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I Fig.9.11 Packet filter defeating the IP address spoofing attack

3. Tiny fragment attacks: IP packets pass through a variety of physical networks, such as
Ethernet, Token Ring, X.25, Frame Relay, ATM, etc. All these networks have a pre-defined
maximum frame size (called as the Maximum Transmission Unit or MTU). Many times, the size of
the IP packet is greater than this maximum size allowed by the underlying network. In such cases,
the IP packet needs to be fragmented, so that it can be accommodated inside the physical frame
and carried further. An attacker might attempt to use this characteristic of the TCP/IP protocol
suite by intentionally creating fragments of the original IP packet and sending them. The attacker
feels that the packet filter can be fooled, so that after fragmentation, it checks only the first
fragment and does not check the remaining fragments. This attack can be foiled by discarding all
the packets where the (upper layer) protocol type is TCP and the packet is fragmented(refer to
identification and protocol fields of an IP packet discussed earlier to understand how we can
implement this).

@&@c&q})’mﬁﬂpa%ﬂ filter is called as dynamic packet filter or stateful packet filter. A

dynamic packet filter allows the examination of packets based on the current state of the network. 11 ;
is, it adapts itself to the current exchange of information, unlike the normal packet hlters, which have
ro;;ting rules hard "QQd?} For instance, we can specify a rule with the help of a dynamic packet filter as
follows: :

Allow incoming TCP packets only if they are responses to the outgoing TCP packets that
have gone through our network. )
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Mp?l_lcam}‘ .(.:T_at?.‘fﬁ)gl An application gateway is also called M
acts like a proxy (i.e. deputy or substitute) and decides about the flow of application level traffic. Jihe
‘idea is shown in Fig. 9.13. | T

Applicatip{l_.ggteways typically work as follows,

1. “An internal user contacts the application gateway using a TCP/IP application, such as HITP or
2. ]The application gateway asks the user about the remote host with which the user wants to set up
" ‘4 connection for actual communication (i.e. its domain name or IP address, etc). The ?Qghcanon
gateway also agks for the user id and the password required to access the services of the
_application gateway. | ' e M
3. ! The user provides this information to the application gateway.}

—— h

‘ HTTP
- ——> i —— (.
=R / TEWET | | _— C=m

Inside connection ~ Application gateway  Outside connection

V-Fig.9.13  Application gateway

4.@10 application gateway now accesses the remote host on behalf of the user and passes the
packets of the user to the remote host. Note that there is a variation of the application gateway,
called as circuit gateway, which performs some additional functions as compared to those
performed by an application gateway. A circuit gateway, in_fact, creates a new connection
between itself and the remote host. The user is not aware of this and thinls that there is a direct
connection between itself and the remote host. Also, the circuit gateway changes the source IP
address in the packets from the end user’s IP address to its own. This way, the IP addresses of

the computers of the internal users are hidden from the outside worldy[This is shown in Fig. 9.14.
Of course, both the connections are shown with a single arrow t on the concept, in reality,

both the connections are two-ways.

Source Source
address = address =

[178.29.10.90]| |[178.29.10.70|

IP packet
'~ SMTP D
FTP '

EEg TELNET | Eegts]

Inside host Application gateway Outside host
IP address = IP address =
178.29.10.90 ., 178.29.10.70

k-Fig.9.14  Circuit gateway operation
The SOCKS server is an example of the real-life implementation of a circuit gateway. Itis aclient-

server application. The SOCKS client rums o The Tnternal iosts and the SOCKS server runs on the
firewall. -

5( From here onwards, the application gateway acts like ‘n_.qugof.magcml.:mmer and delives

packets from the user to the remote host and vice versa

plication gateways are generally more secure than packet filters, because rather than examini?s
every packet agaiust a number of rules, here we simply detect whether a user is allowed to work with
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a IC/P/E.‘_!PPUC}@Q“__QQOLIFLh e disadvantage of application gateways is the overhead in terms of
connectio_ns. As .we noticed;there are actually two sets of connections now: one between the end user
aﬁa‘thc'}lpplxcauon gateway and another between the application gateway and the remote host. The

application gateway has to manage these two sets of connections and the traffic going between thcm.D
This means that the actual communicating internal host is under an illusion, as illustrated in Fig. 9.15.

HEIP: <
SMTP
. FTP -
Real connection TELNET Real connection
/ Application gateway<\>

Internal host ™ ~ External host

I Fig.9.15 Application gateway creates an illusion

CAn application gateway is also called as bastion host. Usually, a bastion host is a very key point in the
security of a network)How it functions is explained in more detail in the next section.

Network Address Translation (NAT) One of the interesting jobs done by a firewall or proxy
server is to perform Network Address Translation .(NAT). he number of people using the Internet
from home, office or other places is increasing at a mind boggling rat@arlie@ers would access the
Internet via an Internet Service Provider (ISP) for a short time and then disconnect. Thus, the ISP
would have a set of IP addresses, from which it would dynamically allocate one IP address to every
user for the duration the user Was connected to the Internet. Once the user disconnected, the ISP would
reallocate that same IP address to another user, who wanted to connect to the Internet now.

However, this situation changed dramatically as the number of people connecting to th€ Internet
increased gramatically. Moreover, people started using the ADSL or cable connections to connect to the
Internet, sing the broadband technology. Worse yet, people wanted multiple IP aldiesses o
themselves, since they started creating small personal networks. This led to a serious probl

’ em of
shortage of IP addresses.
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9.3.3 Firewall Configurations

firewall is usually a combination of ?acket filters and app;
JM

1(“ practical implementations, a
“(or circuit : .
) gateways. Based on this, there are three possible configurations of firewalls,|as sh
o ’ OWn in

Fig. 9.20.

; [Firewall Configurations

Screened h -
Single-hom‘;fit g;:o?"' Screened host firewall, Screened subnet
n Dual-homed bastion  firewall

I-Fig.9.20  Firewall configurations

Let us discuss these possible configurations as follows.
d host firewall, Single-

er and an

Firewall, Single-Homed Bastion In the Screen¢
ket filtering 1007

\> .Screened Host
¢d-bastion conﬁgurz'mo@—-fzfgway set up e of twalihs: 170
way. Their purposes are as follows. —
. The packet filter ensures that the incoming traffic (i.e. from
catic destination address
traffic (i.e. from the

i’s'?ﬂTow/edronl if it is destined for the application gateway,
coming IP packet. Similarly, it also ensures that the outgoing.|
lication gateway,

field of every in
Corporate network to the Internet) is allowed only if it is originating from the app

by examining the Sou_r,ce%l,tid_’fﬂ‘ﬁeld,oﬁcvery outgoing IP packef.
functions, as exglained earlier.

« The application gateway performs authentication 1 and proxy

the Internet to the corporate network)

by examining the

application gate

This configuration is illustrated in Fig. 9.21.

Internet

[ttt .

}-Fig. 9.21 Screened host firewall, S ingle-homed bastion

[ed
This configuration increases the security of the network by erforming checks at both packet and
bility to the network administrators to déefine more ga_nular

al H e ———r—
chﬁl“fallon levels. This also gives more 1'eX
unty policies/ ™
sadvantage here is that the internal users are connected to the
lter. Therefore, if the packgl filter is somehow

H .
" pliowetver' as we can see, one big di

suLcc:a“on gateway, as well as 10 the packet fi

—csstully attacke: i ity compromi 8 -

Hacker, ed and its secugl compromised, thg_ the whole internal network is exposed to the
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@crcened Host Firewall, Dual-Homed Bastion _To overcome the drawback of g g
Sirewall, single-homed bastion configuration, another type of =<reened fy,

firewall, Dual-homed bastion, exists. This configuration is an impmvcn(lcnmt(mm
Here, direct connections between the internal hosts and the packet filter arc ’
filter connects only to the application gateway, which, in turn, has g separate connecr. . ——acket
_internal hiosts, Therefore, now even if the packet filter is su —neelion with the

[NOY : ceessfully attacked, only the applicat;
gateway is visible to the altackcr: The internal hosts are protected. JThis is shown in Fig. 9.2 =

avoided., Instead; the

i L]

1

l—__] HTTP ;
. SMTP

: FTP Internet
: —] TELNET

1

E D Application gateway

: .

"

1

I

L

FFig.9.22 Screened host ﬁrew;zll, Dual-homed bastion

Can we think of a scheme, which is even better than this?.

Screened Subnet Firewall The Screened subnet firewall offers the highest security among the
possible firewall configurations. It is an improvement over the previous scheme of screened host
_firewall, Dual-homed bastion. Here, two packet filters are used, one between the Interpet and the
application gateway, as previously and another one between the application gateway -and the internal
_network. This is shown in Fig. 9.23.
net\f/:)'ﬂl T'his is sho g

HTTP .
] <{}> SMTP ,‘\{}>
FTP
F TELNET il
FE Packet filter  Appiication gateway ~ Packet filter

L]

Internal network

k-Fig.9.23 Screened subnet firewall
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Now, there are three levels of security for an attacker to break into. This makes the life of the attacker,
very difficult. The attacker does not come to knQw about the internal network, unless she breaks tnﬁo
oth the packet filters and the single application gatew ay standing between them.

— —

Firewall Architectures and its implementations

1. DUAL-HOMED HOST

A dual-homed host architecture is built around the dual-homed host computer, a computer that has at least two
network interfaces.

Such a host could act as a router between the networks these interfaces are attached to; it is capable of routing IP
packets from one network to another.

However, to use a dual-homed host as a firewall, you disable this routing function. Thus, IP packets from one
network (e.g., the Internet) are not directly routed to the other network.

Systems inside the firewall can communicate with the dual-homed host, and systems outside the firewall (on the
Internet) can communicate with the dual-homed host, but these systems can't communicate directly with each other.
IP traffic between them is completely blocked.

The network architecture for a dual-homed host firewall is pretty simple: the dual-homed host sits between, and is
connected to, the Internet and the internal network.

_ d y _ _

Dual-homed hosts can provide a very high level of control. If you aren't allowing packets to go between external
and internal networks at all, you can be sure that any packet on the internal network that has an external source is
evidence of some kind of security problem.

On the other hand, dual-homed hosts aren't high-performance devices. A dual-homed host has more work to do for
each connection than a packet filter does, and correspondingly needs more resources. A dual-homed host won't
support as much traffic as an equivalent packet filtering system.

Since a dual-homed host is a single point of failure, it's important to make certain that its host security is absolutely
impeccable. An attacker who can compromise the dual-homed host has full access to your site.

A dual-homed host can provide services only by proxying them, or by having users log into the dual-homed host
directly.
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USES:
A dual-homed host is an appropriate firewall for a situation where:

Traffic to the Internet is small.

Traffic to the Internet is not business-critical.

No services are being provided to Internet-based users.

The network being protected does not contain extremely valuable data.

O O O O

2. SCREENED HOST

A screened host architecture provides services from a host that's attached to only the internal network, using a
separate router. In this architecture, the primary security is provided by packet filtering.

The bastion host sits on the internal network. The packet filtering on the screening router is set up in such a way that
the bastion host is the only system on the internal network that hosts on the Internet can open connections to.

Even then, only certain types of connections are allowed. Any external system trying to access internal systems or
services will have to connect to this host.

The bastion host thus needs to maintain a high level of host security.

i 4

' ' -
SCreaning Houtﬁi_ === —== 1
P L

. 3 P i

© Bastion Host

Because this architecture allows packets to move from the Internet to the internal networks, it may seem more risky
than a dual-homed host architecture, which is designed so that no external packet can reach the internal network.

Also, it's easier to defend a router than it is to defend a host. For most purposes, the screened host architecture
provides both better security and better usability than the dual-homed host architecture.

Compared to other architectures, however, such as the screened subnet architecture, there are some disadvantages to
the screened host architecture. The major one is that if an attacker manages to break in to the bastion host, nothing
is left in the way of network security between the bastion host and the rest of the internal hosts.

USES:
A screened host architecture is appropriate when:

« Few connections are coming from the Internet (in particular, it is not an appropriate architecture if the screened host
is a public web server).
« The network being protected has a relatively high level of host security.
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3. SCREENED SUBNET

The screened subnet architecture adds an extra layer of security to the screened host architecture by adding a
perimeter network that further isolates the internal network from the Internet.

By their nature, bastion hosts are the most vulnerable machines on your network. Despite your best efforts to
protect them, they are the machines most likely to be attacked because they're the machines that can be attacked.

If, as in a screened host architecture, your internal network is wide open to attack from your bastion host, then your
bastion host is a very tempting target. No other defenses are between it and your other internal machines.

By isolating the bastion host on a perimeter network, you can reduce the impact of a break-in on the bastion host.

o Bastion Host .
p— 1y 1]
— Rouler = __
Perimeter Net
Interigr —
Router ===

| | 3 | J i

Wi — i — iR — i — i — i —
With the simplest type of screened subnet architecture, there are two screening routers, each connected to the
perimeter network.

One sits between the perimeter net and the internal network, and the other sits between the perimeter net and the
external network (usually the Internet).

To break into the internal network with this type of architecture, an attacker would have to get past both routers.

Even if the attacker somehow broke in to the bastion host, he'd still have to get past the interior router. There is no
single vulnerable point that will compromise the internal network.
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