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 Firewall Architectures and its implementations 

 

1. DUAL-HOMED HOST 

A dual-homed host architecture is built around the dual-homed host computer, a computer that has at least two 

network interfaces. 

Such a host could act as a router between the networks these interfaces are attached to; it is capable of routing IP 

packets from one network to another. 

However, to use a dual-homed host as a firewall, you disable this routing function. Thus, IP packets from one 

network (e.g., the Internet) are not directly routed to the other network. 

Systems inside the firewall can communicate with the dual-homed host, and systems outside the firewall (on the 

Internet) can communicate with the dual-homed host, but these systems can't communicate directly with each other. 

IP traffic between them is completely blocked. 

The network architecture for a dual-homed host firewall is pretty simple: the dual-homed host sits between, and is 

connected to, the Internet and the internal network. 

     

Dual-homed hosts can provide a very high level of control. If you aren't allowing packets to go between external 

and internal networks at all, you can be sure that any packet on the internal network that has an external source is 

evidence of some kind of security problem. 

On the other hand, dual-homed hosts aren't high-performance devices. A dual-homed host has more work to do for 

each connection than a packet filter does, and correspondingly needs more resources. A dual-homed host won't 

support as much traffic as an equivalent packet filtering system. 

Since a dual-homed host is a single point of failure, it's important to make certain that its host security is absolutely 

impeccable. An attacker who can compromise the dual-homed host has full access to your site. 

A dual-homed host can provide services only by proxying them, or by having users log into the dual-homed host 

directly. 
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USES: 

A dual-homed host is an appropriate firewall for a situation where: 

o Traffic to the Internet is small. 
o Traffic to the Internet is not business-critical. 
o No services are being provided to Internet-based users. 
o The network being protected does not contain extremely valuable data. 

 

2. SCREENED HOST 

A screened host architecture provides services from a host that's attached to only the internal network, using a 

separate router. In this architecture, the primary security is provided by packet filtering. 

The bastion host sits on the internal network. The packet filtering on the screening router is set up in such a way that 

the bastion host is the only system on the internal network that hosts on the Internet can open connections to. 

Even then, only certain types of connections are allowed. Any external system trying to access internal systems or 

services will have to connect to this host. 

The bastion host thus needs to maintain a high level of host security. 

   

Because this architecture allows packets to move from the Internet to the internal networks, it may seem more risky 

than a dual-homed host architecture, which is designed so that no external packet can reach the internal network. 

Also, it's easier to defend a router than it is to defend a host. For most purposes, the screened host architecture 

provides both better security and better usability than the dual-homed host architecture. 

Compared to other architectures, however, such as the screened subnet architecture, there are some disadvantages to 

the screened host architecture. The major one is that if an attacker manages to break in to the bastion host, nothing 

is left in the way of network security between the bastion host and the rest of the internal hosts. 

USES: 

A screened host architecture is appropriate when: 

• Few connections are coming from the Internet (in particular, it is not an appropriate architecture if the screened host 

is a public web server). 
• The network being protected has a relatively high level of host security. 
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3. SCREENED SUBNET 

 

The screened subnet architecture adds an extra layer of security to the screened host architecture by adding a 

perimeter network that further isolates the internal network from the Internet. 

By their nature, bastion hosts are the most vulnerable machines on your network. Despite your best efforts to 

protect them, they are the machines most likely to be attacked because they're the machines that can be attacked. 

If, as in a screened host architecture, your internal network is wide open to attack from your bastion host, then your 

bastion host is a very tempting target. No other defenses are between it and your other internal machines. 

By isolating the bastion host on a perimeter network, you can reduce the impact of a break-in on the bastion host. 

                                 

With the simplest type of screened subnet architecture, there are two screening routers, each connected to the 

perimeter network. 

One sits between the perimeter net and the internal network, and the other sits between the perimeter net and the 

external network (usually the Internet). 

To break into the internal network with this type of architecture, an attacker would have to get past both routers. 

Even if the attacker somehow broke in to the bastion host, he'd still have to get past the interior router. There is no 

single vulnerable point that will compromise the internal network. 
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