'11.2.1 Reflection Attacla;

The first thing we might notice is that the protocol is inefficient. We can reduce the protocol dowy,
to three messages (instead of five used above) by putting more than one item of information ingo

each message:
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Protocol 11=8. Optimized mutual authentication based on a shared secret K ajice-Bob

This version of the protacol has a security pitfall known as the reflection attac
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Trudy Wants (0 impersonate Alice to Bob. First Trudy starts Protocol 11-8, by when she sr::c':::':.)r‘e
the challenge from Bob, she cannot proceed further, because she can’t encrypt R,. e
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Figure 11-9. Beginning of reflection attack

“I can’t explain myself, I'm afraid sir,” said Alice, “because I'm not

’ﬂ_"se[f: you see. "
Alice in Wonderland

However, note that Trudy has managed to get Bob to encrypt R,. So at this point Trudy opens
a second session to Bob. This time she uses R, as the challenge to Bob:

I'm Alice, R,
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Figure 11-10. Second session in reflection attack






