
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[Vipin Dubey]FB/IG/TW: @educlashco



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Q. What are pros and cons of symmetric and asymmetric key encryption? 

Explain a method that adapts the advantage of both techniques. 
 

Methods for encrypting messages include the: Symmetric key encryption and Asymmetric key 

encryption methods. Each system has its own pros and cons which are outlined below: 

Symmetric Key Encryption 

Symmetric key encryption is also known as shared-key, single-key, secret-key, and private-key or 

one-key encryption. In this type of message encryption, both sender and receiver share the same key 

which is used to both encrypt and decrypt messages. Sender and receiver only have to specify the 

shared key in the beginning and then they can begin to encrypt and decrypt messages between them 

using that key. Examples include AES (Advanced Encryption Standard) and TripleDES (Data 

Encryption Standard). 

 

Pros 

- Simple: This type of encryption is easy to carry out. All users have to do is specify and share the 

secret key and then begin to encrypt and decrypt messages. 

- Encrypt and decrypt your own files: If you use encryption for messages or files which you alone 

intend to access, there is no need to create different keys. Single-key encryption is best for this. 

- Fast: Symmetric key encryption is much faster than asymmetric key encryption. 

- Uses less computer resources: Single-key encryption does not require a lot of computer resources 

when compared to public key encryption. 

- Prevents widespread message security compromise: A different secret key is used for 

communication with every different party. If a key is compromised, only the messages between a 

particular pair of sender and receiver are affected. Communications with other people are still secure. 

 

Cons 

- Need for secure channel for secret key exchange: Sharing the secret key in the beginning is a 

problem in symmetric key encryption. It has to be exchanged in a way that ensures it remains secret. 

- Too many keys: A new shared key has to be generated for communication with every different 

party. This creates a problem with managing and ensuring the security of all these keys. 

- Origin and authenticity of message cannot be guaranteed: Since both sender and receiver use the 

same key, messages cannot be verified to have come from a particular user. This may be a problem if 

there is a dispute. 

Asymmetric/Public Key Encryption 

Also known as public key encryption, this method of encrypting messages makes use of two keys: a 

public key and a private key.The public key is made publicly available and is used to encrypt 

messages by anyone who wishes to send a message to the person that the key belongs to. The private [Vipin Dubey]FB/IG/TW: @educlashco



key is kept secret and is used to decrypt received messages. An example of asymmetric key 

encryption system is RSA. 

 

Pros 

- Convenience: It solves the problem of distributing the key for encryption.Everyone publishes their 

public keys and private keys are kept secret. 

- Provides for message authentication: Public key encryption allows the use of digital signatures 

which enables the recipient of a message to verify that the message is truly from a particular sender. 

- Detection of tampering: The use of digital signatures in public key encryption allows the receiver 

to detect if the message was altered in transit. A digitally signed message cannot be modified without 

invalidating the signature. 

- Provide for non-repudiation: Digitally signing a message is akin to physically signing a document. 

It is an acknowledgement of the message and thus, the sender cannot deny it. 

 

Cons 

- Public keys should/must be authenticated: No one can be absolutely sure that a public key 

belongs to the person it specifies and so everyone must verify that their public keys belong to them. 

- Slow: Public key encryption is slow compared to symmetric encryption. Not feasible for use in 

decrypting bulk messages. 

- Uses up more computer resources: It requires a lot more computer supplies compared to single-

key encryption. 

- Widespread security compromise is possible: If an attacker determines a person's private key, his 

or her entire messages can be read. 

- Loss of private key may be irreparable: The loss of a private key means that all received 

messages cannot be decrypted. 

 

In practice, symmetric key cryptography and asymmetric key cryptography are combined to have a 

very efficient security solution. The way it works is as follows, assuming a is sender of message and b 

is its receiver. 

1) A’s computer encrypts the original plain-text (PT) with the help of a standard symmetric key 

cryptography algorithm, such as DES, IDEA, etc. This produces a cipher text message (CT). The key 

used in this operation (K1) is called one-time symmetric key, as it is used once and then discarded. 

 
 

2) We have encrypted the plain-text (PT) with a symmetric key. We must now transport this one-time 

symmetric key (K1) to the server so that this server can decrypt the cipher text (CT) to get back the 

original plain-text message (PT). 

It now takes K1 and encrypts it with B’s public key (K2). This process is called key wrapping of 

symmetric key. 
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3) Now, A puts the cipher text (CT) and the encrypted symmetric key together inside a digital 

envelope. 

 
 

4) The A now sends the digital envelope to B using the network. 

 
 

5) B receives digital envelope and opens it. After B opens this digital envelope, it gets 2 things, first is 

CT and another one is the one-time session key(K1) which is encrypted using B’s public key (K2). 

 
 

6) B now uses same antisymmetric-key algorithm as used by A and her private key (K3) to decrypt 

the logical box that contains the symmetric key (K1), which was encrypted with B’s public key (K2). 

The output of this process is the one-time symmetric key (K1). 
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7) Finally, B applies the same symmetric-key algorithm as used by A, and uses the symmetric key K1 

to decrypt the cipher text (CT). This process yields the original plain text (PT) 

 
 

Q. Explain Kerberos as third party authentication service 
 

Kerberos is an authentication protocol and a software suite implementing this protocol. Kerberos uses 

symmetric cryptography to authenticate clients to services and vice versa.  

 

USES: 

Possible uses of Kerberos include allowing users to log into other machines in a local area network, 

authentication for web services, authenticating email client and servers and authenticating use of 

devices such as printers. 

Kerberos is protocol for authenticating service requests between trusted hosts across an untrusted 

network. 

 

WORKING: 

The Kerberos protocol uses strong cryptography so that client can prove its identity to a server and 

(vice versa) across an insecure network connection. 

After client and server has used Kerberos to prove their identity, they can also encrypt all of their 

communications to assure privacy and data integrity. 

Kerberos uses the concept of a ticket as a token that proves the identity of a user. 

Tickets are digital documents that store session keys. They are typically issued during a login session 

and then can be used instead of passwords for any services. 

During the course of authentication, a client receives two tickets: a ticket-granting ticket (TGT), 

which acts as a global identifier for a user and a session key – a service ticket, which authenticates a 

user to a particular service.  

These tickets include time stamps that indicate an expiration time after which they become invalid. 

This expiration time can be set by Kerberos administrators depending on the service. 

To accomplish secure authentication, Kerberos uses a trusted third party known as a Key Distribution 

Center (KDC), which is composed of two components, typically integrated into a single server. 

1) An authentication server (AS), which performs user authentication 

2) A ticket-granting server (TGS), which grants tickets to users. 

 

 

  
To start the Kerberos authentication process, the initiating client sends a request to an authentication 

server for access to a service.  [Vipin Dubey]FB/IG/TW: @educlashco



The initial request is sent as plaintext because no sensitive information is included in the request. The 

AS retrieves the initiating clients private key, assuming the initiating clients username is in the KDC 

database. 

If the initiating clients username cannot be found in the KDC database, the client cannot be 

authenticated and authentication process stops. 

If the clients username can be found in the KDC database, the authentication server generates a 

session key and a ticket-granting ticket. The ticket-granting ticket is timestamped and encrypted by 

the authentication server with the initiating clients password. 

The initiating client is then prompted for a password, if what is entered matches the password in the 

KDC database, the encrypted ticket granting ticket sent from the authentication server is decrypted 

and used to request a credential from the ticket granting server for the desired service. 

The client sends the ticket granting ticket to the ticket granting server. 

The ticket granting service carries out an authentication check similar to that performed by the 

authentication server, but this time sends credentials and a ticket to access the requested service. 

This transmission is encrypted with a session key specific to the user and service being accessed. This 

proof of identity can be used to access the requested kerberized service. 

The timestamped ticket sent by the ticket granting service allows the requesting system to access the 

service using a single ticket for a specific time period without having to be re-authenticated.  

Making the ticket valid for a limited time period makes it less likely that someone else will be able to 

use it later. 
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1)Discuss authentication. Explain how authentication done by the token? 
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2)What are the digital certificate? Explain the stepwise process of certificate 

generation. How is digital certificate issued & by whom?  
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3)Define message digest. Explain MD5 & compare with SHA. 

Message Digest in Information security. Message Digest is used to ensure the 

integrity of a message transmitted over an insecure channel (where the content of 

the message can be changed). The message is passed through a 

Cryptographic hash function. This function creates a compressed image of 

the message called Digest. 

MD5 & SHA 

• Both MD5 stands for Message Digest and SHA1 stands for Secure Hash 
Algorithm square measure the hashing algorithms wherever The speed of 
MD5 is fast in comparison of SHA1’s speed. 

• However, SHA1 provides more security than MD5. The construct behind these 
hashing algorithms is that these square measure accustomed generate a 
novel digital fingerprint of knowledge or message that is understood as a 
hash or digest. 

 
 

 

Some features of hash algorithms are given below: 

1. The has functions can’t be restrained. 
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2. The size of the hash (or digest) is often fastened and doesn’t rely upon the 
scale of the info. 

3. No 2 distinct information set square measure able to manufacture the same 
hash. 

Let’s see that the difference between MD5 and SHA1 which are given below: 

MD5                                                         SHA 

1. MD5 stands for Message Digest. 

While SHA1 stands for 

Secure Hash Algorithm. 

2. 

MD5 can have 128 bits length of 

message digest. 

Whereas SHA1 can have 160 

bits length of message digest. 

3. 

The speed of MD5 is fast in 

comparison of SHA1’s speed. 

While the speed of SHA1 is 

slow in comparison of 

MD5’s speed. 

4. 

To make out the initial message the 

aggressor would want 2^128 

operations whereas exploitation the 

MD5 algorithmic program. 

On the opposite hand, in 

SHA1 it’ll be 2^160 that 

makes it quite troublesome to 

seek out. 

5. MD5 is simple than SHA1. 

While SHA1 is more 

complex than MD5. 

6. 

MD5 provides indigent or poor 

security. 

While it provides balanced or 

tolerable security. 

7. 

In MD5, if the assailant needs to seek 

out the 2 messages having identical 

message digest then assailant would 

Whereas in SHA1, assailant 

would need to perform 2^80 

operations which is greater 
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need to perform 2^64 operations. than MD5. 

 

5)KDC 
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5)MD5 algoithm 
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6)MAC 
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7)HMAC 
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