In response to the increasing popularity of
Moblle IP at develn e pol “ l‘y ol palm-top and other mobile TS
e e }, L[ﬂ(:;nbsl:‘}bl? computers to maintain Inlcrnctlbcg:iﬁluzltliu‘r:,
e ok e e .d-llnlChFllcill point to another, Although Mobil "“lf’
s fomichicmbiid mdu ons, in which a computer is unplugged from h '
. . and plugged into another, it is particularly sui ()“C.Phyﬁ‘
o . particularly suited to wireless
The }cmll mobile in this context implies that
more applications across the Internet. that y
dvnamically, and that all connection; are

change. This is in contr i
kel ot sorf whgsztlgfi\?ezsftr’ SSCh as albusmess traveler, with a po_rtable com-
P dial into an ISP (Tut at a destination and uses the computer’s notebook
e ‘ nternet ser_vme provider). In this latter case, the user’s Internet
connection i erg}lrllated eac_h time the user moves and a new connection is initiated
T sclelr ials back in. Each time an Internet connection is established,
software in t € point of attachment (typically an ISP) is used to obtain a new
temporarily assigned IP address. This temporary IP address is used by the user’;
correspondent for each application-level connection (e.g., FTP, Web connection)
A better term for this kind of use is nomadic. , ’ -
We begin with a general overview of Mobile IP and then look at some of
the details.

a user is connected to one or
the user’s point of attachment changes
automatically maintained despite the

Operation of Mobile IP

As was described in Chapter 4, routers make use of the IP address in an IP datagram
to perform routing. In particular, the network portion of an IP address (Figure 4.11)
is used by routers to move a datagram from the source computer to the network to
which the target computer is attached. Then the final router on the path, which is
attached to the same network as the target computer, uses the host portion of the IP
address to deliver the IP datagram to the destination. Further, this IP address is
known to the next higher layer in the protocol architecture (Figure 4.1). In particu-
ons over the Internet are supported by TCP connections. When
s set up, the TCP entity on each side of the connection knows the
t host. When a TCP segment is handed down to the
ides the IP address, and IP creates an IP datagram
ader and sends the datagram out for routing and
e IP address may change while one or more

lar, most applicati
aTCP connection i
IP address of the corresponden
IP layer for delivery, TCP prov
with that IP address in the IP he
delivery. However, with a mobile host, th
TCP connections are active.
Figure 12.1 shows in gener
of dynamic IP addresses. A mob
known as its home network. Its 1P a
address, is static. When the mobile node mov

al terms how Mobile IP deals with the problem
ile node is assigned to a particular network,
ddress on that network, known as its home
es its attachment point to another
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Fizure 12,1 Mobile IP Scenario

network. that network is considered a foreign network for this host. Onee the
mobile node is reattached. it makes its presence known by reg

registening with a
network node, typically a router. on the foreign network known as

2 foreiga
agent. The mobile node then communicates with a similar agent on the wser's

home network. known as a home agent. giving the home agent the careof
address of the mobile node: the care-of address identifies the foreign ageats
location. Typically. one or more routers on a network will implement the rol

of both home and foreign agents.

When IP datagrams are exchanged over a connection between the mobde

node and another host (a server in Figure 12.1). the following operations occur

L. Server X transmits an IP data gram destined for mobile node A. with A's home

address in the IP header. The IP datagram is routed to A's home network.

2

- At the home network, the incoming IP datagram is intercepted by the hoame

agenl. The home agent encapsulates the entire datagram inside a mW l"
datagram that has the A’s care-of address in the header. and retransmits o
datagram. The use of an outer [P datagram with a different destinatioa I¥
address is known as tunneling This IP datagram is routed to the foreign 25

The foreign agent strips off the outer [p header. encapsulates the orngisd I
da.ta_gram i a network-level PDU (e.g.. a LAN LLC frame). and defven -
original datagram to A across the foreign network.
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address, In ouy cxample, this 4
Itl(!c, Fach 1P datagram is sent by
y £ Tl T .
utimg 1o X Typically. this router i

When Asend< 1P wattie 1o Noituses X's [p
a tved address; that is, X e not g, mulv'jlr‘
Ao router on the toreign network lllrL I
also the toreign agent. !

-~ -1 d i
the 1P datagram trom A 10 X travels directly

NS P address, across the Internet to X, using

Lo support the operations illusts

: ated in 19 1) ‘
hasie capabilities: din Figure 12,1, Mobile 1P includes theee

+ Discovery: A ile Y .
A mobile node uses a discovery procedure to identify prospective

home agents and foreign agents,
= Registration: ile ' uses i i i
‘;7 ation A\ mobile n.ndu. uses an authenticated registration procedure to
mtorm s home agent of its carc-of address.

* Tunneling: Tunncling is used to forward [P datagrams from a home address to
a carc-of address.

?-:gln,-k- 1.2.2 II"IdICﬂlCS the underlying protocol support for the Mobile IP capa-
bility. The registration protocol communicates between an application on the mobile
node and an application in the home agent and hence uses a transport-level protocol.
Because registration is a simple request-response transaction, the overhead of the
connection-oriented TCP is not required, and therefore UDP is used as the trans-
port protocol. Discovery makes use of the existing ICMP (Internet Control Message
Protocol) by adding the appropriate extensions to the ICMP header. ICMP, which is
described in Appendix 12A, is a connectionless protocol well suited for the discovery
operation. Finally, tunneling is performed at the IP level.

Mobile 1P is specified in a number of RFCs. The basic defining document is
REC 2002. Table 12.1 lists some useful terminology from RFC 2002.

Discovery
1 Mobile IP is very similar to the router advertisement

¢ Appendix 12A). Accordingly, agent discovery makes
nsions specific

The discovery process ir
process defined in ICMP (se :
use of ICMP router advertisement messages, with one or more exte
to Maobile IP.

Registration Discovery Tunneling

—

User Datagram
Protocol (UDP)

Internet Control
Message Protocol

otocol S for Mobile 1P
Figure 12.2 Protocol Support for Mobi
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