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Access and Privac)

that

1311 WIRELESS LAN STANDARD
ciation to be transferred from one
move from One BSS to another.

AP to another, allowing a mobile station to mo* b that dn exidl
Disassociation: A notification from v‘-?i,f_'}‘:l_';"ﬁ-["mgll’qrii;:!]"% aaﬁffg}n—?lm

Jssociation is terminated. A station should give this notincd il tacilit © caving
“an ESS or shuuing down. However, the MAC managemer ¥ protects

: ,' ification,
itscll against stations that disappear W ithout notifi

Reassociation: Enables an established asso

v Services There are two characteristics of a wired LAN

ireless LAN.
er a wired LAN. @ station must be physically connected
hand, with a wireless LAN, any station within radio

range of the other devices on the LAN can Imnsmi!. In a sense, tl_n?re is a form
of i;ulhemicalion with a wired LAN., in that 1t requires some positive and pre-

. B .
sumably observable action to connect a station to a wired LAN.

der to receive a transmissi

are not inherentina w

In order o transmit ov
to the LAN. On the other

on from a station that is part of a
be attached to the wired LAN.On
ation within radio range can
limiting reception of

Similarly, in or
wired LAN, the receiving station must also
the other hand. with a wireless LAN., any statior
receive. Thus, a wired LAN provides a degrec of privacy,
data to stations connected to the LAN.

IEEE 802.11 defines three services that provide a wireless LAN with these

two features:

tity of stations to each other. In a wired

Authentication: Used to esiablish the identl aions 10 each othe
LAN.it is generally assumed that access (o a physical connection conveys author-
ity to connect 10 the LAN. This is not a valid assumption for a wireless LAN, in
which connectivity is achieved simply by having an attached antenna that is prop-
The authentication service is used by stations to establish their iden-
tity with stations they wish to communicate with. IEEE 802.11 supports several
authentication schemes and allows for expansion of the functionality of these
schemes)The standard does not mandate any particular authentication scheme.
which cduld range from relatively unsecure handshaking to public key encryp-
tion schemes(ﬁowevcr. IEEE 802.11 requires mutually acceptable, :rum::\';ful
authentication before a station can establish an association with an AP

erly tuned.

“Deauthentication: This service is invoked whenever an existing authentication

/
v

is to be terminated.

Privacy: Uscd to prevent the contents of messages from being read by other
than th_e intended recipient. The standard provides for the optional usc of
encryption to assure privacy.

Section 14.6 discusses authentication and privacy features of 802.11.

14,3 IEEE 802,11 MEDIUM ACCESS CONTROL

The IEEE 802.1° ) "
/mc A ifg;“ MAC layer covers three functional areas: reliable data deliver
é control, and security. This section covers the first two topics.
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ng with any wireles ss LAN ysj
- oo . ; S8 LAN using 3 :
MAC layers IS Subject 1o considerable unrefigbiipe ‘E]e- ]"_'*‘-—LEI-EE D% physical ang
propagation effects result in the loss of asi f1 oy Hoise, erterence,
; ’ o s significapng
f_I;]rer _clorrlc.ct:on codes, a number of MAC frames m“furiomlber ot Ir
1S situation cap 1 ' reliability mar iy

ko e mrll):rdealtd\nth by reliability mechanisms at 4 higher layer, suck
Rl Sccon.dg ; s US}T for retransmissiop at higher lavers a;e t\'pti;:'lll‘v 0:31 1tl‘:s
s ur 1s II erefore‘more efficient to deal v..'ilh errors 11‘th.c MAE
ket rccci';'cl: alzlose.f EEE 802.11 includes a frame exchange Protocol. When a
.(A(;}() e .10 lhala rame fror_n another station, it returns Em acknm\'ledﬂmen:l
e € source station. This exchange is treated as an atomic unit

- Interrupted by a transmission from any other ‘
not receive an ACK within a r i

S network . a Wwirele

and other
ames. Even with
fully be received. )

the frame cturning ACK was damaged. the source retransmits
('Thus, the basic data (¢

two frames. To further enh

scheme, a source first jssye

tination then responds wit

ansfer mechanism in IEEE 802.11 inv

olves an exchange of
ance reliability, a four-

frame exchange may be used. In this
S arequest to send (RTS) frame to the destination. The des-
h a clear 1o send (CTS). After receiving the CTS, the source

transmits the data frame, and the destination responds with an ACK. The RTS alerts all
stations that are within reception range of t

he source that an exchange is under way;
these stations refrain from transmission in order to avoid a collision between two
frames transmitted at the same time. Similarly, the CTS alerts all stations that are
within reception range of the destination that an exchange is under way. The RTS/CTS
portion of the exchange is a required function of the MAC but may be disabled.’)

Medium Access Control

CThc 802.11 working group considered two types of proposals for a MAC algorithm:

distributed access protocols, which, like Ethernet, distribute the decision to transmit
over all the nodes using a carrier-sense mechanism: and centralized aCCk}SiFrot_oco'ls,
which involve regulation of fransmission by a centralized decision makez.f A dlSlnb‘_
uted access protocol makes-sense for u.n_u-d hq_c m_:l\ﬁ'ork of peer worlsslaho‘ns (typi-
cally an IBSS) and may also be attractive in other wireless LAN conf1gurz;uons t?at
consist primarily of bursty traffic. A cenlrall?ed access protocol is nalu-rz;l or ﬁor; 1-:§r
urations in which a number of wireless stations are mtercopnecled ;Ivn  eac ,CC)- ;
and some sort of base station that atta.cbes to Iz:_bzckggﬁt: vered LAN; it is especially
: is ti / ig y.

uschT]]r sor:g (;islll:ﬁ ?s:agg’)l}lnfisszn;l[z:é ggoﬁth}:n called DFWMAC (distribu.ted
foundal]i((:)r? wireless MAC) that prO\-'idfas a distributed a;cess ccl)ztsrci)lll Efrc;}:zgﬁz
with an optional centralized control built on top of that. igure(14.

. ietr dination
architecture. The lower sublayer of the MAC layer is the distributed coor

i i ide access to all traffic.
i tion algorithm to provi ss 1 _
DCF). DCF uses a conten _ e
l;Zl)lll'lc(i:ilr‘l(;l;y(async)hrcmous traffic directly uss(:jsthli;li'gz f;;i?;ni?;):jflrr:: . wmion, PCF
i lized MAC algorithm used to : e e TEat
f:) 'gf;l)llcs): lcnf; t)rfa DCF and expli)its features of DCF to assure access for1 L
us consider these two sublayers in turn.
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ple CSMA (carrier sense
station has a MAC [rame to (i
e 3

the station may transmit: otherwi
sion is complete before trar
function (i.c.

TR A TR e s, iy e gt L DTS "'_;'}
| 11
| 1 ogleal link control (L1 i '
| |
 antention-free { ontention
service service
¢ o 4
il Point coordination function
AAC (126 ) R I — . —
laver o D T 3
Distributed coordination function (DCF)
-7 1= —3
$02.11 | 80211 | 80211 | 802.11a | 802.11b | s02.11g
2.4-GHz | 2.4-GHz | Infrared 5.GHz | 24-GHz | 2.4-GHz
FHSS DSSS OFDM DSSS DSSS,
OFDM
- 4

IEEE 802.11 Protocol Architecture

Figure 14.8

istributed Coordination Fum‘linné}c DCF sublayer makes use of a sim-

multiple access) algorithm, which functions as follows. If a
insmit, it listens to the medium. If the medium is idle,
ise the station must wait until the current transmis-

wsmitting. The DCF does not include a collision detection
_CSMA/CD) because collision detection is not practical on a wireless

network. The dvnamic range of the signals on the medium is very large. so that a
(ransmitting station cannot effectively istinguish incoming.weak signals from noise

and the effects of its own transmission.

set of delays that

To ensure the smooth and fair functioning of this algorithm. DCF includes a
amounts to a priority schemel]Let us start by considering a single

delay known as an tnlg_[rMerSﬂ[n fact, there are three different IFS val-

ues. but the algorithm is best e

xplained byinitially ignoring this detail {Using an IFS,

the rules for CSMA access are as follows (Figure 14.6):

b

. 1f the medium is busy (either because the station initially finds the medium

. Once the current transmission is over, the station delays another 1FS 1

A station with a frame to transmit senses the medium. If the medium is idle.t

wails 10 see if the medium remains idle for a time equal to IFS. 11 so, the station
may transmit immediately.

sla-

busy or because the medium becomes busy during the 1FS idle time), the
cur-

tion defers transmission and continues to monitor the medium until the

rent ransmission is over,
{ the
medium remains idle for this period, then the station backs off a random amount

of time and again senses the medium, 1f the medium is still idle, the station may
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\ idle? :

Ny

Wait until current
| transmissjon ends

r

T

while medium idle

Exponential backoﬁ‘i

N = [rame_—‘

ransimu

Figure 14.6 TEEE 802.11 Medium Access Control Logic

transmit. During the backoff time. if the medium becomes busy. the backoff timer
is halted and resumes when the medium becomes idle.
ssful. which is determined by the absence of an

4. If the transmission is unsucce
sumed that a collision has occurred.

acknowledgement, then it is as a collision has occ
r_'/To ensure_that backoff. maintains stability, a technique known as binary expo-
nential backoff.is used. A station will attempt to transmit repeatedly in the face of
 ———— e e . ’
“tepeated collisions, but after each collision, the mean value of the random delay 18
doubled up to somc maximum value, The binary exponential backoff provides a
means of handling a heavy load. Repeated failed attempts to tra‘nsmit result in longuj‘r
and longer backoff times, which helps to smooth out lt{e load. Without such a paukolt.
the following situation could occur. Two or more stations attempt to transmit at the

same time, causing a aj'sion.Thesc stations then immediately attempt to retransmit.

causing a new collision.
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The preceding scheme is refined for DCF to provide priarity-bz, oo 5
the simple expedient of using three values for TFS:

+ SIFS (short IFS): The shortest IFS, used for all immediate respone, act;
explained in the following discussion -

* PIFS (point coordination function IFS): A midlength 1FS, used by the Cen,
ized controller in the PCF scheme when issuing polls

* DIFS (distributed coordination function IFS): The longest IES, ey . a o
imum delay for asynchronous frames contending for acce

Figure 14.7a illustrates the use of these time values. Consider first the g”
station using SIFS to determine transmission opportunity has. in effect, .. )
priority, because it will always gain access in preference to a station waiting 5y, ame,
of time equal to PIFS or DIFS. The SIFS is used in the following Circumstance,.

* Acknowledgment (ACKr\When a station receives a frame addressey onle .
itself (not multicast or broadcast) it responds with an ACK frame after 5.
[nc- only for an SIFS gap. This has two desirable effects. First, bf:(.o.u ol
sion detection is not used. the likelihood of collisions is greater [hc“
CSMA/CD. and the MAC-level ACK provides for efficient collision, ;...
erv. Second. the SIFS can be used to provide efficient delivery of 4 1
protocol data unit (PDU) that requires multiple MAC frames. In this ¢z
the following scenario occurs. A station with a multiframe L[ PDI

Immediate access
when medium is free |. DIFS | Contention window
longer than DIFS ‘

L DIFS | PIFS

{ Busy medium | SH:S /// Backoff window / Next frame

R e
{ ~—f Slot time
t — . .
Fe——— Defer access i Select slot using binary exponential backoff

N.q:“_\_.____

(a) Basic access method

Superframe (fixed nominal length)

j Superframe (fixed nominal length) Foreshortened actual superframe period

Contention-fi , .
( "p2r:03 i Contention period

! P DCF |
PCF (optional) Busy medi PCF (optional) T

\

Variable length [
(per superframe) PCF T CF-Burst; o I
|

defers asynchronous
traffic defers

(b) PCF superframe construction
Figure 147 [EEE 802.11 MAC'ﬁming
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P YEmMIBRLMUM
fransmit sends oyt the M
edged after SIFS by
Tlmedmlcl_\' (after SIFS) sends the next fr
that once a station has contended for flm
the channel until it has sent all of th

= Clear to Send (CTS):
) Naniieh fil_Sl(i“l]isrl). A st an cnsure that its data frame will get
whichh thi.s l'r'lm‘c- is :(fd‘lj“na”dRequ“‘ 10 Send (RTS) frame. The station to
E: > addressed should immed; it
frame if it is ready npafiue nediately respond with a CTS
. 15 ready to receive. All other stations receive the RTS and defe
using the medium. ‘ I

ACCESS ( I‘\]l.{\i{ 475

AC frames

fr- lrames one at a time. E;

e racios : €. Each frame is acknowl-
pient. When the source receives an :\CK“"!

g S ¢ i
amean the sequence.JThe result is
channel. it wil) maintain control of

¢ fragments of an LLC PDU.

ation ¢

* Poll response: This is explained in the following discussion of PCE

The next longest IFS interval is the PIFS. This is used by the centralized
controller in issuing polls and takes precedence over normal contention [tl-afﬁc
However, those frames transmitted using STFS have precedence over a PCF poll. 1

Finally, the DIFS interval is used for all ordinary asynchronous traffic.

e

Point Coordination Functiona_l"'CF is an alternative access method imple-
mented on top of the DCFE. The operation consists of polling by the centralized
polling master (point coordinator). The point coordinator makes use of PIFS
when issuing polls. Because PIFS is smaller than DIFS, the point coordinator can

\ seize the medium and lock out all asynchronous traffic while it issues polls and

;)7 Teceives responses.)

.%o Asan extreme, consider the following possible scenario. A wireless network

Y R . = . . st .
RIS configured so that a number of stations with time-sensitive traffic are con-

trolled by the point coordinator while remaining traffic contends for access using
CSMA. The point coordinator could issue polls in a round-robin fashion to all
“stations configured for polling. When a poll is issued, the polled station may
respond using SIFS. If the point coordinator receives a response, it issues anoyher
poll using PIFS. If no response is received during the expected turnaround time.
the cgordinator issues a poll. \ _ . ’

{ If the discipline of the preceding paragraph were 1mpleme_ntec'1. the point
coordinator would lock out all asynchronous traffic by repeatedly issuing polls.To
prevent this, an inferval known as the superframe is defined. During the first part
of this interval, the point coordinator issues polls in a roupd-robm fashion to dall
stations configured for polling. The pomnt coordinator then idles for the remainder
of the superframe, allowing a contention period for agyncht:ox;og_s agciss.f\ Coer.

 Figure 14.7b illustrates the use qf the sup;rframe.Att ¢ beginning of a sups '

h i dinator may optionally seize contrql and issues pf)lls _for agive
e Hhe P s al varies because of the variable frame size issued by
pesiad.of time"ThlS o "ager of the superframe is available for contention-
responding Sation™ ooy frame interval. the point coordinator contends
based access. At the end of the  PIF: If the medium is idle, the point coordinator
for access to the medium usmguPIFSE.:rfmme eriod follows s v Tl diBM
gains immediate acc:eSS(;i [(l)? Z t;llllpZ;]fl;ame. In this case. the point Coordinafgr, rmiit
may be bluslz at ;lzi?ui;l is idle to gain access: this results in a foreshortened supe
wait until the m 3

frame period for the next cyc}f.
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Heniler pot— Frame body —
' i il Nt eI L ontrol Truilé;
MLl i o
:,I,, i e flon 1 s e clive . neguence
(1) MAC [rame
I 1

i /] 2 4 ot
o |From
.‘illl)l”n' ‘I!H’ LM" RT | PM|MD| W

l‘|nlm'n| Tyn
yeinlon Ry

M) e dati
W wired equivalent privacy bit

() = ordet

1% distribution system
ME o lragiments

1 ey
PN poser mimigement
(h) Frame control field

Fipe tEE - IEED 0211 MAC Foume lrormul

MAC T'rame
nat when no security features are used. This

1.8 shows the 80211 [rame [or1
s, but not all fields are used in

Fipure
and control frame

peneral format is used for all data
all contexts, The Tields are as follows:

Frame Control:(ndicates the type of frame and provides control information

/'

as explained presently.
=+ Duration/Connection Il)(ll used as a duration field, indicates the time (in
microseconds) the channel will be allocated for successful transmission of a
MAC frame. Jn some control frames, this field contains an association, or con-

neetion, nluljlf!u.

: Addresses: The number and meaning of the 48-bit address fields depend on
context. The transmitter address and receiver address are the MAC addresses of
stations joined 1o the BSS that are transmitting and receiving frames over the
wircless LAN. The service set 1D (SSID) identifies the wireless LLAN over whicha
ff':llllL' is transmitted. For an 1BSS, the SSID is a random number generated at [h;,
time the network is formed. For a wireless LAN thatis part of a larger cm;ﬁl ti
|I1‘u .‘x‘.‘illl) identifics the BSS over which the frame is lrun'imil!cd%q scifi &L;;a [([:[?
SSID is the MAC-level address of the AP for this BSS (ﬁyu’rlpfjl;mpy'.tﬁ
1|1.c source address and destination address arc the Mf;\C ’ldé;l‘ L S 'f)" '"'M ]?
’wu‘clcs\‘ or otherwise, that are the ultimate source and dcs‘l‘i '['LSSLSfO 'S'ldl'mm
e source address may be identical to the transmitter add " nd P llltslfrd{nc.
address may be identical to the receiver address, g and fhe dgiig "
Sequence Control: Contains a 4-bit fragme .
i_ncnl:llinn and reassembly, and ;lllg‘t])iglmst:;uzzgher fubfipkd useg forgese.
[rames sent between a given transmitter and rccc:iw.:rmlmbcr used 15 AEPSt
Frame Body: Contains an MSDU or a fragme -
LLC protocol data unit or MAC C()nlrcflr?ﬁ;?):rl:;[zlcl)ift)in At b

F,"\
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e Frame Check S M ACC e
equence: A 32-hi . S CONTR(y
* ALJ2-biL eyclie redy 477
nduncy che
'Ck,

h.C I.llelL . P v,
SIsLs ) lh(, !I(!”( [
Wy

« Protoc -
o I(;l Version: 802.11 version currently version 0 ng fields:
ype: Identifies ) ' rsion (),
. Subtype Flhcs the frame as control, management, or dat
* Further identifies . ,or data.
e —— identifies the function of frame. Table - ;
ations of type and subtype . Table 14.4 defines the valid

To DS: The MA
b C coordination sets this b :
HibEEASystem: mnation sets this bit to 1 in a frame destined to the dis-

From DS: The MA
T C coordination sets this bi .
teibition Sysiet. nation sets this bit to 1 in a frame leaving the dis-

More Fr: H 011
g S.lgment.s‘. S.el to 1 il more fragments follow this one.
y: Set to 11f this is a retransmission of a previous frame.]

Table 14.4  Valid Type and Subtype Combinations

e —
Type Value | Type Description Subtype Value Subtype Description_’—]
2 L 0000 Association request
00 Management 0001 Association response
L Management 0010 Reassociation request
_______L— Management 0011 Reassociation Tesponse
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 1000 Beacon
- 00 Management 1001 Announcement traffic indication message
00 Management 1010 M___________
T Management 1011 Authcnticatio:i
Tw_‘f}fﬂ————- 1100 Deauthentication
—T_—_Eﬂ“_f?l_’————-’ 1010 Power save-poll
——F | 1011 Request to send
——-—‘0'1_';__'_ Contre 1100 Clear to send
.____-9—1——“‘_,2911@’_//_‘———1—16_1_——_ Acknowledgment
____9_}-—————_,.(;@1@—”/’_—?1_1_10—‘_—, Contention-Free (CF)-End
___QL_——«W —— 11| CF-End+ CPAK
01 ___W "—’_650—0__—’ Data
___d__li____,___P_ﬂ}E//”' 01| Data s CFAK
Data L——n0 | Data+ CE-Poll
Data + CF-Ack+CF-Poll
Null function (no data)
CF-Ack (no data)
CF-Poll (no data)
””po’lﬁll CF-Ack + CF-Poll (no data)
1
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ransmitting <tation 1s in a sleep mode,

a5 additional data to send. Each block
pof fragments in multiple fram.,

el el
+ Power Management: S¢1 to Lif tl '
More Data: Indicates that a ‘iﬁhul: o
- ame OT A £
of data may be sent frame :1 ! e

. . antional wired cquits

+ WEP: Setto 1 if the H?m'-n\!i ire -quc“ o
¢ exchange of encryption Keys 76 o
+ WPA secunty mechanism 13

rou

1S one s e
ent protocolis implemented. Wi p
secure data exchange. This p;,

is used in th mployed, as describeq iy,
also is set if the newe
Section 14.6. e sent using the Strictly Ordered servig,

a fram ]
- be processed in order.

rz Set to 1 in any d s __
s ation that frames must

which tells the receiving st
¢ various MAC frame (ypes.

Control Frames Control frames assist in the reliable delivery of data frames,
There are six control frame subtypes:

We now look at th

frame is sent by any station to the station thyy
purpose is to request that the AP transmit 5
< station while the station was in power-

« Power Save-Poll (PS-Poll): This
includes the AP (access point). Its pu
frame that has been buffered for thi
saving mode.

» Request to Send (RTS): This is the firs

discussed under the subsection on reli ¢ ; : :
Section 14.3. The station sending this message is alerting a potential destina-

tion. and all other stations within reception range. that it intends to send a data

t frame in the four-way frame exchange
able data delivery at the beginning of

frame to that destination.

« Clear to Send (CTS): This is the second frame in the four-way exchange. It is
sent by the destination station to the source station to grant permission to send
a data frame.

¢ Acknowledgment: Provides an acknowledgment from the destination to the
source that the immediatelv preceding data. management. or PS-Poll frame
was received correctly.

* Contention-Free (CF)-End: Announces the end of a contention-free period
that is part of the point coordination function.

* CF-End + CF-Ack: Acknowledges the CF-end. This frame ends the contention-
free period and releases stations from the restrictions associated with that period.

Data Frames There are eight data frame subtypes, organized into two groups.
I‘hc' first four subtypes define frames that carry upper-level data from the source
station to the destination station. The four data-carrying frames are as follows:

. Dal’a: This is the simplest data frame. It may be used in both a contention
period and a contention-free period.
. lli)(maI +"CF-IAck: May only be sent during a contention-free period. In addi-
. m 1o carrying data, this frame acknowledges previously received data.
ata + CF-Poll: Used by a point coordinator to deliver data to a mobile St

tion and also to request th 1 g
at th i g
have buffered, € mobile station send a data frame that it
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. Da‘a + CF“\C‘( . I j'H'f 1{ Al |
" ‘ + CF-Poll: ¢ . '
Jnd Dﬂlu + CF_])U“ inl““". (,Unlbll]cs ”]U

0 functiope
asingle frame, 1005 of the Day

WY 479
e 4+ CEA
" \E:lelgtmmmng four sublypes of da ck
(T unction data frame. at;
. a Irame carrjpg
only to carry the pow AINES no daty ;
-/ h er : . 4, polls, or ;
cate that the station i‘;n;iilndgf_—'mcm bitin the frame C()':(iknlt?\']]wgmcm' Itis uged
- R angine to ; rol field . he AP .
fra &g to a low-powe ) 0the AP, y
three frames (C.F-ACk-CF‘POILCF.A . power Operating st 1o indi
the corresponding daty g X + CF-Polly h

trames do notin fag ¢

ATy any user dayg,

N ame subtvpes ave the same functionglity s
Data + CF-Poll, Dy YPeS in the preceding s oo
@ + CF-Ack + CF_Poll) by, wilho&?%h](:stjd(ll)am A

d

Management Frame

. s Ma
tions between stations Nagement fr,

and APs. The follow;
Association Re
u .
this BSS, Thic [;lani::t'i I?Celflllldi; Capag::;p{ loan AP to request an association with
o ability informati 3

e on, such as -

1s‘to.be used and whether this station is pollable. e
* Association Response:

Returned by the AP i indi
it 1 % . to the statio
t1s accepting this association request. n to indicate whether

Reassociation Request: Sent by

ame p
m%.s are used t.() manage communica-
ng subtypes are included:

a station when it moves from one BSS to
another and needs to make an association with the AP in the new BSS. The

s_tatlo_n uses rea‘ssociation rather than simply association so that the new AP
knows to negotiate with the old AP for the forwarding of data frames.

Reusodgﬁon Response: Returned by the AP to the station to indicate
whether it is accepting this reassociation request.

« Probe Request: Used by a station to obtain information from another station
or AP. This frame is used to locate an IEEE 802.11 BSS.

« Probe Response: Response to a probe request.

» Beacon: Transmitted periodically to allow mobile stations to locate and iden-
tify a BSS.

« Announcement Traffic Indication Message: Sent by a mobile station to alert
other mobile stations that may have been in low power mode that this station has
frames buffered and wailine to be delivered to the station addressed in this frame.

terminate an association.

« Dissociation: Used by a station to '
ication frames are used mn an exchange to

« Authentication: Multiple authent
authenticate one station to another.

t by a station to another station or AP to indicate that 1t

« Deauthentication: Sen ation 19
is terminating secure communications.

i The first part, sim-
-sued in four stages: i

EE 802.11 has been iss i
i M e . Ihff-’ee% )"lll operating at 1 and
. 54 Mbps.

The physical lay . the
EE 802.11, includes " the infra
f‘lyn??fg f he 2.4-GHz band (1SM) and 070 &
ions, tW '

i 5- pand at d
2 Mbps. IEEE g02.11a operates 11 the 5-GHZ
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