’ 14.2 /1 ) L
I 1 f L I V1 1";

‘ i
)

is acccplcd by the LLC uscr desipnated by he s
cn!fl)' returns an unnumbered ;lukn“wlul);r.,,l: DSAP
pencele ment (UA)
gser rejects
Once the connection is established, data are ¢
Us.as in 'HDLC. Information PDUs include Sl;lld -il:,xfl.':1'1’f":" using information
for sequencing and flow control. The supervisory P jgl.uf.uwfz sequence numbers,
flow contrql an.d error control, Either LLC entity can luxln:“ -“M-:d' fia in KDL, for
ection by issuing a disconnect (DISC) PDU. nate a logical LLC con-
W]th type 3 operation, cach transmitted PDU is acknowledped
found 1M HDLC) ‘unnumhcrcd PDU, the acknowledged connf;:.:l"A i
information PDU, is defined. User data are sent in AC command P];(l,?.hfﬁs (AL
be acknowledged u§ing an AC response PDU.To guard against lost i’l)!.’ltjt«rs“'J Tl}l?l
sequence number is used. The sender alternates the usc ol 0 and | 1n111 A’?
command PDU, and the receiver responds with an AC PDU with the o s( -'tl.
pumber of the corresponding command. Only on¢ PDU in cach direction !:rllzx;“bz

outstanding at any time.

then the i
- ‘ destination 1,14
et uniquely identific o O T n L
lhclcmzynu:;:::]hul by the pair of user S‘A!‘wl I[)iilji ot
- request, its " entity retun s, f
Juest, its LLC entity returns « di comomaion TS

a disconnected me

e

EEE 802.11 ARCHITECTURE AND 'S

In 1990, the [EEE 802 Committee formed a new working group, IEEE 802.11,
less LANS, with a charter Lo develop a MAC protocol

and physical medium specification. The initial interest was in developing a wire-
less LAN operating in the ISM (industrial, scicntific, and medical) band. Since
that time, the demand for WLANS, at different frequencics and data rates, has
exploded. Keeping pace with this demand, the IEEE 802.11 working group has
issued an ever-expanding list of standards (Table 14.1). Table 14.2 bricfly defines
key terms used in the IEEE 802.11 standard.

V'The Wi-Fi Alliance
The first 802.11 standard to gain broad industry

802.11b products ar¢ all based on the same standard, tF ' '
whether products from different vendors will successfully interoperate. To meet this

concern, the Wireless Ethernet Compatibility Alliance (WECA), an industry con-
sortium. was formed in 1999. This organization, subsequently renamed the Wi-Fi

(Wireless Fidelity) Alliance, created 2 rest suite to certify interoperability for
802.11b products As of 2004, products from over 120 vendors h:w; |1(':¢:ll certified,
The term used far cer ducts is Wi-Fi. Wwi-Fi certification has been

tified 802.11b pro WiRFi certfict O

extended to 802.11g products, and 57 vendors have 50 far been [:I'I-l i .lu“.w” i

Alliance has also developed 2 certification [?rn'ccss f(')_r' 8{152.1 a products, ¢

Wi-Fi5. So far, 32 vendors have qualified for Wi-Fi5 L‘L:l'lliIL!iIlI(HL‘“.c.H 1or LA
The Wi-Fi Alliance 18 concernc arci

d with a rangt of markel
including enterprise, home,

acceptance was §02.11b. Although
ard, there is always a concern

and hot spots.
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466 (1 WL AND THE 1L ROZ TR HLELESS TAN STANDAIRD
Tabie 141 TEEE 80211 Standards
: —
Scope
Standard Date : -
| ——H‘-‘——f—‘“mn access control (MAC): One common MAC for WLAN
,q\pln. l!EI_I_‘L
EE 80211 1997 Physical layer: Infrared at I and 2 Mbps
S Physic: al laver: 24-Glz F HSS at 1 and 2 Mhp‘.
_.._—-—-—-————'—‘__—7 —
Physici al ll\tl 2.4-GH7 DSSS at | and 2 Mbps
IEEL 80211 1000 Physical layer: 5- (.Hr()l ‘DM at rates from 6 to 54 Mbps
o (AR R E iyt
IEFE 802.11h 1999 Physical layer: 2.4-GHz DSSS at 5.5 and 11 Mbps
WLESD 11e 2003 Bridge operation at 802,11 MAC layer
: Physical layer: Extend operation of 802.11 WLANS to new
TFEE 802.11d 2001 regulatory domains (countries)
- ] MAC: Enhance to improve quality of service and enhance security
IEEE 802.11¢ Ongoing iechanisms ]
. o . Recommended practices for multivendor access point
IEEE 802,111 Ongoing interoperability
IEEE 802.11¢ 2003 Physical layer: Extend 802.11b to data rates >20 Mbps
Physical/ MAC: Enhance IEEE 802.11a to add indoor and outdoor
IEEE 802.11h Ongoing channel selection and to improve spectrum and transmit power
- management
TEEE 802.11i Ongoing MAC: Enhance security and authentication mechanisms
IEEE 802.11i Oneoin Physical: Enhance JEEE 802.11a to conform to Japanese
i BIHES requirements
3 Radio resource measurement enhancements to provide interface
FFF K02
REEBS Ik Ongoing to higher layers for radio and network measurements
1EEE 802.11m Oneoin Maintenance of IECE 802.11-1999 standard with technical and
o game editorial corrections
IEEE 802.11n Ongoing Physical/MAC: Enhancements to enable higher throughput

Ifable 142 ]1EEE 802.11 Terminology

Access point (AP) Any entity that has station functionality and provides access to the
distribution system via the wireless medium for associated stations

Basic service set (BSS) A set of stations controlled by a single coordination function

Coordination function The logical function that determines when a station operating within

a BSS is permitted to transmit and may be able to receive PDUs
Distribution system (DS} A system used to interconnect a set of BSSs and integrated LANs to
create an ESS
Extended service set (ESS) A set of one or more interconnected BSSs and integrated LANs that

appear as a single BSS 1o the LLC layer at any station associated with
one of these BSSs

h ‘ ~ s H
AAC protocol data unit (MPDU) The unit of data exchanged between two peer MAC entities using the
? services of the physical layer
MAC service data unit (MS
- service data unit (MSDU) Information that is deliverced as a unit between MAC users
aton i
Any device that contains an IEEE 802,11 conformant MAC and

physical layer
4__-—-_‘
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ij Extended | IEEE 8125 LAN N
| service set | S —

PPortal

Distribution system

Basic
service set

STA2

STA7 l

Basic
service set

STA = station

Figure 14,4 TEEE 802.11 Architecture

 AEEE 802.11 Architecture

Figure 14.4 illustrates the model developed by the 802.11 working group@hei
smallest building block of a wireless LAN is a basic service set (BSS), which con-

sists of some number of stations executing the same MAC protacol and competing
“for access to the same shared wireless medium. A BSS may be isolated or it may

“connect to a backbone distribution system (DS) thfough an access point (AP)._
The AP functions as a bridge and a relay point.(In a BSS, client stations do not

communicate directly with one another. Rather, if one station in the BSS wants to
communicate with another station in the same BSS, the MAC frame is first sent
from the originating station to the AP, and then from the AP to the destin'atio.n
station.)Similarly, a MAC frame from a station in the BSS to a remote station 1s
sent from the local station to the AP and then relayed by the AP over the DS on

its way to the destination statiorgThe BSS gcnerall)‘r corresponds to wl’mt is
referred to as a cell in the literature. The DS canWwork ora
S ‘;55;;?\;’](]”[1;6 stations in the BSS are mobile stations, with no c01_u‘1‘elsl:t’mn :3
other BSSs, the BSS is called an independent BSS (IBSS). An IBSS is typically an ¢

i i irectly. and no AP is involved.

: stations all communicate directly,and no AL ved

w IIE@ Ebfj%ﬂ%ﬁﬁure 14.4. in which each station belongs
e trat . o tation ; ly ol other stations
o BSSs to overlap geographically, so

i i ithi ire 3 Tt C 0N
loa Single BSS; that iS, each station 18 Wllhll‘l Wl]‘L]t‘,Sb range
he ;lssncimion

within the same BSS. It is also possib_lc for tw s e
that a single station could participate in morc Fhan one . o o within range,
between a station and a BSS is dynamic. Stations may turn otl,

and go out of ranga
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ILEE B02. 11 Services

it need Lo he provided by the wireless LAN 1,
Bt whichis inherent to wired EANS 1), 141
of categonizing them,

f” FE 802 11 defines nine sCevices
provide func tiomality equivalent to l

1 ¢ 4 ‘ D.l.

Jists the services and indicates (wo Wiy

1. ‘The service I,,”w’,]’u can be either the atatjon o the i“ﬂ[]’”’llli‘“ll .‘y\.h‘[“ (D)
Station services are implemented inoeviry H(J.!,Jll station, including oo
point (AP) stations, D)istrihution services are w‘nvulml Ino:\.wvu basic seryie,
sels (B55s); these services may he implemented inan A orinanother speg,
purpose device attached to the distribution system,

2. Three of the services are used to control TEEEBO2Z T LAN aeeess and oy
dentiality. Six of the serviges are uned tosupport delivery of MAC serviee (.,
units (MSDUs) between stations. The MSDU is the block of data passed dowy
from the MAC user (o the MAC layer; typically this is o LLC PDUL|{ 11
MSDU s too farge 1o be transmitted ina single MAC frame, it may be frq
mented and transmitted in aseries of MAC Trames)lragmentation is discussed
in Section 14.3:)
Following the IEEE B02.1T document, we next discuss the services in an order

designed to clarify the operation of an TEEE 802,11 ESS network, MSDU deliver,

which s the basic service, has already been mentioned, '

Table 1Y TEEE 80201 Services

Service Provider Used to Support

_Asintion | Divributonpten | MU devery

——ehn __ {. Station o LAN decess and seeurity
1 Deauthentication Statlon e e

| AN aecess and secutity

em MSDU delivery

o Distribution system | MSDU delivery

—eption | piwi V| MSDU delivers

MU delivery | Station MSDU delivery

-----."'_"."_l.'"'ﬂ . L AN aevess amd seeanity
Distribution sysom | ASDU dolivery
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e Distribution ot Messa
S re

Sl e within a 1
nibu SEEADE i v The
I’ I l—lln?‘l of messages within a DS are (“\MIm””hL’w.u services involved with the dis-
primary service used by stations (0 excliar nand integration. Distribution is (]
verse the DS to get Trom a station i range MAC frames when the | . B e
supposce a fr - astation in one BSS (o a station in ; rame must tra-
tsuith é \":h;‘l: o be sent from station 2 (STA AT “}.{';”””"'T 13SS. For t‘(ilfnplé"
OMSTA 210ST il ) < . nk idd d
DS. which hi 10 STA Lwhichis the AP for this IS, The DAL e kb
ol BSS \"!_.l\xfhu_mh of directing the frame 1o the AP -;L.‘um-]L: Iﬁ-’-[‘rua the frame to the
f 3SS.STA S receives the [T - . L ated w CTA K
ported throu l hu“‘:'\.lh‘“ frame and forwards it to STA 7 '} |uw\:;lh oIS e
. 151 the DS is beyond the scope of the 1EEE 80211 <1 lLi message 1s trans-
11 Iwo stati B . ) L O ) SLandd
i ‘\. fldlu)ni\ that arc communicating arc within the s'ndr.d'], o
e ervice logically goes through the single AP of that I‘:S]&:L 35S, then the
L1 corati R = e - i
802.11 LAN dgl";“‘""“ service enables transfer of data between a station on an [E
suL ']"" n -- I d 3l M A ‘FF
e r——— L] .1L.s;.;\imn on an integrated IEEE 802.x LAN. The term r'n?c EL]
S 10 ¢ ed LAN that is physically cor : FgToieL
. . s physically connected to the DS :
mayv be logically phy 2 ¢ DS and whose satj
I e vy connected to an IEEE is i : 8¢ sialjons
integration service takes care of an '1]d:c1802.1t1' LAlN on . Inlcg.rmmn e
required for the exchange of dal;l y’( s sldien anSmee (R CeiE

Association-Rel; i : )

rransies hquJ;;IE;iininb]s[IXéC;:t't'he' p;l'r‘ﬂary purpgse Df_lhe MAC lay.er is to
tion service. For that service to f 1~l‘es, this purpose 1s fulflllqd by the dlsir:lbu-
within the ESS. which is pro '; unction, it l‘f:f.-]LllerS information about stations
distribution service can d};' . Zd F)y the association-related services. Before the
st be associated. Befo lvfr ata to or accept data from a station, that station
describe the concep.t of mgﬁilﬁoﬁ%}?g a e conc_ept of aSSOCiatiO-n’ we aeed o
o mol_:ﬂ ity: y. The standard defines three .E?‘.{‘_SIEQPJ_ZR@Q'CESECI

—

o 1\1110 :;ansmon:#\ st.atio'n of this type is either stationary or moves only within
the direct communication range of the communicating stations of a single BSS.

« BSS trlana_‘.itionz This is defined as a station movement from one BSS to another
BSS within Fhe same ESS. In this case, delivery of data to the station requires that
the addressing capability be able to recognize the new location of the station.

« ESS transition: This is defined as a station movement from a BSS in one ESS
to a BSS within angther ESS. This case is supported only in the sense that the
station can move,/Maintenance of upper-layer connections supported by
802.11 cannot be guaranteed. In fact, disruption of service is likely to occur.

CTO deliver a message within a DS, the distribution service needs to know where
the déstination station is located. Specifically, the DS needs to know the identity of the
AP to which the message should be delivered in order for that message to reach
the destination station. To meet this requirement, sation must maintain an associ-
ation with the AP within its current BSS. Three services relate to this requirement:

« Association: Establishes an initial association between a st
a station can trﬂsn.{l—tor receive frames on a wireless LAN, | _
must be known. For this purposc, i gtation must csmhlis‘h an als:.;u(.:iu‘nun w_ﬂh an
AP within a particular BSS. The AP can then communicate this information to

ddressed [rames.

other APs within the ESS to facilitale routing and L|C|]:\'U|"\’ of a

ation and an AP Belore
its identity and address
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®

Access and Privac)

that

1311 WIRELESS LAN STANDARD
ciation to be transferred from one
move from One BSS to another.

AP to another, allowing a mobile station to mo* b that dn exidl
Disassociation: A notification from v‘-?i,f_'}‘:l_';"ﬁ-["mgll’qrii;:!]"% aaﬁffg}n—?lm

Jssociation is terminated. A station should give this notincd il tacilit © caving
“an ESS or shuuing down. However, the MAC managemer ¥ protects

: ,' ification,
itscll against stations that disappear W ithout notifi

Reassociation: Enables an established asso

v Services There are two characteristics of a wired LAN

ireless LAN.
er a wired LAN. @ station must be physically connected
hand, with a wireless LAN, any station within radio

range of the other devices on the LAN can Imnsmi!. In a sense, tl_n?re is a form
of i;ulhemicalion with a wired LAN., in that 1t requires some positive and pre-

. B .
sumably observable action to connect a station to a wired LAN.

der to receive a transmissi

are not inherentina w

In order o transmit ov
to the LAN. On the other

on from a station that is part of a
be attached to the wired LAN.On
ation within radio range can
limiting reception of

Similarly, in or
wired LAN, the receiving station must also
the other hand. with a wireless LAN., any statior
receive. Thus, a wired LAN provides a degrec of privacy,
data to stations connected to the LAN.

IEEE 802.11 defines three services that provide a wireless LAN with these

two features:

tity of stations to each other. In a wired

Authentication: Used to esiablish the identl aions 10 each othe
LAN.it is generally assumed that access (o a physical connection conveys author-
ity to connect 10 the LAN. This is not a valid assumption for a wireless LAN, in
which connectivity is achieved simply by having an attached antenna that is prop-
The authentication service is used by stations to establish their iden-
tity with stations they wish to communicate with. IEEE 802.11 supports several
authentication schemes and allows for expansion of the functionality of these
schemes)The standard does not mandate any particular authentication scheme.
which cduld range from relatively unsecure handshaking to public key encryp-
tion schemes(ﬁowevcr. IEEE 802.11 requires mutually acceptable, :rum::\';ful
authentication before a station can establish an association with an AP

erly tuned.

“Deauthentication: This service is invoked whenever an existing authentication

/
v

is to be terminated.

Privacy: Uscd to prevent the contents of messages from being read by other
than th_e intended recipient. The standard provides for the optional usc of
encryption to assure privacy.

Section 14.6 discusses authentication and privacy features of 802.11.

14,3 IEEE 802,11 MEDIUM ACCESS CONTROL

The IEEE 802.1° ) "
/mc A ifg;“ MAC layer covers three functional areas: reliable data deliver
é control, and security. This section covers the first two topics.
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