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In OSI terms, higher-layer protocols ( layer 3 or 4 and above) are independent of net-'
work architecture and are applicable 10 LANs MANs, and WANs. Thus. a discussion
of LAN protocols is concerned principally with lower layers of the OSI model.

Figure 14.1 relates the LAN protocols to the OSI architecture (Figure 4.3).
This architecture was developed by the IEEE 802 committee and has been adopted
by all organizations working on the specification of LAN standards. It is generally
referred to as the IEEE 802 reference model.!

Working from the bottom up. the lowest layer of the IEEE 802 reference model
corresponds to the physical layer of the OSI model and includes such functions as

+ Encoding/decoding of signals (e.g., PSK. QAM. etc.)
s Preamble generation/removal (for synchronization)
« Bit transmission/reception

In addition, the physical layer of the 802 model includes a speciﬁc;ation o-f the trans-
mission medium and the topology. Generally, this is considered "i?elow’ the lowest
lay(;r of the OSI model. However, the choice of [ransmissi_on ﬂ:lEf]lUIn and topology
is critical in LAN design,and so a specification of the medium is included. For some
of the IEEE 802 standards, the physical layer is further subdivided into sublayers. In
the case of IEEE 802.11, two sublayers are defined:
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Figure 141 IEEE 802 Protocol Layers Compared to OSI Model

Above the physical layer are the functions associated with providing service to

LAN users. These include

* On transmission, assemble data into a frame with address and error detec-

tion fields.

* On reception, disassemble frame, and
error detection.

* Govern access to the LAN transmission medium.

¢ Provide an interface to higher layers and perform flow

perform address recognition and

and error control.

These are functions typically associated with OS] layer 2. The set of functions
in the last bullet jtem is grouped into a logical link control (LLC) layer. The func-
tions in the first three bullet items are treated as a separate layer, called medium
access control (MAC). The separation is done for the following reasons:

* The logic required 10 Manage access to a shared-access medium is not found in
traditional Jayer 2 data link control,
* For the same LLC, several MAC options may be provided.
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Figure 14.2 1EEE 802 Protocols in Context

: Figure 14.2, which reproduces Figure 11.14, illustrates the relationship between
the levels of the architecture. Higher-level data are passed down to LLC. which
appends control ‘nformation as a header, creating an LLC protocol data unit (PDU).
This control information is used in the operation of the LLC protocol. The entire LLC
PDU is then passed down to the MAC laver, which appends control information at the
front and back of the packet, forming a MAC frame. Again. the control information in
the frame is needed for the operation of the MAC protocol. For context. the figure
also shows the use of TCP/IP and an application layer above the LAN protocols.

MAC Frame Format
The MAC layer receives a block of data from the LLC layer and is responsible for
performing functions related to medium access and for transmitting the data. As
with other protocol layers. MAC implements these functions making use of a proto-
col data unit at its layer. In this case. the PDU is referred toas a MAC frame.

The exact format of the MAC frame differs somewhat for the various MAC
protocols in use. In general, all of the MAC frames have a format similar to that of
Figure 14.3.The fields of this frame are as follows:

« MAC Control: This field contains any protocol control information needed for
the functioning of the MAC protocol. For example, a priority level could be
indicated here.

« Destination MAC Address: The des
LAN for this frame.

tination physical attachment point on the
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Figure 143 LLCPDUina Generic MAC Frame Format

« Source MAC Address: The source physical attachment point on the LAN for
this frame.

o Data: The body of the MAC frame. This may be LLQ data from the next higher
layer or control information relevant to the operation of the MAC protocol,

« CRC: The cyclic redundancy check field (also known as the frame check
sequence, FCS, field). This is an error-detecting code, as described in Section

8.1. The CRC is used in virtually all data link protocols, such as HDLC

(Appendix C).

In most data link control protocols, the data link protocol entity is responsible not
only for detecting errors using the CRC but for recovering from those errors by retrans-
mitting damaged frames. In the LAN protocol architecture, these two functions are split
between the MAC and LLC layers. The MAC layer is responsible for detecting errors
and discarding any frames that are in error. The LLC layer optionally keeps track of
which frames have been successfully received and retransmits unsuccessful frames.

Logical Link Control

The L'LC Iayér for LANS is similar in many respects to other link layers in common
gsc. Like all link layers, LLC is concerned with the transmission of a link-level PDU
ctween (wo stations, without the necessity of an intermediate switching node. LLC

has two characteristics not shared by most other link control protocols:

h - . -
;rl muf:l support th{: ml_xluacccss, shared-medium nature of the link (this differs
om a multidrop line in that there is no primary node).

3 a B .
2. ltisrelieved of some details of link access by the MAC layer.
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N simple service that does not involve any fI(l)w-d’i(l?i]m.m-Mylt Service, It g
nisms. '1thns‘ the delivery of data is not guaranteed. I&nw::rf’rtcnmm; Metha.
there will be some higher layer of software that deals with :;iil:hm?‘-t' e
« Connection-mode service: This service is similar to that offered il_ssuus_
A logical connection is set up between two users exchanging dala‘!aHDLc'
control and error control are provided. } N o

L

Acknow!edged comllcctionless service: This is a cross between the previous
two services. Il_pro_vxdes that datagrams are to be acknowledged, but no prior
logical connection 1s set up.

Typically, a vendor will provide these services as options that the customer can
select when purchasing the equipment. Alternatively, the customer can purchase
equipment that provides two or all three services and select a specific service based
on application.

The unacknowledged connectionless service requires minimum logic and is
useful in two contexts. First, it will often be the case that higher layers of software will
provide the necessary reliability and flow-control mechanism, and it is efficient 0
avoid duplicating them. For example, TCP could provide the mechanisms needed to
ensure that data are delivered reliably. Second, there are instances in which the over-
head of connection establishment and maintenance is unjustified or even counter-
productive (for example, data collection activitics that involve thg penndlc_samph_ng
of data sources, such as sensors and automatic self—tgst reports from security equip-
ment or network components). In a monitoring application, the 1t_1ss L?f an O’L‘(F.‘Iil-l:‘ltfn.al
data unit would not cause distress, as the next report sl.mulcil arr‘;\:t‘ ilclln(:tlsi‘on us, In
most cases, the unacknowledged cfonnccuoule‘ss ‘;Lt]\llic ::iiltgfgl}i"gmi\ Sl

The connection-mode service could hL. l{b: above l-hilq level. In these cases, it
remote sensors, that have little so[iwurc.op‘c.mlmp“h‘miqmq hnurmull\' implemented
would provide the flow control un.d l'CIIE\l?llll}"l‘l‘lLC anisms .
at higher layers of the communications 50“\.\11.“%'. coful in several CONEXts With the

The acknowledged connectionless service U must maintain some sort of
connection-mode service, the logical link control :?u:lttk:ius of that connection- If the
table for cach active conncclinll.ll(‘ k’IJCp ”i:L::{lf::’pl.clLll;u‘nlwr of destinations ::1::[0‘1
user needs puaranteed delivery but t ere 15 8 IR ecause of the 1aree e
lhclrl Il]l(;: lioﬁnccliun-mudc service may be "“P'.‘MMh}.::;:zucd factory environmert!
tables required. An example is n process control o1 @
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ynchronous palanced mode of operation of HDLC ¢,

e LLC makes usc of the as ; ce )
ice: this is referred to as type 2 operation

connection-mode LLC serv

support
not employed.

The other HDLC modes are
e LLC supports an unacknowledged connectionless service using the unnym.
bered information PDUE this is known as type 1 operation.

+ LLC supports an acknowledged connectionless service by using two ney
unnumbered PDUs; this is known as type 3 operation.
e LLC permits multiplexing by the use of LLC service access points (LSAPs),

All three LLC protocols employ the same PDU format (Figure 14.3), which con.
sists of four ficlds. The DSAP and SSAP fields each contain a 7-bit address, which
specify the destination and source Users of LLC, respectively. One bit of the DSAP
indicates whether the DSAP is an individual or group address. One bit of the SSAP
indicates whether the PDU is a command or response PDU. The format of the LLC
control field is identical to that of HDLC (Figure C.1, Appendix C), using extended
(7-bit) sequence numbers.

For type 1 operation, which supports the unacknowledged connectionless ser-
vice, the unnumbered information (UI) PDU is used to transfer user data. There is
no acknowledgment, flow control, or error control. However, there is error detec-
tion and discard at the MAC level.

o :S\:gc?;?:{; I;E]I]J at]y]]:;ii,eXItD and }“EST, are used to support managemcnll func-
following fashion. An LLC Zn{ilt)esn?a OPeratlon. Jot BLU e A USEd,m b
TEST. The receiving LLC entity igsuesil LS;?:B ; CO:jT'l mang (CIR bi ='0) ey
et S sponding ‘XID or TEST in response.
i ' 110 exchange two types of information: types of operation sup-
52;:;1;1% Wu}dlow size. The TEST PDU is used to conduct a loopback test of the
PDU. tllslggdegst;cgc]x?g,lxo LLC ‘C'“Ei“f’?‘ WUpon receipt of a TEST comm.und
With type 2 operation ].;ld)-/ 113 SIL'M aLEST response FDU as saon a5 possible
SAPs prior to data exchan ;(: Cd a l)nk_ connection is established between two LLC
ESbcel et oo mtu %c. ()l‘]nI(‘,Cll()n cslablfs‘hmcnl is attempted by the l_vpclz
PDU? to request a logical c(,gucﬂ. rom a user. The LLC entity issucs SABME
neetion with the other LLC entity. If the connection

8 5la sel asyn ronous b jjfﬂ ’ e extenided “ 5 llSL‘-l n [" l Jatory !
This s audslur tusynchre K
) i : ! 1C¢ ([ .f”f)f,( [ ) t ‘ I!l\“ ‘
.-L‘ILLI extended .\qu]LHLL numbers of ;‘ h”h. ”ﬂ”l A[ll‘vl l"ld ; hll '“]“"“‘ =
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Once the connection is established, data are ¢
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for sequencing and flow control. The supervisory P jgl.uf.uwfz sequence numbers,
flow contrql an.d error control, Either LLC entity can luxln:“ -“M-:d' fia in KDL, for
ection by issuing a disconnect (DISC) PDU. nate a logical LLC con-
W]th type 3 operation, cach transmitted PDU is acknowledped
found 1M HDLC) ‘unnumhcrcd PDU, the acknowledged connf;:.:l"A i
information PDU, is defined. User data are sent in AC command P];(l,?.hfﬁs (AL
be acknowledged u§ing an AC response PDU.To guard against lost i’l)!.’ltjt«rs“'J Tl}l?l
sequence number is used. The sender alternates the usc ol 0 and | 1n111 A’?
command PDU, and the receiver responds with an AC PDU with the o s( -'tl.
pumber of the corresponding command. Only on¢ PDU in cach direction !:rllzx;“bz

outstanding at any time.
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EEE 802.11 ARCHITECTURE AND 'S

In 1990, the [EEE 802 Committee formed a new working group, IEEE 802.11,
less LANS, with a charter Lo develop a MAC protocol

and physical medium specification. The initial interest was in developing a wire-
less LAN operating in the ISM (industrial, scicntific, and medical) band. Since
that time, the demand for WLANS, at different frequencics and data rates, has
exploded. Keeping pace with this demand, the IEEE 802.11 working group has
issued an ever-expanding list of standards (Table 14.1). Table 14.2 bricfly defines
key terms used in the IEEE 802.11 standard.

V'The Wi-Fi Alliance
The first 802.11 standard to gain broad industry

802.11b products ar¢ all based on the same standard, tF ' '
whether products from different vendors will successfully interoperate. To meet this

concern, the Wireless Ethernet Compatibility Alliance (WECA), an industry con-
sortium. was formed in 1999. This organization, subsequently renamed the Wi-Fi

(Wireless Fidelity) Alliance, created 2 rest suite to certify interoperability for
802.11b products As of 2004, products from over 120 vendors h:w; |1(':¢:ll certified,
The term used far cer ducts is Wi-Fi. Wwi-Fi certification has been

tified 802.11b pro WiRFi certfict O

extended to 802.11g products, and 57 vendors have 50 far been [:I'I-l i .lu“.w” i

Alliance has also developed 2 certification [?rn'ccss f(')_r' 8{152.1 a products, ¢

Wi-Fi5. So far, 32 vendors have qualified for Wi-Fi5 L‘L:l'lliIL!iIlI(HL‘“.c.H 1or LA
The Wi-Fi Alliance 18 concernc arci

d with a rangt of markel
including enterprise, home,

acceptance was §02.11b. Although
ard, there is always a concern

and hot spots.
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