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1. Introduction to System Software & operating System
 Compiler
A compiler is computer software that transforms computer code written in
one programming language (the source language) into another programming language (the target
language). Compilers are a type of translator that supports digital devices, primarily computers. The
name compiler is primarily used for programs that translate source code from a high-level
programming language to a lower level language (e.g., assembly language, object code, or machine
code) to create an executable program. However, there are many different types of compilers. If the
compiled program can run on a computer whose CPU or operating system is different from the one on
which the compiler runs, the compiler is a cross-compiler. A bootstrap compiler is written in the
language that it intends to compile. A program that translates from a low-level language to a higher
level one is a decompiler. A program that translates between high-level languages is usually called
a source-to-source compiler or transpiler. A language rewriter is usually a program that translates the
form of expressions without a change of language. The term compiler-compiler refers to tools used to
create parsers that perform syntax analysis. A compiler is likely to perform many or all of the
following operations: preprocessing, lexical analysis, parsing, semantic analysis (syntax-directed
translation), conversion of input programs to an intermediate representation, code optimization
and code generation. Compilers implement these operations in phases that promote efficient design
and correct transformations of source input to target output. Program faults caused by incorrect
compiler behavior can be very difficult to track down and work around; therefore, compiler
implementers invest significant effort to ensure compiler correctness. Compilers are not the only
translators used to transform source programs. An interpreter is computer software that transforms
and then executes the indicated operations. The translation process influences the design of computer
languages which leads to a preference of compilation or interpretation. In practice, an interpreter can
be implemented for compiled languages and compilers can be implemented for interpreted languages.

 Assembler
Input to an assembler is an assembly language program. Output is an object program
plus information that enables the loader to prepare the object program for execution. At one time, the
computer programmer had at his disposal a basic machine that interpreted, through hardware, certain
fundamental instructions. He would program this computer by writing a series of ones and zeros
(machine language), place them into the memory of the machine.

 Loader

A loader is a routine that loads an object program and prepares it for execution. There
are various loading schemes: absolute, relocating and direct-linking. In general, the loader must load,
relocate, and link the object program. Loader is a program that places programs into memory and
prepares them for execution. In a simple loading scheme, the assembler outputs the machine language
translation of a program on a secondary device and a loader is placed in core. The loader places into
memory the machine language version of the user‘s program and transfers control to it. Since the
loader program is much smaller than the assembler, those makes more core available to user‘s
program.

 Operating system

An Operating system is a program that controls the execution of application programs
and acts as an interface between the user of a computer and the computer hardware. A more common
definition is that the operating system is the one program running at all times on the computer (usually
called the kernel), with all else being applications programs. An Operating system is concerned with
the allocation of resources and services, such as memory, processors, devices and information. The
Operating System correspondingly includes programs to manage these resources, such as a traffic
controller, a scheduler, memory management module, I/O programs, and a file system.

 OS Components

We can create a system as large and complex as an operating system only by
partitioning it into smaller pieces. Each piece should be a well-delineated portion of the system, with
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carefully defined inputs, outputs, and functions. Obviously, not all systems have the same structure.
However, many modern systems share the goal of supporting the system components outlined in
Sections 3.1.1 through 3.1.8.

3.1.1 Process Management
A program does nothing unless its instructions are executed by a CPU. A process can
be thought of as a program in execution, but its definition will broaden as we explore it further. A
time-shared user program such as a compiler is a process. A word-processing program being run by
an individual user on a PC is a process. A system task, such as sending output to a printer, is also a
process. For now, you can consider a process to be a job or a time-shared program, but later you will
learn that the concept is more general. As we shall see in Chapter 4, we can provide system calls that
allow processes to create subprocesses to execute concurrently.
A process needs certain resources-including CPU time, memory, files, and I/O
devices-to accomplish its task. These resources are either given to the process when it is created, or
allocated to it while it is running. In addition to the various physical and logical resources that a
process obtains when it is created, various initialization data (or input) may be passed along. For
example, consider a process whose function is to display the status of a file on the screen of a
terminal. The process will be given as an input the name of the file, and will execute the appropriate
instructions and system calls to obtain and display on the terminal the desired information. When the
process terminates, the operating system will reclaim any reusable resources.
We emphasize that a program by itself is not a process; a program is a passive entity,
such as the contents of a file stored on disk, whereas a process is an active entity, with a program
counter specifying the next instruction to execute. The execution of a process must be sequential. The
CPU executes one instruction of the process after another, until the process completes. Further, at any
time, at most one instruction is executed on behalf of the process. Thus, although two processes may
be associated with the same program, they are nevertheless considered two separate execution
sequences. It is common to have a program that spawns many processes as it runs. A process is the
unit of work in a system. Such a system consists of a collection of processes, some of which are
operating-system processes (those that execute system code) and the rest of which are user processes
(those that execute user code). All these processes can potentially execute concurrently, by
multiplexing the CPU among them. The operating system is responsible for the following activities in
connection with process management:
1. Creating and deleting both user and system processes
2. Suspending and resuming processes
3. Providing mechanisms for process synchronization
4. Providing mechanisms for process communication
5. Providing mechanisms for deadlock handling

3.1.2 Main-Memory Management
The main memory is central to the operation of a modern computer system. Main
memory is a large array of words or bytes, ranging in size from hundreds of thousands to billions.
Each word or byte has its own address. Main memory is a repository of quickly accessible data shared
by the CPU and I/O devices. The central processor reads instructions from main memory during the
instruction-fetch cycle, and it both reads and writes data from main memory during the data-fetch
cycle. The I/O operations implemented via DMA also read and write data in main memory. The main
memory is generally the only large storage device that the CPU is able to address and access directly.
For example, for the CPU to process data from disk, those data must first be transferred to main
memory by CPU-generated I/O calls. Equivalently, instructions must be in memory for the CPU to
execute them.
For a program to be executed, it must be mapped to absolute addresses and loaded
into memory. As the program executes, it accesses program instructions and data from memory by
generating these absolute addresses. Eventually, the program terminates, its memory space is declared
available, and the next program can be loaded and executed.
To improve both the utilization of the CPU and the speed of the computer's response
to its users, we must keep several programs in memory. Many different memory-management
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schemes are available, and the effectiveness of the different algorithms depends on the particular
situation. Selection of a memory-management scheme for a specific system depends on many factors especially on the hardware design of the system. Each algorithm requires its own hardware support.
The operating system is responsible for the following activities in connection
With memory management:
1. Keeping track of which parts of memory are currently being used and by whom
2. Deciding which processes are to be loaded into memory when memory space becomes
available
3. Allocating and Deallocating memory space as needed

3.1.3 File Management
File management is one of the most visible components of an operating system.
Computers can store information on several different types of physical media.Magnetic tape,
magnetic disk, and optical disk are the most common media. Each of these media has its own
characteristics and physical organization. Each medium is controlled by a device, such as a disk drive
or tape drive, that also
has unique characteristics. These properties include access speed, capacity, data-transfer rate, and
access method (sequential or random).
For convenient use of the computer system, the operating system provides a uniform
logical view of information storage. The operating system abstracts from the physical properties of its
storage devices to define a logical storage unit, the file. The operating system maps files onto physical
media, and accesses these files via the storage devices.
A file is a collection of related information defined by its creator. Commonly, files
represent programs (both source and object forms) and data. Data files may be numeric, alphabetic, or
alphanumeric. Files may be free-form (for example, text files), or may be formatted rigidly (for
example, fixed fields). A file consists of a sequence of bits, bytes, lines, or records whose meanings
are defined by their creators. The concept of a file is an extremely general one.
The operating system implements the abstract concept of a file by managing mass
storage media, such as disks and tapes, and the devices that control them. Also, files are normally
organized into directories to ease their use. Finally, when multiple users have access to files, we may
want to control by whom and in what ways (for example, read, write, append) files may be accessed.
The operating system is responsible for the following activities in connection with file management:
1. Creating and deleting files
2. Creating and deleting directories
3. Supporting primitives for manipulating files and directories
4. Mapping files onto secondary storage
5. Backing up files on stable (nonvolatile) storage media

3.1.4 110-System Management
One of the purposes of an operating system is to hide the peculiarities of specific
hardware devices from the user. For example, in UNIX, the peculiarities of 1/0 devices are hidden
from the bulk of the operating system itself by the I10 subsystem. The I/O subsystem consists of
1. A memory-management component that includes buffering, caching, and spooling
2. A general device-driver interface
3. Drivers for specific hardware devices
Only the device driver knows the peculiarities of the specific device to which it is
assigned.

3.1.5 Secondary-Storage Management
The main purpose of a computer system is to execute programs. These programs,
with the data they access, must be in main memory, or primary storage, during execution. Because
main memory is too small to accommodate all data and programs, and because the data that it holds
are lost when power is lost, the computer system must provide secondary storage to back up main
memory. Most modern computer systems use disks as the principal on-line storage medium, for both
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programs and data. Most programs-including compilers, assemblers, sort routines, editors, and
formatters-are stored on a disk until loaded into memory, and then use the disk as both the source and
destination of their processing. Hence, the proper management of disk storage is of central importance
to a computer system.
The operating system is responsible for the following activities in connection with
disk management:
1. Free-space management
2. Storage allocation
3. Disk scheduling
Because secondary storage is used frequently, it must be used efficiently. The
Entire speed of operation of a computer may hinge on the speeds of the disk subsystem and of the
algorithms that manipulate that subsystem.

3.1.6 Networking
A distributed system is a collection of processors that do not share memory,
peripheral devices, or a clock. Instead, each processor has its own local memory and clock, and the
processors communicate with one another through various communication lines, such as high-speed
buses or networks. The processors in a distributed system vary in size and function. They may include
small microprocessors, workstations, minicomputers, and large, general-purpose computer systems.
The processors in the system are connected through a communication network,
which can be configured in a number of different ways. The network may be fully or partially
connected. The communication-network design must consider message routing and connection
strategies, and the problems of contention and security.
A distributed system collects physically separate, possibly heterogeneous, systems
into a single coherent system, providing the user with access to the various resources that the system
maintains. Access to a shared resource allows computation speedup, increased functionality, increased
data availability, and enhanced reliability. Operating systems usually generalize network access as a
form of file access, with the details of networking being contained in the network interface's device
driver. The protocols that create a distributed system can have a great effect on that system's utility
and popularity. The innovation of the World Wide Web was to create a new access method for
information sharing. It improved on the existing file-transfer protocol (FTP) and network file-system
(NFS) protocol by removing the need for a user to log in before she is allowed to use a remote
resource. It defined a new protocol, hypertext transfer protocol (http), for use in communication
between a web server and a web browser. A web browser then just needs to send a request for
information to a remote machine's web server, and the information (text, graphics, links to other
information) is returned. This increase in convenience fostered huge growth in the use of http and of
the Web in general.

3.1.7 Protection System
If a computer system has multiple users and allows the concurrent execution of
multiple processes, then the various processes must be protected from one another's activities. For that
purpose, mechanisms ensure that the files, memory segments, CPU, and other resources can be
operated on by only those processes that have gained proper authorization from the operating system.
For example, memory-addressing hardware ensures that a process can execute only
within its own address space. The timer ensures that no process can gain control of the CPU without
eventually relinquishing control. Device control registers are not accessible to users, so that the
integrity of the various peripheral devices is protected.
Protection is any mechanism for controlling the access of programs, processes, or
users to the resources defined by a computer system. This mechanism must provide means for
specification of the controls to be imposed and means for enforcement.
Protection can improve reliability by detecting latent errors at the interfaces between
component subsystems. Early detection of interface errors can often prevent contamination of a
healthy subsystem by another subsystem that is malfunctioning. An unprotected resource cannot
defend against use (or misuse) by an unauthorized or incompetent user. A protection-oriented system
provides a means to distinguish between authorized and unauthorized usage.
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3.1.8 Command-Interpreter System
One of the most important systems programs for an operating system is the
Command interpreter, which is the interface between the user and the operating system. Some
operating systems include the command interpreter in the kernel. Other operating systems, such as
MS-DOS and UNIX, treat the command interpreter as a special program that is running when a job is
initiated, or when a user first logs on (on time-sharing systems).
Many commands are given to the operating system by control statements. When a
new job is started in a batch system, or when a user logs on to a time-shared system, a program that
reads and interprets control statements is executed automatically. This program is sometimes called
the control-card interpreter or the command-line interpreter, and is often known as the shell. Its
function is simple: To get the next command statement and execute it.
Operating systems are frequently differentiated in the area of the shell, with a userfriendly command interpreter making the system more agreeable to some users. One style of userfriendly interface is the mouse-based windowand- menu system used in the Macintosh and in
Microsoft Windows. The mouse is moved to position the mouse pointer on images, or icons, on the
screen that represent programs, files, and system functions. Depending on the mouse pointer's
location, clicking a button on the mouse can invoke a program, select a file or directory-known as a
folder-or pull down a menu that contains commands. More powerful, complex, and difficult-to-learn
shells are appreciated by other users. In some of these shells, commands are typed on a keyboard and
displayed on a screen or printing terminal, with enter (or return) key signaling that a command is
complete and is ready to be executed. The MS-DOS and UNIX shells operate in this way.
The command statements themselves deal with process creation and management, I/O
handling, secondary-storage management, main-memory management,
File-system access, protection, and networking.

 OS services
An operating system provides an environment for the execution of programs.
It provides certain services to programs and to the users of those programs. The specific services
provided, of course, differ from one operating system to another, but we can identify common classes.
These operating system services are provided for the convenience of the programmer, to make the
programming task easier. Figure 2.1 shows one view of the various operating-system services and
how they interrelate.

One set of operating system services provides functions that are helpful to the user.
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• User interface.
Almost all operating systems have a user interface (UI). This interface can take several forms.
One is a command-line interface (CLI), which uses text commands and a method for entering them
(say, a keyboard for typing in commands in a specific format with specific options). Another is a
batch interface, in which commands and directives to control those commands are entered into files,
and those files are executed. Most commonly, a graphical user interface (GUI) is used. Here, the
interface is a window system with a pointing device to direct I/O, choose from menus, and make
selections and a keyboard to enter text.
Some systems provide two or all three of these variations.

• Program execution.
The system must be able to load a program into memory and to run that program. The
program must be able to end its execution, either normally or abnormally (indicating error).

• I/O operations.
A running program may require I/O, which may involve a file or an I/O device. For specific
devices, special functions may be desired (such as recording to a CD or DVD drive or blanking a
display screen). For efficiency and protection, users usually cannot control I/O devices directly.
Therefore, the operating system must provide a means to do I/O.

• File-system manipulation.
The file system is of particular interest. Obviously, programs need to read and write files and
directories. They also need to create and delete them by name, search for a given file, and list file
information. Finally, some operating systems include permissions management to allow or deny
access to files or directories based on file ownership. Many operating systems provide a variety of file
systems, sometimes to allow personal choice and sometimes to provide specific features or
performance characteristics.

• Communications.
There are many circumstances in which one process needs to exchange information with
another process. Such communication may occur between processes that are executing on the same
computer or between processes that are executing on different computer systems tied together by a
computer network. Communications may be implemented via shared memory, in which two or more
processes read and write to a shared section of memory, or message passing, in which packets of
information in predefined formats are moved between processes by the operating system.

• Error detection.
The operating system needs to be detecting and correcting errors constantly. Errors may occur
in the CPU and memory hardware (such as a memory error or a power failure), in I/O devices (such as
a parity error on disk, a connection failure on a network, or lack of paper in the printer), and in the
user program (such as an arithmetic overflow, an attempt to access an illegal memory location, or a
too-great use of CPU time). For each type of error, the operating system should take the appropriate
action to ensure correct and consistent computing. Sometimes, it has no choice but to halt the system.
At other times, it might terminate an error-causing process or return an error code to a process for the
process to detect and possibly correct.
Another set of operating system functions exists not for helping the user but rather for
ensuring the efficient operation of the system itself. Systems with multiple users can gain efficiency
by sharing the computer resources among the users.

• Resource allocation.
When there are multiple users or multiple jobs running at the same time, resources must be
allocated to each of them. The operating system manages many different types of resources. Some
(such as CPU cycles, main memory, and file storage) may have special allocation code, whereas
others (such as I/O devices) may have much more general request and release code. For instance, in
determining how best to use the CPU, operating systems have CPU-scheduling routines that take into
account the speed of the CPU, the jobs that must be executed, the number of registers available, and

8

Preeti Patel
other factors. There may also be routines to allocate printers, USB storage drives, and other peripheral
devices.

• Accounting.
We want to keep track of which users use how much and what kinds of computer resources.
This record keeping may be used for accounting (so that users can be billed) or simply for
accumulating usage statistics. Usage statistics may be a valuable tool for researchers who wish to
reconfigure the system to improve computing services.

• Protection and security.
The owners of information stored in a multiuser or networked computer system may want to
control use of that information. When several separate processes execute concurrently, it should not
be possible for one process to interfere with the others or with the operating system itself. Protection
involves ensuring that all access to system resources is controlled. Security of the system from
outsiders is also important. Such security starts with requiring each user to authenticate him or her to
the system, usually by means of a password, to gain access to system resources. It extends to
defending external I/O devices, including network adapters, from invalid access attempts and to
recording all such connections for detection of break-ins. If a system is to be protected and secure,
precautions must be instituted throughout it. A chain is only as strong as its weakest link.

 Types of OS:
 Batch

Early computers were physically enormous machines run from a console. The common input
devices were card readers and tape drives. The common output devices were line printers, tape drives,
and card punches. The user did not interact directly with the computer systems. Rather, the user
prepared a job -which consisted of the program, the data, and some control information about the
nature of the job (control cards)-and submitted it to the computer operator. The job was usually in the
form of punch cards. At some later time (after minutes, hours, or days), the output appeared. The
output consisted of the result of the program, as well as a dump of the final memory and register
contents for debugging. The operating system in these early computers was fairly simple. Its major
task was to transfer control automatically from one job to the next. The operating system was always
resident in memory (Figure 1.2). To speed up processing, operators batched together jobs with similar
needs and ran them through the computer as a group. Thus, the programmers would leave their
programs with the operator. The operator would sort programs into batches with similar requirements
and, as the computer became available, would run each batch. The output from each job would be sent
back to the appropriate programmer.
In this execution environment, the CPU is often idle, because the speeds of the
mechanical I/O devices are intrinsically slower than are those of electronic devices. Even a slow CPU
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works in the microsecond range, with thousands of instructions executed per second. A fast card
reader, on the other hand, might read 1200 cards per minute (or 20 cards per second). Thus, the
difference in speed between the CPU and its I/O devices may be three orders of magnitude or more.
Over time, of course, improvements in technology and the introduction of disks resulted in faster I/O
devices. However, CPU speeds increased to an even greater extent, so the problem was not only
unresolved, but exacerbated. The introduction of disk technology allowed the operating system to
keep all jobs on a disk, rather than in a serial card reader. With direct access to several jobs, the
operating system could perform job scheduling, to use resources and perform tasks efficiently.

 Multiprocessing
Multiprocessor Operating System refers to the use of two or more central processing
units (CPU) within a single computer system. These multiple CPUs are in a close communication
sharing the computer bus, memory and other peripheral devices. These systems are referred as tightly
coupled systems. These types of systems are used when very high speed is required to process a large
volume of data. These systems are generally used in environment like satellite control, weather
forecasting etc.
Multiprocessing system is based on the symmetric multiprocessing model, in which
each processor runs an identical copy of operating system and these copies communicate with each
other. In this system processor is assigned a specific task. A master processor controls the system.
This scheme defines a master-slave relationship. These systems can save money in compare to single
processor systems because the processors can share peripherals, power supplies and other devices.
The main advantage of multiprocessor system is to get more work done in a shorter period of time.
Moreover, multiprocessor systems prove more reliable in the situations of failure of one processor. In
this situation, the system with multiprocessor will not halt the system; it will only slow it down.

 Multitasking
Multitasking, in an operating system, is allowing a user to perform more than one
computer task (such as the operation of an application program) at a time. The operating system is
able to keep track of where you are in these tasks and go from one to the other without losing
information. Microsoft Windows 2000, IBM's OS/390, and Linux are examples of operating systems
that can do multitasking (almost all of today's operating systems can). When you open your
Web browser and then open Word at the same time, you are causing the operating system to do
multitasking.
Being able to do multitasking doesn't mean that an unlimited number of tasks can be
juggled at the same time. Each task consumes system storage and other resources. As more tasks are
started, the system may slow down or begin to run out of shared storage.

 Time sharing
Multiprogrammed, batched systems provided an environment where the various
system resources (for example, CPU, memory, peripheral devices) were utilized effectively, but it did
not provide for user interaction with the computer system. Time sharing (or multitasking) is a logical
extension of multiprogramming. The CPU executes multiple jobs by switching among them, but the
switches occur so frequently that the users can interact with each program while it is running.
An interactive (or hands-on) computer system provides direct communication
between the user and the system. The user gives instructions to the operating system or to a program
directly, using a keyboard or a mouse, and waits for immediate = results. Accordingly, the response
time should be short typically within 1 second or so. A time-shared operating system allows many
users to share the computer simultaneously. Since each action or command in a time-shared system
tends to Be short, only a little CPU time is needed for each user. As the system switches rapidly from
one user to the next, each user is given the impression that the Entire computer system is dedicated to
her use, even though it is being shared among many users. A time-shared operating system uses CPU
scheduling and multiprogramming to provide each user with a small portion of a time-shared
computer. Each user has at least one separate program in memory. A program loaded into memory
and executing is commonly referred to as a process. When a process executes, it typically executes for
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only a short time before it either finishes or needs to perform I/O. I/O may be interactive; that is,
output is to a display for the user and input is from a user keyboard, mouse, or other device. Since
interactive I/O typically runs at "people speeds," it may take a long time to complete. Input, for
example, may be bounded by the user's typing speed; seven characters per second are fast for people,
but incredibly slow for computers. Rather than let the CPU sit idle when this interactive input takes
place, the operating system will rapidly switch the CPU to the program of some other user.
Time-sharing operating systems are even more complex than multiprogrammed
operating systems. In both, several jobs must be kept simultaneously
in memory, so the system must have memory management and protection. To obtain a reasonable
response time, jobs may have to be swapped in and out of main memory to the disk that now serves as
a backing store for main memory. A common method for achieving this goal is virtual memory,
which is a technique that allows the execution of a job that may not be completely in memory. The
main advantage of the virtual-memory scheme is that programs can be larger than physical memory.
Further, it abstracts main memory into a large, uniform array of storage, separating logical memory as
viewed by the user from physical memory. This arrangement frees programmers from concern over
memory-storage limitations.
Time-sharing systems must also provide a file system. The file system resides on a
collection of disks; hence, disk management must be provided. Also, time-sharing systems provide a
mechanism for concurrent execution, which requires sophisticated CPU-scheduling schemes. To
ensure orderly execution, the system must provide mechanisms for job synchronization and
communication, and it may ensure that jobs do not get stuck in a deadlock, forever waiting for one
another.
The idea of time sharing was demonstrated as early as 1960, but since time shared
systems are difficult and expensive to build, they did not become common until the early 1970s.
Although some batch processing is still done, most systems today are time sharing. Accordingly,
multiprogramming and time sharing are the central themes of modern operating systems, and they are
the central themes of this book.

 Distributed OS
A network, in the simplest terms, is a communication path between two or more
systems. Distributed systems depend on networking for their functionality. By being able to
communicate, distributed systems are able to share computational tasks, and provide a rich set of
features to users.
Networks vary by the protocols used, the distances between nodes, and the transport
media. TCP/IP is the most common network protocol, although ATM and other protocols are in
widespread use. Likewise, operating-system support of protocols varies. Most operating systems
support TCP/IP, including the Windows and UNIX operating systems. Some systems support
proprietary protocols to suit their needs. To an operating system, a network protocol simply needs an
interface device-a network adapter, for example-with a device driver to manage it, and software to
package data in the communications protocol to send it and to unpackaged it to receive it. These
concepts are discussed throughout the book.
Networks are typecast based on the distances between their nodes. A local-area
network (LAN), exists within a room, a floor, or a building. A wide-area network (WAN), usually
exists between buildings, cities, or countries. A global company may have a WAN to connect its
offices, worldwide. These networks could run one protocol or several protocols. The continuing
advent of new technologies brings about new forms of networks. For example, a metropolitan-area
network (MAN), could link buildings within a city. Bluetooth devices communicate over a short
distance of several feet, in essence creating a small-area network.
The media to carry networks are equally varied. They include copper wires, fiber
strands, and wireless transmissions between satellites, microwave dishes, and radios. When
computing devices are connected to cellular phones, they create a network. Even very short-range
infrared communication can be used for networking. At a rudimentary level, whenever computers
communicate they use or create a network. These networks also vary by their performance and
reliability.
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 Real time OS
Another form of a special-purpose operating system is the real-time system. A realtime system is used when rigid time requirements have been placed on the operation of a processor or
the flow of data; thus, it is often used as a control device in a dedicated application. Sensors bring data
to the computer. The computer must analyze the data and possibly adjust controls to modify the
sensor inputs. Systems that control scientific experiments, medical imaging systems, industrial control
systems, and certain display systems are real-time systems. Some automobile-engine fuel-injection
systems, home-appliance controllers, and weapon systems are also real-time systems.
A real-time system has well-defined, fixed time constraints. Processing must be done
within the defined constraints, or the system will fail. For I instance, it would not do for a robot arm to
be instructed to halt after it had smashed into the car it was building. A real-time system functions
correctly only if it returns the correct result within its time constraints. Contrast this requirement to a
time-sharing system, where it is desirable (but not mandatory) to respond quickly, or to a batch
system, which may have no time constraints at
All.
Real-time systems come in two flavors: hard and soft. A hard real-time system
guarantees that critical tasks be completed on time. This goal requires that all delays in the system be
bounded, from the retrieval of stored data to the time that it takes the operating system to finish any
request made of it. Such time constraints dictate the facilities that are available in hard real-time
systems. Secondary storage of any sort is usually limited or missing, with data instead being stored in
short-term memory or in read-only memory (ROM). ROM is located on nonvolatile storage devices
that retain their contents even in the case of electric outage; most other types of memory are volatile.
Most advanced operating system features are absent too, since they tend to separate the user from the
hardware, and that separation results in uncertainty about the amount of time an operation will take.
For instance, virtual memory is almost never found on real-time systems. Therefore, hard real-time
systems conflict with the operation of time-sharing systems, and the two cannot be mixed. Since none
of the existing general-purpose operating systems support hard real-time functionality, we do not
concern ourselves with this type of system in this text.
A less restrictive type of real-time system is a soft real-time system, where a critical
real-time task gets priority over other tasks, and retains that priority until it completes. As in hard realtime systems, the operating-system kernel delays need to be bounded: A real-time task cannot be kept
waiting indefinitely for the kernel to run it. Soft real time is an achievable goal that can be mixed with
other types of systems. Soft real-time systems, however, have more limited utility than hard real-time
systems. Given their lack of deadline support, they are risky to use for industrial control and robotics.
They are useful, however in several areas, including multimedia, virtual reality, and advanced
scientific projects-such as undersea exploration and planetary rovers. These systems need advanced
operating-system features that cannot be supported by hard real-time systems. Because of the
expanded uses for soft real-time functionality, it is finding its way into most current operating
systems, including major versions of UNIX.

 virtual machines
Conceptually, a computer system is made up of layers. The hardware is the lowest
level in all such systems. The kernel running at the next level uses the hardware instructions to create
a set of system calls for use by outer layers. The system programs above the kernel are therefore able
to use either system calls or hardware instructions, and in some ways these programs do not
differentiate between these two. Thus, although they are accessed differently, they both provide
functionality that the program can use to create even more advanced functions. System programs, in
turn, treat the hardware and the system calls as though they were both at the same level.
Some systems carry this scheme a step further by allowing the system programs to be
called easily by the application programs. As before, although the system programs are at a level
higher than that of the other routines, the application programs may view everything under them in the
hierarchy as though the latter were part of the machine itself. This layered approach is taken to its
logical conclusion in the concept of a virtual machine. The VM operating system for IBM systems is
the best example of the virtual-machine concept, because IBM pioneered the work in this area.
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By using CPU scheduling (Chapter 6) and virtual-memory techniques ,an operating
system can create the illusion that a process has its own processor with its own (virtual) memory. Of
course, normally, the process has additional features, such as system calls and a file system that are
not provided by the bare hardware. The virtual-machine approach, on the other hand, does not provide
any additional functionality, but rather provides an interface that is identical to the underlying bare
hardware. Each process is provided with a (virtual) copy of the underlying computer.
The physical computer shares resources to create the virtual machines. CPU
scheduling can share out the CPU to create the appearance that users have their own processors.
Spooling and a file system can provide virtual card readers and virtual line printers. A normal user
time-sharing terminal provides the function of the virtual-machine operator's console.
A major difficulty with the virtual-machine approach involves disk systems. Suppose that the
physical machine has three disk drives but wants to support seven virtual machines. Clearly, it cannot
allocate a disk drive to each virtual machine. Remember that the virtual-machine software itself will
need substantial disk space to provide virtual memory. The solution is to provide virtual disks, which
are identical in all respects except size-termed minidisks in IBM's VM operating system. The system
implements each minidisk by allocating as many tracks on the physical disks as the minidisk needs.
Obviously, the sum of the sizes of all minidisks must be smaller than the size of the physical Disk
space available.

Users thus are given their own virtual machines. They can then run any of the
operating systems or software packages that are available on the underlying machine. For the IBM
VM system, a user normally runs CMS-a single-user interactive operating system. The virtualmachine software is concerned with multiprogramming multiple virtual machines onto a physical
machine, but it do not need to consider any user-support software. This arrangement may provide a
useful partitioning into two smaller pieces of the problem of designing a multiuser interactive system.

 System Calls
System calls provide an interface to the services made available by an operating
system. These calls are generally available as routines written in C and C++, although certain low-
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level tasks (for example, tasks where hardware must be accessed directly) may have to be written
using assembly-language instructions.
Before we discuss how an operating system makes system calls available, let’s first
use an example to illustrate how system calls are used: writing a simple program to read data from
one file and copy them to another file. The first input that the program will need is the names of the
two files: the input file and the output file. These names can be specified in many ways, depending on
the operating-system design. One approach is for the program to ask the user for the names. In an
interactive system, this approach will require a sequence of system calls, first to write a prompting
message on the screen and then to read from the keyboard the characters that define the two files. On
mouse-based and icon-based systems, a menu of file names is usually displayed in a window. The
user can then use the mouse to select the source name, and a window can be opened for the
destination name to be specified. This sequence requires many I/O system calls.
Once the two file names have been obtained, the program must open the input file
and create the output file. Each of these operations requires another system call. Possible error
conditions for each operation can require additional system calls. When the program tries to open the
input file, for example, it may find that there is no file of that name or that the file is protected against
access. In these cases, the program should print a message on the console (another sequence of system
calls) and then terminate abnormally (another system call).If the input file exists, then we must create
a new output file. We may find that there is already an output file with the same name. This situation
may cause the program to abort (a system call), or we may delete the existing file (another system
call) and create a new one (yet another system call). Another option, in an interactive system, is to ask
the user (via a sequence of system calls to output the prompting message and to read the response
from the terminal) whether to replace the existing file or to abort the program.
When both files are set up, we enter a loop that reads from the input file (a system
call) and writes to the output file (another system call). Each read and write must return status
information regarding various possible error conditions. On input, the program may find that the end
of the file has been reached or that there was a hardware failure in the read (such as a parity error).
The write operation may encounter various errors, depending on the output device (for example, no
more disk space).
Finally, after the entire file is copied, the program may close both file (another system
call), write a message to the console or window (more system calls), and finally terminate normally
(the final system call). This system-call sequence is shown in Figure 2.5.

As you can see, even simple programs may make heavy use of the operating system.
Frequently, systems execute thousands of system calls per second. Most programmers never see this
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level of detail, however. Typically, application developers design programs according to an
application programming interface (API). The API specifies a set of functions that are available to an
application programmer, including the parameters that are passed to each function and the return
values the programmer can expect. Three of the most common APIs available to application
programmers are the Windows API for Windows systems, the POSIX API for POSIX-based systems
(which include virtually all versions of UNIX, Linux, and Mac OSX), and the Java API for programs
that run on the Java virtual machine. A programmer accesses an API via a library of code provided by
the operating system. In the case of UNIX and Linux for programs written in the C language, the
library is called libc. Note that—unless specified—the system-call names used throughout this text are
generic examples. Each operating system has its own name for each system call.
Behind the scenes, the functions that make up an API typically invoke the actual
system calls on behalf of the application programmer. For example, the Windows function
CreateProcess() (which unsurprisingly is used to create a new process) actually invokes the
NTCreateProcess() system call in the Windows kernel.

 types of System calls
System calls can be grouped roughly into six major categories: process control, file
manipulation, device manipulation, information maintenance, communications, and protection. We
normally refer to the system calls by generic names. Throughout the text,
However, we provide examples of the actual counterparts to the system calls for Windows, UNIX,
and Linux systems.
• Process control
◦ End, abort
◦ Load, execute
◦ create process, terminate process
◦ get process attributes, set process attributes
◦ Wait for time
◦ wait event, signal event
◦ allocate and free memory
• File management
◦ create file, delete file
◦ open, close
◦ read, write, reposition
◦ get file attributes, set file attributes
• Device management
◦ request device, release device
◦ read, write, reposition
◦ get device attributes, set device attributes
◦ logically attach or detach devices
• Information maintenance
◦ get time or date, set time or date
◦ get system data, set system data
◦ get process, file, or device attributes
◦ set process, file, or device attributes
• Communications
◦ create, delete communication connection
◦ send, receive messages
◦ Transfer status information
◦ attach or detach remote devices
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2.4.1 Process Control
A running program needs to be able to halt its execution either normally (end()) or
abnormally (abort()). If a system call is made to terminate the currently running program abnormally,
or if the program runs into a problem and causes an error trap, a dump of memory is sometimes taken
and an error message generated. The dump is written to disk and may be examined by a debugger—a
system program designed to aid the programmer in finding and correcting errors, or bugs—to
determine the cause of the problem. Under either normal or abnormal circumstances, the operating
system must transfer control to the invoking command interpreter. The command interpreter then
reads the next command. In an interactive system, the command interpreter simply continues with the
next command; it is assumed that the user will issue an appropriate command to respond to any error.
In a GUI system, a pop-up window might alert the user to the error and ask for guidance. In a batch
system, the command interpreter usually terminates the entire job and continues with the next job.
Some systems may allow for special recovery actions in case an error occurs. If the program discovers
an error in its input and wants to terminate abnormally, it may also want to define an error level. More
severe errors can be indicated by a higher-level error parameter.

2.4.2 File Management
We can, however, identify several common system calls dealing with files. We first
need to be able to create() and delete() files. Either system call requires the name of the file and
perhaps some of the file’s attributes. Once the file is created, we need to open() it and to use it. We
may also read(), write(), or reposition() (rewind or skip to the end of the file, for example). Finally, we
need to close() the file, indicating that we are no longer using it.
We may need these same sets of operations for directories if we have a directory
structure for organizing files in the file system. In addition, for either files or directories, we need to
be able to determine the values of various attributes and perhaps to reset them if necessary. File
attributes include the file name, file type, protection codes, accounting information, and so on. At
least two system calls, get file attributes() and set file attributes(), are required for this function. Some
operating systems provide many more calls, such as calls for file move() and copy(). Others might
provide an API that performs those operations using code and other system calls, and others might
provide system programs to perform those tasks. If the system programs are callable by other
programs, then each can be considered an API by other system programs.

2.4.3 Device Management
A process may need several resources to execute—main memory, disk drives, access
to files, and so on. If the resources are available, they can be granted,and control can be returned to
the user process. Otherwise, the process will have to wait until sufficient resources are available.
The various resources controlled by the operating system can be thought of as
devices. Some of these devices are physical devices (for example, disk drives), while others can be
thought of as abstract or virtual devices (for example, files).Asystem with multiple users may require
us to first request() a device, to ensure exclusive use of it. After we are finished with the device, we
release() it. These functions are similar to the open() and close() system calls for files. Other operating
systems allow unmanaged access to devices. The hazard then is the potential for device contention
and perhaps deadlock.
Once the device has been requested (and allocated to us), we can read(), write(), and
(possibly) reposition() the device, just as we can with files. In fact, the similarity between I/O devices
and files is so great that many operating systems, including UNIX, merge the two into a combined
file–device structure. In this case, a set of system calls is used on both files and devices. Sometimes,
I/O devices are identified by special file names, directory placement, or file attributes.
The user interface can also make files and devices appear to be similar, even though
the underlying system calls are dissimilar. This is another example of the many design decisions that
go into building an operating system and user interface.
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2.4.4 Information Maintenance
Many system calls exist simply for the purpose of transferring information between
the user program and the operating system. For example, most systems have a system call to return
the current time() and date(). Other system calls may return information about the system, such as the
number of current users, the version number of the operating system, the amount of free memory or
disk space, and so on.
Another set of system calls is helpful in debugging a program. Many systems provide
system calls to dump() memory. This provision is useful for debugging. A program trace lists each
system call as it is executed. Even microprocessors provide a CPU mode known as single step, in
which a trap is executed by the CPU after every instruction. The trap is usually caught by a debugger.
Many operating systems provide a time profile of a program to indicate the amount of
time that the program executes at a particular location or set of locations. A time profile requires
either a tracing facility or regular timer interrupts. At every occurrence of the timer interrupt, the
value of the program counter is recorded. With sufficiently frequent timer interrupts, a statistical
picture of the time spent on various parts of the program can be obtained.
In addition, the operating system keeps information about all its processes, and
system calls are used to access this information. Generally, calls are also used to reset the process
information (get process attributes () and set process attributes ()).

2.4.5 Communication
There are two common models of interprocess communication: the message passing
model and the shared-memory model. In the message-passing model, the communicating processes
exchange messages with one another to transfer information. Messages can be exchanged between the
processes either directly or indirectly through a common mailbox. Before communication can take
place, a connection must be opened. The name of the other communicator must be known, be it
another process on the same system or a process on another computer connected by a communications
network. Each computer in
a network has a host name by which it is commonly known. A host also has a network identifier, such
as an IP address. Similarly, each process has a process name, and this name is translated into an
identifier by which the operating system can refer to the process. The get hostid() and get processid()
system calls do this translation. The identifiers are then passed to the general purpose open() and
close() calls provided by the file system or to specific open connection() and close connection()
system calls, depending on the system’s model of communication. The recipient process usually must
give its permission for communication to take place with an accept connection() call. Most processes
that will be receiving connections are special-purpose daemons, which are system programs provided
for that purpose. They execute a wait for connection() call and are awakened when a connection is
made. The source of the communication, known as the client, and the receiving daemon, known as a
server, then exchange messages by using read message() and write message() system calls. The close
connection() call terminates the communication.
In the shared-memory model, processes use shared memory create() and shared
memory attach() system calls to create and gain access to regions of memory owned by other
processes. Recall that, normally, the operating system tries to prevent one process from accessing
another process’s memory. Shared memory requires that two or more processes agree to remove this
restriction. They can then exchange information by reading and writing data in the shared areas. The
form of the data is determined by the processes and is not under the operating system’s control. The
processes are also responsible for ensuring that they are not writing to the same location
simultaneously.
Both of the models just discussed are common in operating systems, and most
systems implement both. Message passing is useful for exchanging smaller amounts of data, because
no conflicts need be avoided. It is also easier to implement than is shared memory for intercomputer
communication. Shared memory allows maximum speed and convenience of communication, since it
can be done at memory transfer speeds when it takes place within a computer. Problems exist,
however, in the areas of protection and synchronization between the processes sharing memory.
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2.4.6 Protection
Protection provides a mechanism for controlling access to the resources provided by a
computer system. Historically, protection was a concern only on multiprogrammed computer systems
with several users. However, with the advent of networking and the Internet, all computer systems,
from servers to mobile handheld devices, must be concerned with protection.
Typically, system calls providing protection include set permission() and get
permission(), which manipulate the permission settings of resources such as files and disks. The
allow user() and deny user() system calls specify whether particular users can or cannot be allowed
access to certain resources.

 Buffering
A Buffer, of course, is a memory area that stores data being transferred between two
devices or between a device and an application. Buffering is done for three Reasons.
One reason is to cope with a speed mismatch between the producer and consumer of a
data stream. Suppose, for example, that a file is being received via modem for storage on the hard
disk. The modem is about a thousand times slower than the hard disk. So a buffer is created in main
memory to accumulate the bytes received from the modem. When an entire buffer of data has arrived,
the buffer can be written to disk in a single operation. Since the disk write is not instantaneous and the
modem still needs a place to store additional incoming data, two buffers are used. After the modem
fills the first buffer, the disk write is requested. The modem then starts to fill the second buffer while
the first buffer is written to disk. By the time the modem has filled the second buffer, the disk write
from the first one should have completed, so the modem can switch back to the first buffer while the
disk writes the second one. This double buffering decouples the producer of data from the consumer,
thus relaxing timing requirements between them. The need for this decoupling is illustrated in Figure
13.10, which lists the enormous differences in device speeds for typical computer hardware.
A second use of buffering is to provide adaptations for devices that have different
data-transfer sizes. Such disparities are especially common in computer networking, where buffers are
used widely for fragmentation and reassembly of messages. At the sending side, a large message is
fragmented into small network packets. The packets are sent over the network, and the receiving side
places them in a reassembly buffer to form an image of the Source data.
A third use of buffering is to support copy semantics for application I/O.An example
will clarify the meaning of “copy semantics.” Suppose that an application has a buffer of data that it
wishes to write to disk. It calls the write() system call, providing a pointer to the buffer and an integer
specifying the number of bytes to write. After the system call returns, what happens if the application
changes the contents of the buffer? With copy semantics, the version of the data written to disk is
guaranteed to be the version at the time of the application system call, independent of any subsequent
changes in the application’s buffer. A simple way in which the operating system can guarantee copy
semantics is for the write() system call to copy the application data into a kernel buffer before
returning control to the application. The disk write is performed from the kernel buffer, so that
subsequent changes to the application buffer have no effect. Copying of data between kernel buffers
and application data space is common in operating systems, despite the overhead that this operation
introduces, because of the clean semantics. The same effect can be obtained more efficiently by clever
use of virtual memory mapping and copy-on-write page protection.

 Spooling
A spool is a buffer that holds output for a device, such as a printer, that cannot accept
interleaved data streams. Although a printer can serve only one job at a time, several applications may
wish to print their output concurrently, without having their output mixed together. The operating
system solves this problem by intercepting all output to the printer. Each application’s output is
spooled to a separate disk file. When an application finishes printing, the spooling system queues the
corresponding spool file for output to the printer. The spooling system copies the queued spool files to
the printer one at a time. In some operating systems, spooling is managed by a system daemon
process. In others, it is handled by an in-kernel thread. In either case, the operating system provides a
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control interface that enables users and system administrators to display the queue, remove unwanted
jobs before those jobs print, suspend printing while the printer is serviced, and so on.
Some devices, such as tape drives and printers, cannot usefully multiplex the I/O
requests of multiple concurrent applications. Spooling is one way operating systems can coordinate
concurrent output. Another way to deal with concurrent device access is to provide explicit facilities
for coordination. Some operating systems (including VMS) provide support for exclusive device
access by enabling a process to allocate an idle device and to deallocate that device when it is no
longer needed. Other operating systems enforce a limit of one open file handle to such a device. Many
operating systems provide functions that enable processes to coordinate exclusive access among them.
For instance, Windows provides system calls to wait until a device object becomes available. It also
has a parameter to the OpenFile() system call that declares the types of access to be permitted to other
concurrent threads. On these systems, it is up to the applications to avoid deadlock.

2 .Process and Thread Management


Concept of process and threads

The Process
Informally, as mentioned earlier, a process is a program in execution. A process is
more than the program code, which is sometimes known as the text section. It also includes the
current activity, as represented by the value of the program counter and the contents of the
processor’s registers. A process generally also includes the process stack, which contains temporary
data (such as function parameters, return addresses, and local variables), and a data section, which
contains global variables. A process may also include a heap,which is memory that is dynamically
allocated during process run time. The structure of a process in memory is shown in Figure 3.1.
We emphasize that a program by itself is not a process. A program is a passive entity,
such as a file containing a list of instructions stored on disk (often called an executable file). In
contrast, a process is an active entity, with a program counter specifying the next instruction to
execute and a set of associated resources. A program becomes a process when an executable file is
loaded into memory. Two common techniques for loading executable files are double-clicking an icon
representing the executable file and entering the
name of the executable file on the command line (as in prog.exe or a.out).
Although two processes may be associated with the same program, they are
nevertheless considered two separate execution sequences. For instance, several users may be running
different copies of the mail program, or the same user may invoke many copies of the web browser
program. Each of these is a separate process; and although the text sections are equivalent, the data,
heap, and stack sections vary. It is also common to have a process that spawns many processes as it
runs.
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Note that a process itself can be an execution environment for other code. The Java programming
environment provides a good example. In most circumstances, an executable Java program is
executed within the Java virtual machine (JVM). The JVM executes as a process that interprets the
loaded Java code and takes actions (via native machine instructions) on behalf of that code. For
example, to run the compiled Java program Program.class, we would enter
java Program
The command java runs the JVM as an ordinary process, which in turns executes the
Java program in the virtual machine. The concept is the same as simulation, except that the code,
instead of being written for a different instruction set, is written in the Java language.

Threads
The process model implied that a process is a program that performs a single thread
of execution. For example, when a process is running a word-processor program, a single thread of
instructions is being executed. This single thread of control allows the process to perform only one
task at a time. The user cannot simultaneously type in characters and run the spell checker within the
same process, for example. Most modern operating systems have extended the process concept to
allow a process to have multiple threads
of execution and thus to perform more than one task at a time. This feature is especially beneficial on
multicore systems, where multiple threads can run in parallel. On a system that supports threads, the
PCB is expanded to include information for each thread. Other changes throughout the system are
also needed to support threads.



Process states

As a process executes, it changes state. The state of a process is defined in part by the
current activity of that process. A process may be in one of the following states:
• New. The process is being created.
• Running. Instructions are being executed.
• Waiting. The process is waiting for some event to occur (such as an I/O completion or reception of
a signal).
• Ready. The process is waiting to be assigned to a processor.
• Terminated. The process has finished execution.
These names are arbitrary, and they vary across operating systems. The states that
they represent are found on all systems, however. Certain operating systems also more finely
delineate process states. It is important to realize that only one process can be running on any
processor at any instant. Many processes may be ready and waiting, however. The state diagram
corresponding to these states is presented in Figure 3.2.



Process management

Process Control Block
Each process is represented in the operating system by a process control block
(PCB)—also called a task control block. A PCB is shown in Figure 3.3. It contains many pieces of
information associated with a specific process, including these:

20

Preeti Patel
• Process state. The state may be new, ready, running, and waiting, halted, and so on.
• Program counter. The counter indicates the address of the next instruction to be executed for this
process.
• CPU registers. The registers vary in number and type, depending on the computer architecture.
They include accumulators, index registers, stack pointers, and general-purpose registers, plus any
condition-code information. Along with the program counter, this state information must be saved
when an interrupt occurs, to allow the process to be continued
correctly afterward (Figure 3.4).

• CPU-scheduling information. This information includes a process priority, pointers to scheduling
queues, and any other scheduling parameters.
• Memory-management information. This information may include such items as the value of the
base and limit registers and the page tables, or the segment tables, depending on the memory system
used by the operating system.

21

Preeti Patel
• Accounting information. This information includes the amount of CPU and real time used, time
limits, account numbers, job or process numbers, and so on.
• I/O status information. This information includes the list of I/O devices allocated to the process, a
list of open files, and so on.
In brief, the PCB simply serves as the repository for any information that may vary
from process to process.

3.2Process Scheduling
The objective of multiprogramming is to have some process running at all times, to
maximize CPU utilization. The objective of time sharing is to switch the CPU among processes so
frequently that users can interact with each program while it is running.

To meet these objectives, the process scheduler selects an available process (possibly from a set of
several available processes) for program execution on the CPU. For a single-processor system, there
will never be more than one running process. If there are more processes, the rest will have to wait
until the CPU is free and can be rescheduled.

3.2.1 Scheduling Queues
As processes enter the system, they are put into a job queue, which consists of all
processes in the system. The processes that are residing in main memory and are ready and waiting to
execute are kept on a list called the ready queue. This queue is generally stored as a linked list. A
ready-queue header contains pointers to the first and final PCBs in the list. Each PCB includes a
pointer field that points to the next PCB in the ready queue.
The system also includes other queues. When a process is allocated the CPU, it
executes for a while and eventually quits, is interrupted, or waits for the occurrence of a particular
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event, such as the completion of an I/O request. Suppose the process makes an I/O request to a shared
device, such as a disk. Since there are many processes in the system, the disk may be busy with the
I/O request of some other process. The process therefore may have to wait for the disk. The list of
processes waiting for a particular I/O device is called a device queue. Each device has its own device
queue (Figure 3.5).

A common representation of process scheduling is a queuing diagram, such as that
in Figure 3.6. Each rectangular box represents a queue. Two types of queues are present: the ready
queue and a set of device queues. The circles represent the resources that serve the queues, and the
arrows indicate the flow of processes in the system. A new process is initially put in the ready queue.
It waits there until it is selected for execution, or dispatched. Once the process is allocated the CPU
and is executing, one of several events could occur:
• The process could issue an I/O request and then be placed in an I/O queue.
• The process could create a new child process and wait for the child’s termination.
• The process could be removed forcibly from the CPU, as a result of an interrupt, and be put back in
the ready queue.
In the first two cases, the process eventually switches from the waiting state to the
ready state and is then put back in the ready queue. A process continues this cycle until it terminates,
at which time it is removed from all queues and has its PCB and resources deallocated.

3.2.2 Schedulers
A process migrates among the various scheduling queues throughout its lifetime. The
operating system must select, for scheduling purposes, processes from these queues in some fashion.
The selection process is carried out by the appropriate scheduler.
Often, in a batch system, more processes are submitted than can be executed
immediately. These processes are spooled to a mass-storage device (typically a disk), where they are
kept for later execution. The long-term scheduler, or job scheduler, selects processes from this pool
and loads them into memory for execution. The short-term scheduler, or CPU scheduler, selects
from among the processes that are ready to execute and allocates the CPU to one of them.
The primary distinction between these two schedulers lies in frequency of execution.
The short-term scheduler must select a new process for the CPU frequently. A process may execute
for only a few milliseconds before waiting for an I/O request. Often, the short-term scheduler executes
at least once every 100 milliseconds. Because of the short time between executions, the short-term
scheduler must be fast. If it takes 10 milliseconds to decide to execute a process for 100 milliseconds,
then 10/(100 + 10) = 9 percent of the CPU is being used (wasted) simply for scheduling the work.
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The long-term scheduler executes much less frequently; minutes may separate the
creation of one new process and the next. The long-term scheduler controls the degree of
multiprogramming (the number of processes in memory).If the degree of multiprogramming is
stable, and then the average rate of process creation must be equal to the average departure rate of
processes leaving the system. Thus, the long-term scheduler may need to be invoked only when a
process leaves the system. Because of the longer interval between executions, the long-term scheduler
can afford to take more time to decide which process should be selected for execution.
It is important that the long-term scheduler make a careful selection. In general, most
processes can be described as either I/O bound or CPU bound. An I/O-bound process is one that
spends more of its time doing I/O than it spends doing computations. A CPU-bound process, in
contrast, generates I/O requests infrequently, using more of its time doing computations. It is
important that the long-term scheduler select a good process mix of I/O-bound and CPU-bound
processes. If all processes are I/O bound, the ready queue will almost always be empty, and the shortterm scheduler will have little to do. If all processes are CPU bound, the I/O waiting queue will
almost always be empty, devices will go unused, and again the system will be unbalanced. The system
with the best performance will thus have a combination of CPU-bound and I/O-bound processes.
On some systems, the long-term scheduler may be absent or minimal. For example,
time-sharing systems such as UNIX and Microsoft Windows systems often have no long-term
scheduler but simply put every new process in memory for the short-term scheduler. The stability of
these systems depends either on a physical limitation (such as the number of available terminals) or
on the self-adjusting nature of human users. If performance declines to unacceptable levels on a
multiuser system, some users will simply quit.
Some operating systems, such as time-sharing systems, may introduce an
additional, intermediate level of scheduling. This medium-term scheduler is diagrammed in Figure
3.7. The key idea behind a medium-term scheduler is that sometimes it can be advantageous to
remove a process from memory (and from active contention for the CPU) and thus reduce the degree
of multiprogramming. Later, the process can be reintroduced into memory, and its execution can be
continued where it left off. This scheme is called swapping. The process is swapped out, and is later
swapped in, by the medium-term scheduler. Swapping may be necessary to improve the process mix
or because a change in memory requirements has overcommitted available memory, requiring
memory to be freed up.



Context switching

Interrupts cause the operating system to change a CPU from its current task and to
run a kernel routine. Such operations happen frequently on general-purpose systems. When an
interrupt occurs, the system needs to save the current context of the process running on the CPU so
that it can restore that context when its processing is done, essentially suspending the process and then
resuming it. The context is represented in the PCB of the process. It includes the value of the CPU
registers, the process state,and memory-management information. Generically, we perform a state
save of the current state of the CPU, be it in kernel or user mode, and then a state restore to resume
operations.
Switching the CPU to another process requires performing a state save of the current
process and a state restore of a different process. This task is known as a context switch. When a
context switch occurs, the kernel saves the context of the old process in its PCB and loads the saved
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context of the new process scheduled to run. Context-switch time is pure overhead, because the
system does no useful work while switching. Switching speed varies from machine to machine,
depending on the memory speed, the number of registers that must be copied, and the existence of
special instructions (such as a single instruction to load or store all registers). A typical speed is a few
milliseconds.
Context-switch times are highly dependent on hardware support. For instance, some
processors (such as the Sun UltraSPARC) provide multiple sets of registers. A context switch here
simply requires changing the pointer to the current register set. Of course, if there are more active
processes than there are register sets, the system resorts to copying register data to and from memory,
as before. Also, the more complex the operating system, the greater the amount of work that must be
done during a context switch. Advanced memory-management techniques may require that extra data
be switched with each context. For instance, the address space of the current process must be
preserved as the space of the next task is prepared for use. How the address space is preserved, and
what amount of work is needed to preserve it, depend on the memory-management method of the
operating system.



Interaction between processes and OS

Processes executing concurrently in the operating system may be either independent
processes or cooperating processes. A process is independent if it cannot affect or be affected by the
other processes executing in the system. Any process that does not share data with any other process
is independent. A process is cooperating if it can affect or be affected by the other processes
executing in the system. Clearly, any process that shares data with other processes is a cooperating
process.
There are several reasons for providing an environment that allows process Cooperation:
• Information sharing
Since several users may be interested in the same piece of information (for
instance, a shared file),we must provide an environment to allow concurrent access to such
information.
• Computation speedup
If we want a particular task to run faster, we must break it into subtasks, each
of which will be executing in parallel with the others. Notice that such a speedup can be achieved only
if the computer has multiple processing cores.
• Modularity
We may want to construct the system in a modular fashion, dividing the system
functions into separate processes or threads.
• Convenience
Even an individual user may work on many tasks at the same time. For instance, a
user may be editing, listening to music, and compiling in parallel.
Cooperating processes require an interprocess communication (IPC) mechanism
that will allow them to exchange data and information. There are two fundamental models of
interprocess communication: shared memory and message passing. In the shared-memory model, a
region of memory that is shared by cooperating processes is established. Processes can then exchange
information by reading and writing data to the shared region. In the message-passing model,
communication takes place by means of messages exchanged between the cooperating processes. The
two communications models are contrasted in Figure 3.12. Both of the models just mentioned are
common in operating systems, and many systems implement both. Message passing is useful for
exchanging smaller amounts of data, because no conflicts need be avoided. Message passing is also
easier to implement in a distributed system than shared memory. (Although there are systems that
provide distributed shared Memory, we do not consider them in this text.) Shared memory can be
faster than message passing, since message-passing systems are typically implemented using system
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calls and thus require the more time-consuming task of kernel intervention. In shared-memory
systems, system calls are required only to establish shared memory regions.

Once shared memory is established, all accesses are treated as routine memory accesses, and no
assistance from the kernel is required. Recent research on systems with several processing cores
indicates that message passing provides better performance than shared memory on such systems.
Shared memory suffers from cache coherency issues, which arise because shared data migrate among
the several caches. As the number of processing cores on systems increases, it is possible that we will
see message passing as the preferred mechanism for IPC.In the remainder of this section, we explore
shared-memory and message passing systems in more detail.

3.4.1 Shared-Memory Systems
Interprocess communication using shared memory requires communicating processes
to establish a region of shared memory. Typically, a shared-memory region resides in the address
space of the process creating the shared-memory segment. Other processes that wish to communicate
using this shared-memory segment must attach it to their address space. Recall that, normally, the
operating system tries to prevent one process from accessing another process’s memory. Shared
memory requires that two or more processes agree to remove this restriction. They can then exchange
information by reading and writing data in the shared areas. The form of the data and the location are
determined by these processes and are not under the operating system’s control. The processes are
also responsible for ensuring that they are not writing to the same location simultaneously.
To illustrate the concept of cooperating processes, let’s consider the producer–
consumer problem, which is a common paradigm for cooperating processes. A producer process
produces information that is consumed by a consumer process. For example, a compiler may produce
assembly code that is consumed by an assembler. The assembler, in turn, may produce object modules
that are consumed by the loader. The producer–consumer problem also provides a useful metaphor for
the client–server paradigm.
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We generally think of a server as a producer and a client as a consumer. For example,
a web server produces (that is, provides) HTML files and images, which are consumed (that is, read)
by the client web browser requesting the resource. One solution to the producer–consumer problem
uses shared memory. To allow producer and consumer processes to run concurrently, we must have
available a buffer of items that can be filled by the producer and emptied by the consumer. This buffer
will reside in a region of memory that is shared by the producer and consumer processes. A producer
can produce one item while the consumer is consuming another item. The producer and consumer
must be synchronized, so that the consumer does not try to consume an item that has not yet been
produced.
Two types of buffers can be used. The unbounded buffer places no practical
limit on the size of the buffer. The consumer may have to wait for new items, but the producer can
always produce new items. The bounded buffer assumes a fixed buffer size. In this case, the
consumer must wait if the buffer is empty, and the producer must wait if the buffer is full.
Let’s look more closely at how the bounded buffer illustrates interprocess communication
using shared memory. The following variables reside in a region of memory shared by the producer
and consumer processes:
#define BUFFER SIZE 10
typedef struct {
...
}item;
item buffer[BUFFER SIZE];
int in = 0;
int out = 0;

The shared buffer is implemented as a circular array with two logical pointers: in and
out.The variable in points to the next free position in the buffer; out points to the first full position in
the buffer. The buffer is empty when in == out; the buffer is full when ((in + 1) % BUFFER SIZE) ==
out.
The code for the producer process is shown in Figure 3.13, and the code for the
consumer process is shown in Figure 3.14. The producer process has a item next consumed;
while (true) {
while (in == out)
; /* do nothing */
next consumed = buffer[out];
out = (out + 1) % BUFFER SIZE;
/* consume the item in next consumed */
}

Figure 3.14 The consumer process using shared memory.
local variable next produced in which the new item to be produced is stored.
The consumer process has a local variable next consumed in which the item to be consumed is stored.
This scheme allows at most BUFFER SIZE − 1 items in the buffer at the same time.
We leave it as an exercise for you to provide a solution in which BUFFER SIZE items can be in the
buffer at the same time. In Section 3.5.1, we illustrate the POSIX API for shared memory.
One issue this illustration does not address concerns the situation in which
Both the producer process and the consumer process attempt to access the shared buffer concurrently.
In Chapter 5, we discuss how synchronization among cooperating processes can be implemented
effectively in a shared memory environment.

3.4.2 Message-Passing Systems
In Section 3.4.1, we showed how cooperating processes can communicate in a
shared-memory environment. The scheme requires that these processes share a region of memory and
that the code for accessing and manipulating the shared memory be written explicitly by the
application programmer. Another way to achieve the same effect is for the operating system to
provide the means for cooperating processes to communicate with each other via a message-passing
facility.
Message passing provides a mechanism to allow processes to communicate
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and to synchronize their actions without sharing the same address space. It is particularly useful in a
distributed environment, where the communicating processes may reside on different computers
connected by a network. For example, an Internet chat program could be designed so that chat
participants communicate with one another by exchanging messages.
A message-passing facility provides at least two operations:
1. send(message)
2. receive(message)
Messages sent by a process can be either fixed or variable in size. If only fixed-sized
messages can be sent, the system-level implementation is straightforward. This restriction, however,
makes the task of programming more difficult. Conversely, variable-sized messages require a more
complex system level implementation, but the programming task becomes simpler. This is a common
kind of tradeoff seen throughout operating-system design.
If processes P and Q want to communicate, they must send messages to and receive
messages from each other: a communication link must exist between them. This link can be
implemented in a variety of ways. We are concerned here not with the link’s physical implementation
but rather with its logical implementation. Here are several methods for logically implementing a link
and the send()/receive() operations:
• Direct or indirect communication
• Synchronous or asynchronous communication
• Automatic or explicit buffering

3.4.2.1 Naming
Processes that want to communicate must have a way to refer to each other. They can
use either direct or indirect communication. Under direct communication, each process that wants to
communicate must explicitly name the recipient or sender of the communication. In this scheme, the
send() and receive() primitives are defined as:
• send(P, message)—Send a message to process P.
• receive(Q, message)—Receive a message from process Q.
A communication link in this scheme has the following properties:
• A link is established automatically between every pair of processes that want to
communicate. The processes need to know only each other’s identity to communicate.
• A link is associated with exactly two processes.
• Between each pair of processes, there exists exactly one link.
This scheme exhibits symmetry in addressing; that is, both the sender process and the receiver process
must name the other to communicate. A variant of this scheme employs asymmetry in addressing.
Here, only the sender names the recipient; the recipient is not required to name the sender. In this
scheme, the send() and receive() primitives are defined as follows:
• send(P, message)—Send a message to process P.
• receive(id, message)—Receive a message from any process. The variable id is set to the
name of the process with which communication has taken place.
The disadvantage in both of these schemes (symmetric and asymmetric)
is the limited modularity of the resulting process definitions. Changing the identifier of a process may
necessitate examining all other process definitions. All references to the old identifier must be found,
so that they can be modified to the new identifier. In general, any such hard-coding techniques, where
identifiers must be explicitly stated, are less desirable than techniques involving indirection, as
described next.
With indirect communication, the messages are sent to and received from
Mailboxes or ports. mailbox can be viewed abstractly as an object into which messages can be placed
by processes and from which messages can be removed. Each mailbox has a unique identification. For
example, POSIX message queues use an integer value to identify a mailbox. A process can
communicate with another process via a number of different mailboxes, but two processes can
communicate only if they have a shared mailbox. The send() and receive() primitives are defined as
follows:
• send(A, message)—Send a message to mailbox A.
• receive(A, message)—Receive a message from mailbox A.
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In this scheme, a communication link has the following properties:
• A link is established between a pair of processes only if both members of
the pair have a shared mailbox.
• A link may be associated with more than two processes.
• Between each pair of communicating processes, a number of different links may exist, with
each link corresponding to one mailbox.
Now suppose that processes P1, P2, and P3 all share mailbox A. Process P1 sends a message to A,
while both P2 and P3 execute a receive() from A. Which process will receive the message sent by P1?
The answer depends on which of the following methods we choose:
• Allow a link to be associated with two processes at most.
• Allow at most one process at a time to execute a receive() operation.
• Allow the system to select arbitrarily which process will receive the message (that is, either
P2 or P3, but not both, will receive the message). The system may define an algorithm for
selecting which process will receive the message (for example, round robin, where processes
take turns receiving messages). The system may identify the receiver to the sender.
A mailbox may be owned either by a process or by the operating system. If the mailbox is owned by a
process (that is, the mailbox is part of the address space of the process), then we distinguish between
the owner (which can only receive messages through this mailbox) and the user (which can only send
messages to the mailbox). Since each mailbox has a unique owner, there can be no confusion about
which process should receive a message sent to this mailbox. When a process that owns a mailbox
terminates, the mailbox disappears. Any process that subsequently sends a message to this mailbox
must be notified that the mailbox no longer exists. In contrast, a mailbox that is owned by the
operating system has an existence of its own. It is independent and is not attached to any particular
process. The operating system then must provide a mechanism that allows a process to do the
following:
• Create a new mailbox.
• Send and receive messages through the mailbox.
• Delete a mailbox.
The process that creates a new mailbox is that mailbox’s owner by default. Initially, the owner is the
only process that can receive messages through this mailbox. However, the ownership and receiving
privilege may be passed to other processes through appropriate system calls. Of course, this provision
could result in multiple receivers for each mailbox.

3.4.2.2 Synchronization
Communication between processes takes place through calls to send() and receive()
primitives. There are different design options for implementing each primitive. Message passing may
be either blocking or nonblocking— also known as synchronous and asynchronous. (Throughout
this text, you will encounter the concepts of synchronous and asynchronous behavior in relation to
various operating-system algorithms.)
• Blocking send. The sending process is blocked until the message is received by the receiving
process or by the mailbox.
• Nonblocking send. The sending process sends the message and resumes operation.
• Blocking receive. The receiver blocks until a message is available.
• Nonblocking receive. The receiver retrieves either a valid message or a null.
Different combinations of send() and receive() are possible.When both send() and receive() are
blocking, we have a rendezvous between the sender and the receiver. The solution to the producer–
consumer problem becomes trivial when we use blocking send() and receive() statements. The
producer merely invokes the blocking send() call and waits until the message is delivered to either the
receiver or the mailbox. Likewise, when the consumer invokes receive(), it blocks until a message is
available. This is illustrated in Figures 3.15 and 3.16.

3.4.2.3 Buffering
Whether communication is direct or indirect, messages exchanged by communicating
processes reside in a temporary queue. Basically, such queues can be implemented in three ways:
message next produced;
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while (true) {
/* produce an item in next produced */
send(next produced);
}

Figure 3.15 The producer process using message passing.
• Zero capacity. The queue has a maximum length of zero; thus, the link cannot have any messages
waiting in it. In this case, the sender must block until the recipient receives the message.
• Bounded capacity. The queue has finite length n; thus, at most n messages can reside in it. If the
queue is not full when a new message is sent, the message is placed in the queue (either the message
is copied or a pointer to the message is kept), and the sender can continue execution without waiting.
The link’s capacity is finite, however. If the link is full, the sender must block until space is available
in the queue.
• Unbounded capacity. The queue’s length is potentially infinite; thus, any number of messages can
wait in it. The sender never blocks. The zero-capacity case is sometimes referred to as a message
system with no buffering. The other cases are referred to as systems with automatic buffering.



Multithreading

A thread is a basic unit of CPU utilization; it comprises a thread ID, a program
counter, a register set, and a stack. It shares with other threads belonging to the same process its code
section, data section, and other operating-system resources, such as open files and signals.A
traditional (or heavyweight) process has a single thread of control. If a process has multiple threads of
control, it can perform more than one task at a time. Figure 4.1 illustrates the difference between a
traditional single-threaded process and a multithreaded process.

4.1.1 Motivation
Most software applications that run on modern computers are multithreaded. An
application typically is implemented as a separate process with several threads of control. A web
browser might have one thread display images or text while another thread retrieves data from the
network, for example. A word processor may have a thread for displaying graphics, another thread for
responding to keystrokes from the user, and a third thread for performing spelling and grammar
checking in the background. Applications can also
be designed to leverage processing capabilities on multicore systems. Such applications can perform
several CPU-intensive tasks in parallel across the multiple computing cores.
In certain situations, a single application may be required to perform several similar
tasks. For example, a web server accepts client requests for web pages, images, sound, and so forth. A
busy web server may have several (perhaps thousands of) clients concurrently accessing it. If the web
server ran as a traditional single-threaded process, it would be able to service only one client at a time,
and a client might have to wait a very long time for its request to be serviced.
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One solution is to have the server run as a single process that accepts requests. When
the server receives a request, it creates a separate process to service that request. In fact, this processcreation method was in common use before threads became popular. Process creation is time
consuming and resource intensive, however. If the new process will perform the same tasks as the
existing process, why incur all that overhead? It is generally more efficient to use one process that
contains multiple threads. If the web-server process is multithreaded, the server will create a separate
thread that listens for client requests. When a request is made, rather than creating another process, the
server creates a new thread to service the request and resume listening for additional requests. This is
illustrated in Figure 4.2. Threads also play a vital role in remote procedure call (RPC) systems. Recall
from Chapter 3 that RPCs allow interprocess communication by providing a communication
mechanism similar to ordinary function or procedure calls. Typically, RPC servers are multithreaded.
When a server receives a message, it services the message using a separate thread.

This allows the server to service several concurrent requests. Finally, most operating-system kernels
are now multithreaded. Several threads operate in the kernel, and each thread performs a specific task,
such as managing devices, managing memory, or interrupt handling. For example, Solaris has a set of
threads in the kernel specifically for interrupt handling; Linux uses a kernel thread for managing the
amount of free memory in the system.

4.1.2 Benefits
The benefits of multithreaded programming can be broken down into four major categories:
1. Responsiveness. Multithreading an interactive application may allow a program to continue
running even if part of it is blocked or is performing a lengthy operation, thereby increasing
responsiveness to the user. This quality is especially useful in designing user interfaces. For instance,
consider what happens when a user clicks a button that results in the performance of a timeconsuming operation. A single-threaded application would be unresponsive to the user until the
operation had completed. In contrast, if the time-consuming operation is performed in a separate
thread, the application remains responsive to the user.
2. Resource sharing. Processes can only share resources through techniques such as shared memory
and message passing. Such techniques must be explicitly arranged by the programmer. However,
threads share the memory and the resources of the process to which they belong by default. The
benefit of sharing code and data is that it allows an application to have several different threads of
activity within the same address space.
3. Economy. Allocating memory and resources for process creation is costly. Because threads share
the resources of the process to which they belong, it is more economical to create and context-switch
threads. Empirically gauging the difference in overhead can be difficult, but in general it is
significantly more time consuming to create and manage processes than threads. In Solaris, for
example, creating a process is about thirty times slower than is creating a thread, and context
switching is about five times slower.
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4. Scalability. The benefits of multithreading can be even greater in a multiprocessor architecture,
where threads may be running in parallel on different processing cores. A single-threaded process can
run on only one processor, regardless how many are available. We explore this issue further in the
following section.



CPU scheduling algorithms
Basic Concepts

In a single-processor system, only one process can run at a time. Others must wait
until the CPU is free and can be rescheduled. The objective of multiprogramming is to have some
process running at all times, to maximize CPU utilization. The idea is relatively simple. A process is
executed until it must wait, typically for the completion of some I/O request. In a simple computer
system, the CPU then just sits idle. All this waiting time is wasted; no useful work is accomplished.
With multiprogramming, we try to use this time productively. Several processes are kept in memory
at one time. When one process has to wait, the operating system takes the CPU away from that
process and gives the CPU to another process. This pattern continues. Every time one process has to
wait, another process can take over use of the CPU.Scheduling of this kind is a fundamental operating
system function. Almost all computer resources are scheduled before use. The CPU is, of course, one
of the primary computer resources. Thus, its scheduling is central to operating-system design.

 CPU–I/O Burst Cycle
The success of CPU scheduling depends on an observed property of processes:
process execution consists of a cycle of CPU execution and I/O wait. Processes alternate between
these two states. Process execution begins with a CPU burst. That is followed by an I/O burst,
which is followed by another CPU burst, then another I/O burst, and so on. Eventually, the final CPU
burst ends with a system request to terminate execution (Figure 6.1).
The durations of CPU bursts have been measured extensively. Although they vary
greatly from process to process and from computer to computer, they tend to have a frequency curve
similar to that shown in Figure 6.2. The curve is generally characterized as exponential or hyper
exponential; with a large number of short CPU bursts and a small number of long CPU bursts An I/Obound program typically has many short CPU bursts. A CPU-bound program might have a few long
CPU bursts. This distribution can be important
in the selection of an appropriate CPU-scheduling algorithm.

6.1.2 CPU Scheduler
Whenever the CPU becomes idle, the operating system must select one of the
processes in the ready queue to be executed. The selection process is carried out by the short-term
scheduler, or CPU scheduler. The scheduler selects a process from the processes in memory that are
ready to execute and allocates the CPU to that process.
Note that the ready queue is not necessarily a first-in, first-out (FIFO) queue.
As we shall see when we consider the various scheduling algorithms, a ready queue can be
implemented as a FIFO queue, a priority queue, a tree, or simply an unordered linked list.
Conceptually, however, all the processes in the ready queue are lined up waiting for a chance to run
on the CPU. The records in the queues are generally process control blocks (PCBs) of the processes.

6.1.3 Preemptive Scheduling
CPU-scheduling decisions may take place under the following four circumstances:
1. When a process switches from the running state to the waiting state (for example, as the
result of an I/O request or an invocation of wait() for the termination of a child process)
2. When a process switches from the running state to the ready state (for
example, when an interrupt occurs)
3. When a process switches from the waiting state to the ready state (for example, at
completion of I/O)
4. When a process terminates
For situations 1 and 4, there is no choice in terms of scheduling. A new process (if
one exists in the ready queue) must be selected for execution. There is a
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choice, however, for situations 2 and 3.
When scheduling takes place only under circumstances 1 and 4, we say
that the scheduling scheme is nonpreemptive or cooperative. Otherwise, it is preemptive.
Under nonpreemptive scheduling, once the CPU has been allocated to a process, the process keeps the
CPU until it releases the CPU either by terminating or by switching to the waiting state. This
scheduling method was used by Microsoft Windows 3.x. Windows 95 introduced preemptive
scheduling, and all subsequent versions of Windows operating systems have used preemptive
scheduling. The Mac OS X operating system for the Macintosh also uses preemptive scheduling;
previous versions of the Macintosh operating system relied on cooperative scheduling. Cooperative
scheduling is the only method that can be used on certain hardware platforms, because it does not
require the special hardware (for example, a timer) needed for preemptive scheduling.
Unfortunately, preemptive scheduling can result in race conditions when data are
shared among several processes. Consider the case of two processes that share data. While one
process is updating the data, it is preempted so that the second process can run.
The second
process then tries to read the data, which are in an inconsistent state. Preemption also affects the
design of the operating-system kernel. During the processing of a system call, the kernel maybe busy
with an activity on behalf of a process. Such activities may involve changing important kernel data
(for instance, I/O queues). What happens if the process is preempted in the middle of these changes
and the kernel (or the device driver) needs to read or modify the same structure? Chaos ensues.
Certain operating systems, including most versions of UNIX, deal with this problem by waiting either
for a system call to complete or for an I/O block to take place before doing a context switch.
This scheme ensures that the kernel structure is simple, since the kernel will not
preempt a process while the kernel data structures are in an inconsistent state. Unfortunately, this
kernel-execution model is a poor one for supporting real-time computing where tasks must complete
execution within a given time frame. In Section 6.6, we explore scheduling demands of real-time
systems. Because interrupts can, by definition, occur at any time, and because they cannot always be
ignored by the kernel, the sections of code affected
by interrupts must be guarded from simultaneous use. The operating system needs to accept interrupts
at almost all times. Otherwise, input might be lost or output overwritten. So that these sections of code
are not accessed concurrently by several processes, they disable interrupts at entry and reenable
interrupts at exit. It is important to note that sections of code that disable interrupts do not occur very
often and typically contain few instructions.

6.1.4 Dispatcher
Another component involved in the CPU-scheduling function is the dispatcher. The
dispatcher is the module that gives control of the CPU to the process selected by the short-term
scheduler. This function involves the following:
• Switching context
• Switching to user mode
• Jumping to the proper location in the user program to restart that program
The dispatcher should be as fast as possible, since it is invoked during every
process switch. The time it takes for the dispatcher to stop one process and start another running is
known as the dispatch latency.

6.2 Scheduling Criteria
Different CPU-scheduling algorithms have different properties, and the choice of a
particular algorithm may favor one class of processes over another. In choosing which algorithm to
use in a particular situation, we must consider the properties of the various algorithms.
Many criteria have been suggested for comparing CPU-scheduling algorithms. Which
characteristics are used for comparison can make a substantial difference in which algorithm is judged
to be best. The criteria include the following:

• CPU utilization. We want to keep the CPU as busy as possible. Conceptually, CPU utilization can
range from 0 to 100 percent. In a real system, it should range from 40 percent (for a lightly loaded
system) to 90 percent (for a heavily loaded system).
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• Throughput. If the CPU is busy executing processes, then work is being done. One measure of work
is the number of processes that are completed per time unit, called throughput. For long processes,
this rate may be one process per hour; for short transactions, it may be ten processes per second.
• Turnaround time. From the point of view of a particular process, the important criterion is how long
it takes to execute that process. The interval from the time of submission of a process to the time of
completion is the turnaround time. Turnaround time is the sum of the periods spent waiting to get into
memory, waiting in the ready queue, executing on the CPU, and doing I/O.
• Waiting time. The CPU-scheduling algorithm does not affect the amount of time during which a
process executes or does I/O. It affects only the amount of time that a process spends waiting in the
ready queue. Waiting time is the sum of the periods spent waiting in the ready queue.
• Response time. In an interactive system, turnaround time may not be the best criterion. Often, a
process can produce some output fairly early and can continue computing new results while previous
results are being output to the user. Thus, another measure is the time from the submission of a
request until the first response is produced. This measure, called response time, is the time it takes to
start responding, not the time it takes to output the response. The turnaround time is generally limited
by the speed of the output device.
It is desirable to maximize CPU utilization and throughput and to minimize
turnaround time, waiting time, and response time. In most cases, we optimize the average measure.
However, under some circumstances, we prefer to optimize the minimum or maximum values rather
than the average. For example, to guarantee that all users get good service, we may want to minimize
the maximum response time.
Investigators have suggested that, for interactive systems (such as desktop systems), it
is more important to minimize the variance in the response time than to minimize the average
response time. A system with reasonable and predictable response time may be considered more
desirable than a system that is faster on the average but is highly variable. However, little work has
been done on CPU-scheduling algorithms that minimize variance.
As we discuss various CPU-scheduling algorithms in the following section, we
illustrate their operation. An accurate illustration should involve many processes, each a sequence of
several hundred CPU bursts and I/O bursts. For simplicity, though, we consider only one CPU burst
(in milliseconds) per process in our examples. Our measure of comparison is the average waiting
time. More elaborate evaluation mechanisms are discussed in Section 6.8.

6.3 Scheduling Algorithms
CPU scheduling deals with the problem of deciding which of the processes in the ready queue
is to be allocated the CPU. There are many different CPU-scheduling algorithms. In this section, we
describe several of them.

6.3.1 First-Come, First-Served Scheduling
By far the simplest CPU-scheduling algorithm is the first-come, first-served (FCFS)
scheduling algorithm. With this scheme, the process that requests the CPU first is allocated the CPU
first. The implementation of the FCFS policy is easily managed with a FIFO queue. When a process
enters the ready queue, its PCB is linked onto the tail of the queue. When the CPU is free, it is
allocated to the process at the head of the queue. The running process is then removed from the queue.
The code for FCFS scheduling is simple to write and understand. On the negative side, the average
waiting time under the FCFS policy is often quite long. Consider the following set of processes that
arrive at time 0, with the length of the CPU burst given in milliseconds:
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If the processes arrive in the order P1, P2, P3, and are served in FCFS order, we get the result shown
in the following Gantt chart, which is a bar chart that illustrates a particular schedule, including the
start and finish times of each of the participating processes:

The waiting time is 0 milliseconds for process P1, 24 milliseconds for process P2, and 27
milliseconds for process P3. Thus, the average waiting time is (0 + 24 + 27)/3 = 17 milliseconds. If
the processes arrive in the order P2, P3, P1, however, the results will be as shown in the following
Gantt chart:

The average waiting time is now (6 + 0 + 3)/3 = 3 milliseconds. This reduction is
substantial. Thus, the average waiting time under an FCFS policy is generally not minimal and may
vary substantially if the processes’ CPU burst times vary greatly.
In addition, consider the performance of FCFS scheduling in a dynamic situation.
Assume we have one CPU-bound process and many I/O-bound processes. As the processes flow
around the system, the following scenario may result. The CPU-bound process will get and hold the
CPU. During this time, all the other processes will finish their I/O and will move into the ready queue,
waiting for the CPU. While the processes wait in the ready queue, the I/O devices are idle. Eventually,
the CPU-bound process finishes its CPU burst and moves to an I/O device. All the I/O-bound
processes, which have short CPU bursts, execute quickly and move back to the I/O queues. At this
point, the CPU sits idle. The CPU-bound process will then move back to the ready queue and be
allocated the CPU. Again, all the I/O processes end up waiting in the ready queue until the CPUbound process is done. There is a convoy effect as all the other processes wait for the one big process
to get off the CPU. This effect results in lower CPU and device utilization than might be possible if
the
Shorter processes were allowed to go first. Note also that the FCFS scheduling algorithm is non
preemptive. once the CPU has been allocated to a process, that process keeps the CPU until it releases
the CPU, either by terminating or by requesting I/O. The FCFS algorithm is thus particularly
troublesome for time-sharing systems, where it is important that each user get a share of the CPU at
regular intervals. It would be disastrous to allow one process to keep the CPU for an extended period.

6.3.2 Shortest-Job-First Scheduling
A different approach to CPU scheduling is the shortest-job-first (SJF) scheduling algorithm.
This algorithm associates with each process the length of the process’s next CPU burst. When the
CPU is available, it is assigned to the process that has the smallest next CPU burst. If the next CPU
bursts of two processes are the same, FCFS scheduling is used to break the tie. Note that a more
appropriate term for this scheduling method would be the shortest-next- CPU-burst algorithm,
because scheduling depends on the length of the next CPU burst of a process, rather than its total
length. We use the term SJF because most people and textbooks use this term to refer to this type of
scheduling. As an example of SJF scheduling, consider the following set of processes, with the length
of the CPU burst given in milliseconds:
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Using SJF scheduling, we would schedule these processes according to the following Gantt chart:

The waiting time is 3 milliseconds for process P1, 16 milliseconds for process P2, 9
milliseconds for process P3, and 0 milliseconds for process P4. Thus, the average waiting time is (3 +
16 + 9 + 0)/4 = 7 milliseconds. By comparison, if we were using the FCFS scheduling scheme, the
average waiting time would be 10.25 milliseconds.
The SJF scheduling algorithm is provably optimal, in that it gives the minimum
average waiting time for a given set of processes. Moving a short process before long one decrease
the waiting time of the short process more than it increases the waiting time of the long process.
Consequently, the average waiting time decreases. The real difficulty with the SJF algorithm knows
the length of the next CPU request. For long-term (job) scheduling in a batch system, we can use the
process time limit that a user specifies when he submits the job. In this situation, users are motivated
to estimate the process time limit accurately, since a lower value may mean faster response but too
low a value will cause
a time-limit-exceeded error and require resubmission. SJF scheduling is used frequently in long-term
scheduling.
Although the SJF algorithm is optimal, it cannot be implemented at the level of shortterm CPU scheduling. With short-term scheduling, there is no way to know the length of the next
CPU burst. One approach to this problem is to try to approximate SJF scheduling. We may not know
the length of the next CPU burst, but we may be able to predict its value. We expect that the next CPU
burst will be similar in length to the previous ones. By computing an approximation of the length of
the next CPU burst, we can pick the process with the shortest predicted CPU burst. The next CPU
burst is generally predicted as an exponential average of the measured lengths of previous CPU
bursts. We can define the exponential
The SJF algorithm can be either preemptive or nonpreemptive. The choice arises
when a new process arrives at the ready queue while a previous process is still executing. The next
CPU burst of the newly arrived process may be shorter than what is left of the currently executing
process. A preemptive SJF algorithm will preempt the currently executing process, whereas a
nonpreemptive SJF algorithm will allow the currently running process to finish its CPU burst.
Preemptive SJF scheduling is sometimes called shortest-remaining-time-first scheduling. As an
example, consider the following four processes, with the length of the CPU burst given in
milliseconds:

If the processes arrive at the ready queue at the times shown and need the indicated burst times, then
the resulting preemptive SJF schedule is as depicted in the following Gantt chart:

Process P1 is started at time 0, since it is the only process in the queue. Process P2 arrives at time 1.
The remaining time for process P1 (7 milliseconds) is larger than the time required by process P2 (4
milliseconds), so process P1 is preempted, and process P2 is scheduled. The average waiting time for
this example is [(10 − 1) + (1 − 1) + (17 − 2) + (5 − 3)]/4 = 26/4 = 6.5 milliseconds. Nonpreemptive
SJF scheduling would result in an average waiting time of 7.75 milliseconds.
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6.3.3 Priority Scheduling
The SJF algorithm is a special case of the general priority-scheduling algorithm. A
priority is associated with each process, and the CPU is allocated to the process with the highest
priority. Equal-priority processes are scheduled in FCFS order. An SJF algorithm is simply a priority
algorithm where the priority (p) is the inverse of the (predicted) next CPU burst. The larger the CPU
burst, the lower the priority, and vice versa. Note that we discuss scheduling in terms of high priority
and low priority.
Priorities are generally indicated by some fixed range of numbers, such as 0 to 7 or 0
to 4,095. However, there is no general agreement on whether 0 is the highest or lowest priority. Some
systems use low numbers to represent low priority; others use low numbers for high priority. This
difference can lead to confusion. In this text, we assume that low numbers represent high priority. As
an example, consider the following set of processes, assumed to have arrived at time 0 in the order P1,
P2, · · ·, P5, with the length of the CPU burst given in milliseconds:

Using priority scheduling, we would schedule these processes according to the following Gantt chart:

The average waiting time is 8.2 milliseconds. Priorities can be defined either
internally or externally. Internally defined priorities use some measurable quantity or quantities to
compute the priority of a process. For example, time limits, memory requirements, the number of
open files, and the ratio of average I/O burst to average CPU burst have been used in computing
priorities. External priorities are set by criteria outside the operating system, such as the importance of
the process, the type and amount of funds being paid for computer use, the department sponsoring the
work, and other, often political, factors.
Priority scheduling can be either preemptive or nonpreemptive. When a process
arrives at the ready queue, its priority is compared with the priority of the currently running process.
A preemptive priority scheduling algorithm will preempt the CPU if the priority of the newly arrived
process is higher than the priority of the currently running process. A nonpreemptive priority
scheduling algorithm will simply put the new process at the head of the ready queue.
A major problem with priority scheduling algorithms is indefinite blocking, or
starvation. A process that is ready to run but waiting for the CPU can be considered blocked. A
priority scheduling algorithm can leave some low priority processes waiting indefinitely. In a heavily
loaded computer system, a steady stream of higher-priority processes can prevent a low-priority
process from ever getting the CPU. Generally, one of two things will happen. Either the process will
eventually be run (at 2 A.M. Sunday, when the system is finally lightly loaded), or the computer
system will eventually crash and lose all unfinished low-priority processes. A solution to the problem
of indefinite blockage of low-priority processes is aging. Aging involves gradually increasing the
priority of processes that wait in the system for a long time. For example, if priorities range from 127
(low) to 0 (high), we could increase the priority of a waiting process by 1 every 15 minutes.
Eventually, even a process with an initial priority of 127 would have the highest priority in the system
and would be executed. In fact, it would take no more than 32 hours for a priority-127 process to age
to a priority-0 process.

6.3.4 Round-Robin Scheduling
The round-robin (RR) scheduling algorithm is designed especially for timesharing
systems. It is similar to FCFS scheduling, but preemption is added to enable the system to switch
between processes. A small unit of time, called a time quantum or time slice, is defined. A time
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quantum is generally from 10 to 100 milliseconds in length. The ready queue is treated as a circular
queue. The CPU scheduler goes around the ready queue, allocating the CPU to each process for a time
interval of up to 1 time quantum.
To implement RR scheduling, we again treat the ready queue as a FIFO
queue of processes. New processes are added to the tail of the ready queue. The CPU scheduler picks
the first process from the ready queue, sets a timer to interrupt after 1 time quantum, and dispatches
the process. One of two things will then happen. The process may have a CPU burst of less than 1
time quantum. In this case, the process itself will release the CPU voluntarily. The scheduler will then
proceed to the next process in the ready queue. If the CPU burst of the currently running process is
longer than 1 time quantum, the timer will go off and will cause an interrupt to the operating system.
A context switch will be executed, and the process will be put at the tail of the ready queue. The CPU
scheduler will then select the next process in the ready queue.
The average waiting time under the RR policy is often long. Consider the following set of processes
that arrive at time 0, with the length of the CPU burst given in milliseconds:

If we use a time quantum of 4 milliseconds, then process P1 gets the first 4 milliseconds. Since it
requires another 20 milliseconds, it is preempted after the first time quantum, and the CPU is given to
the next process in the queue, process P2. Process P2 does not need 4 milliseconds, so it quits before
its time quantum expires. The CPU is then given to the next process, process P3. Once each process
has received 1 time quantum, the CPU is returned to process P1 for an additional time quantum. The
resulting RR schedule is as follows:

Let’s calculate the average waiting time for this schedule. P1 waits for 6 milliseconds (10 - 4), P2
waits for 4 milliseconds, and P3 waits for 7 milliseconds. Thus, the average waiting time is 17/3 =
5.66 milliseconds. In the RR scheduling algorithm, no process is allocated the CPU for more than 1
time quantum in a row (unless it is the only runnable process). If a process’s CPU burst exceeds 1
time quantum, that process is preempted and is put back in the ready queue. The RR scheduling
algorithm is thus preemptive.
If there are n processes in the ready queue and the time quantum is q, then each process gets
1/n of the CPU time in chunks of at most q time units. Each process must wait no longer than (n − 1)
× q time units until its next time quantum. For example, with five processes and a time quantum of 20
milliseconds, each process will get up to 20 milliseconds every 100 milliseconds. The performance of
the RR algorithm depends heavily on the size of the time quantum. At one extreme, if the time
quantum is extremely large, the RR policy

is the same as the FCFS policy. In contrast, if the time quantum is extremely small (say, 1
millisecond), the RR approach can result in a large number of context switches. Assume, for example,
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that we have only one process of 10 time units. If the quantum is 12 time units, the process finishes in
less than 1 time quantum, with no overhead. If the quantum is 6 time units, however, the process
requires 2 quanta, resulting in a context switch. If the time quantum is 1 time unit, then nine context
switches will occur, slowing the execution of the process accordingly (Figure 6.4).
Thus, we want the time quantum to be large with respect to the context switch time. If
the context-switch time is approximately 10 percent of the time quantum, then about 10 percent of the
CPU time will be spent in context switching. In practice, most modern systems have time quanta
ranging from 10 to 100 milliseconds. The time required for a context switch is typically less than 10
microseconds; thus, the context-switch time is a small fraction of the time quantum.

Turnaround time also depends on the size of the time quantum. As we can see from
Figure 6.5, the average turnaround time of a set of processes does not necessarily improve as the timequantum size increases. In general, the average turnaround time can be improved if most processes
finish their next CPU burst in a single time quantum. For example, given three processes of 10 time
units each and a quantum of 1 time unit, the average turnaround time is 29. If the time quantum is 10,
however, the average turnaround time drops to 20. If context-switch time is added in, the average
turnaround time increases even more for a smaller time quantum, since more context switches are
required.
Although the time quantum should be large compared with the context switch
time, it should not be too large. As we pointed out earlier, if the time quantum is too large, RR
scheduling degenerates to an FCFS policy. A rule of thumb is that 80 percent of the CPU bursts
should be shorter than the time quantum.



Multiprocessor scheduling algorithms

Our discussion thus far has focused on the problems of scheduling the CPU in a
system with a single processor. If multiple CPUs are available, load sharing becomes possible—but
scheduling problems become correspondingly more complex. Many possibilities have been tried; and
as we saw with single processor CPU scheduling, there is no one best solution.
Here, we discuss several concerns in multiprocessor scheduling. We concentrate on
systems in which the processors are identical—homogeneous —in terms of their functionality. We
can then use any available processor to run any process in the queue. Note, however, that even with
homogeneous multiprocessors, there are sometimes limitations on scheduling. Consider a system with
an I/O device attached to a private bus of one processor. Processes that wish to use that device must
be scheduled to run on that processor.
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6.5.1 Approaches to Multiple-Processor Scheduling
One approach to CPU scheduling in a multiprocessor system has all scheduling
decisions, I/O processing, and other system activities handled by a single processor—the master
server. The other processors execute only user code. This asymmetric multiprocessing is simple
because only one processor accesses the system data structures, reducing the need for data sharing.
#include <pthread.h>
#include <stdio.h>
#define NUM THREADS 5
int main(int argc, char *argv[])
{
int i, scope;
pthread t tid[NUM THREADS];
pthread attr t attr;
/* get the default attributes */
pthread attr init(&attr);
/* first inquire on the current scope */
if (pthread attr getscope(&attr, &scope) != 0)
fprintf(stderr, "Unable to get scheduling scope\n");
else {
if (scope == PTHREAD SCOPE PROCESS)
printf("PTHREAD SCOPE PROCESS");
else if (scope == PTHREAD SCOPE SYSTEM)
printf("PTHREAD SCOPE SYSTEM");
else
fprintf(stderr, "Illegal scope value.\n");
}
/* set the scheduling algorithm to PCS or SCS */
pthread attr setscope(&attr, PTHREAD SCOPE SYSTEM);
/* create the threads */
for (i = 0; i < NUM THREADS; i++)
pthread create(&tid[i],&attr,runner,NULL);
/* now join on each thread */
for (i = 0; i < NUM THREADS; i++)
pthread join(tid[i], NULL);
}
/* Each thread will begin control in this function */
void *runner(void *param)
{
/* do some work ... */
pthread exit(0);
}

Figure 6.8 Pthread scheduling API.
A second approach uses symmetric multiprocessing (SMP), where each processor is
self-scheduling. All processes may be in a common ready queue, or each processor may have its own
private queue of ready processes. Regardless, scheduling proceeds by having the scheduler for each
processor examine the ready queue and select a process to execute.if we have multiple processors
trying to access and update a common data structure, the scheduler must be programmed carefully.
We must ensure that two separate processors do not choose to schedule the same process and that
processes are not lost from the queue. Virtually all modern operating systems support SMP, including
Windows, Linux, and Mac OS X. In the remainder of this section, we discuss issues concerning SMP
systems.

6.5.2 Processor Affinity
Consider what happens to cache memory when a process has been running on a
specific processor. The data most recently accessed by the process populate the cache for the
processor. As a result, successive memory accesses by the process are often satisfied in cache
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memory. Now consider what happens if the process migrates to another processor. The contents of
cache memory must be invalidated for the first processor, and the cache for the second processor must
be repopulated. Because of the high cost of invalidating and repopulating caches, most SMP systems
try to avoid migration of processes from one processor to another and instead attempt to keep a
process running on the same processor. This is known as processor affinity—that is, a process has an
affinity for the processor on which it is currently running.
Processor affinity takes several forms. When an operating system has a policy of
attempting to keep a process running on the same processor—but not guaranteeing that it will do so—
we have a situation known as soft affinity. Here, the operating system will attempt to keep a process
on a single process or,but it is possible for a process to migrate between processors. In contrast, some
systems provide system calls that support hard affinity, thereby allowing a process to specify a
subset of processors on which it may run. Many systems provide both soft and hard affinity. For
example, Linux implements soft affinity, but it also provides the sched setaffinity() system call, which
supports hard affinity.
The main-memory architecture of a system can affect processor affinity
issues.Figure 6.9 illustrates an architecture featuring non-uniform memory access (NUMA), in which
a CPU has faster access to some parts of main memory than to other parts. Typically, this occurs in
systems containing combined CPU and memory boards. The CPUs on a board can access the memory
on that board faster than they can access memory on other boards in the system. If the operating
system’s CPU scheduler and memory-placement algorithms work together, then a process that is
assigned affinity to a particular CPU can be allocated memory on the board where that CPU resides.
This example also shows that operating systems are frequently not as clearly defined and
implemented as described in operating-system textbooks. Rather, the “solid lines” between sections of
an operating system are frequently only “dotted lines,” with algorithms creating connections in ways
aimed at optimizing performance and reliability.

6.5.3 Load Balancing
On SMP systems, it is important to keep the workload balanced among all processors
to fully utilize the benefits of having more than one processor.high workloads, along with lists of
processes awaiting the CPU. Load balancing attempts to keep the workload evenly distributed across
all processors in an SMP system. It is important to note that load balancing is typically necessary only
on systems where each processor has its own private queue of eligible processes to execute. On
systems with a common run queue, load balancing is often unnecessary, because once a processor
becomes idle, it immediately extracts a run able process from the common run queue. It is also
important to note, however, that in most contemporary operating systems supporting SMP, each
processor does have a private queue of eligible processes.
There are two general approaches to load balancing: push migration and
pull migration. With push migration, a specific task periodically checks the
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load on each processor and—if it finds an imbalance—evenly distributes the load by moving (or
pushing) processes from overloaded to idle or less-busy processors. Pull migration occurs when an
idle processor pulls a waiting task from a busy processor. Push and pull migration need not be
mutually exclusive and are in fact often implemented in parallel on load-balancing systems. For
example, the Linux scheduler (described in Section 6.7.1) and the ULE scheduler available for
FreeBSD systems implement both techniques. Interestingly, load balancing often counteracts the
benefits of processor affinity, discussed in Section 6.5.2. That is, the benefit of keeping a process
running on the same processor is that the process can take advantage of its data being in that
processor’s cache memory.Either pulling or pushing a process from one processor to another removes
this benefit. As is often the case in systems engineering, there is no absolute rule concerning what
policy is best.
Thus, in some systems, an idle processor always pulls a process from a non-idle
processor. In other systems, processes are moved only if the imbalance exceeds
a certain threshold.

6.5.4 Multicore Processors
Traditionally, SMP systems have allowed several threads to run concurrently by
providing multiple physical processors. However, a recent practice in computer

hardware has been to place multiple processor cores on the same physical chip, resulting in a
multicore processor. Each core maintains its architectural state and thus appears to the operating
system to be a separate physical processor.
SMP systems that use multicore processors are faster and consume less power
than systems in which each processor has its own physical chip. Multicore processors may complicate
scheduling issues. Let’s consider how this can happen. Researchers have discovered that when a
processor accesses memory, it spends a significant amount of time waiting for the data to become
available. This situation, known as a memory stall, may occur for various reasons, such as a cache
miss (accessing data that are not in cache memory). Figure 6.10 illustrates a memory stall. In this
scenario, the processor can spend up to 50 percent of its time waiting for data to become available
from memory.
To remedy this situation, many recent hardware designs have implemented
multithreaded processor cores in which two (or more) hardware threads are assigned to each core.
That way, if one thread stalls while waiting for memory, the core can switch to another thread. Figure
6.11 illustrates a dual-threaded processor core on which the execution of thread 0 and the execution of
thread 1 are interleaved. From an operating-system perspective, each hardware thread appears as a
logical processor that is available to run a software thread. Thus, on a dual-threaded, dual-core
system, four logical processors are presented to the operating system. The UltraSPARC T3 CPU has
sixteen cores per chip and eight hardware threads per core. From the perspective of the operating
system, there appear to be 128 logical processors.
In general, there are two ways to multithread a processing core: coarse-grained and finegrained multithreading. With coarse-grained multithreading, a thread executes on a processor until a
long-latency event such as a memory stall occurs. Because of the delay caused by the long-latency
event, the processor must switch to another thread to begin execution. However, the cost of switching
between threads is high, since the instruction pipeline must be flushed before the other thread can
begin execution on the processor core.
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Once this new thread begins execution, it begins filling the pipeline with its
instructions. Fine-grained(or interleaved) multithreading switches between threads at a much finer
level of granularity—typically at the boundary of an instruction cycle. However, the architectural
design of fine-grained systems includes logic for thread switching. As a result, the cost of switching
between threads is small.
Notice that a multithreaded multicore processor actually requires two different levels
of scheduling. On one level are the scheduling decisions that must be made by the operating system as
it chooses which software thread to run on each hardware thread (logical processor). For this level of
scheduling, the operating system may choose any scheduling algorithm, such as those described in
Section 6.3. A second level of scheduling specifies how each core decides which hardware thread to
run. There are several strategies to adopt in this situation. The UltraSPARC T3, mentioned earlier,
uses a simple round robin algorithm to schedule the eight hardware threads to each core. Another
example, the Intel Itanium, is a dual-core processor with two hardware managed threads per core.
Assigned to each hardware thread is a dynamic urgency value ranging from 0 to 7, with 0 representing
the lowest urgency and 7 the highest . The Itanium identifies five different events that may trigger a
thread switch. When one of these events occurs, the thread-switching logic compares the urgency of
the two threads and selects the thread with the highest urgency value to execute on the processor core.



Real time scheduling algorithms

CPU scheduling for real-time operating systems involves special issues. In general,
we can distinguish between soft real-time systems and hard real-time systems. Soft real-time systems
provide no guarantee as to when a critical real-time process will be scheduled. They guarantee only
that the process will be given preference over noncritical processes. Hard real-time systems have
stricter requirements. A task must be serviced by its deadline; service after the deadline has expired is
the same as no service at all. In this section, we explore several issues related to process scheduling in
both soft and hard real-time
operating systems.

6.6.1 Minimizing Latency
Consider the event-driven nature of a real-time system. The system is typically
waiting for an event in real time to occur. Events may arise either in software —as when a timer
expires—or in hardware—as when a remote-controlled vehicle detects that it is approaching an
obstruction. When an event occurs, the system must respond to and service it as quickly as possible.
We refer to event latency as the amount of time that elapses from when an event occurs to when it is
serviced (Figure 6.12).
Usually, different events have different latency requirements. For example, the
latency requirement for an antilock brake system might be 3 to 5 milliseconds. That is, from the time
a wheel first detects that it is sliding, the system controlling the antilock brakes has 3 to 5milliseconds
to respond to and control the situation. Any response that takes longer might result in the

automobile’s veering out of control. In contrast, embedded system controlling radar in an
airliner might tolerate a latency period of several seconds.
Two types of latencies affect the performance of real-time systems:
1. Interrupt latency
2. Dispatch latency
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Interrupt latency refers to the period of time from the arrival of an interrupt
at the CPU to the start of the routine that services the interrupt. When an interrupt occurs, the
operating system must first complete the instruction it is executing and determine the type of interrupt
that occurred. It must then save the state of the current process before servicing the interrupt using the
specific interrupt service routine (ISR). The total time required to perform these tasks is the interrupt
latency (Figure 6.13). Obviously, it is crucial for real Time operating systems to minimize

Interrupt latency to ensure that real-time tasks receive immediate attention. Indeed, for hard real-time
systems, interrupt latency must not simply be minimized; it must be bounded to meet the strict
requirements of these systems.
One important factor contributing to interrupt latency is the amount of time interrupts
may be disabled while kernel data structures are being updated. Real-time operating systems require
that interrupts be disabled for only very short periods of time. The amount of time required for the
scheduling dispatcher to stop one process and start another is known as dispatch latency. Providing
real-time tasks with immediate access to the CPU mandates that real-time operating systems minimize
this latency as well. The most effective technique for keeping dispatch latency low is to provide
preemptive kernels. In Figure 6.14, we diagram the makeup of dispatch latency.
The conflict phase of dispatch latency has two components:
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1. Preemption of any process running in the kernel
2. Release by low-priority processes of resources needed by a high-priority process
As an example, in Solaris, the dispatch latency with preemption disabled is over a
hundred milliseconds. With preemption enabled, it is reduced to less than a millisecond.

6.6.2 Priority-Based Scheduling
The most important feature of a real-time operating system is to respond immediately
to a real-time process as soon as that process requires the CPU. As a result, the scheduler for a realtime operating system must support a priority-based algorithm with preemption. Recall that prioritybased scheduling algorithms assign each process a priority based on its importance; more important
tasks are assigned higher priorities than those deemed less important. If the scheduler also supports
preemption, a process currently running
on the CPU will be preempted if a higher-priority process becomes available to run.
Preemptive, priority-based scheduling algorithms are discussed in detail in Section
6.3.3, and Section 6.7 presents examples of the soft real-time scheduling features of the Linux,
Windows, and Solaris operating systems. Each of these systems assigns real-time processes the
highest scheduling priority. For example, Windows has 32 different priority levels. The highest
levels—priority values 16 to 31—are reserved for real-time processes. Solaris and Linux have similar
prioritization schemes.
Note that providing a preemptive, priority-based scheduler only guarantees soft realtime functionality. Hard real-time systems must further guarantee that real-time tasks will be serviced
in accord with their deadline requirements, and making such guarantees requires additional scheduling
features. In the remainder of this section, we cover scheduling algorithms appropriate for hard realtime systems.
Before we proceed with the details of the individual schedulers, however, we must
define certain characteristics of the processes that are to be scheduled. First, the processes are
considered periodic. That is, they require the CPU at constant intervals (periods). Once a periodic
process has acquired the CPU, it has a fixed processing time t, a deadline d by which it must be
serviced by the CPU, and a period p. The relationship of the processing time, the deadline, and the
period can be expressed as 0 ≤ t ≤ d ≤ p. The rate of a periodic task is 1/p.
Figure 6.15 illustrates the execution of a periodic process over time. Schedulers can
take advantage of these characteristics and assign priorities according to a
process’s deadline or rate requirements. What is unusual about this form of scheduling is that a
process may have to announce its deadline requirements to the scheduler. Then, using a technique
known as an admission-control algorithm, the scheduler does one of two things. It either admits the
process, guaranteeing that the process will complete on time, or rejects the request as impossible if it
cannot guarantee that the task will be serviced by its deadline.
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6.6.3 Rate-Monotonic Scheduling
The rate-monotonic scheduling algorithm schedules periodic tasks using a static
priority policy with preemption. If a lower-priority process is running and a higher-priority process
becomes available to run, it will preempt the lower-priority process. Upon entering the system, each
periodic task is assigned a priority inversely based on its period.The shorter the period, the higher the
priority; the longer the period, the lower the priority. The rationale behind this policy is to assign a
higher priority to tasks that require the CPU more often.
Furthermore, rate-monotonic scheduling assumes that the processing time of a
periodic process is the same for each CPU burst. That is, every time a process acquires the CPU, the
duration of its CPU burst is the same. Let’s consider an example.We have two processes, P1 and P2.
The periods for P1 and P2 are 50 and 100, respectively—that is, p1 = 50 and p2 = 100. The
processing times are t1 = 20 for P1 and t2 = 35 for P2. The deadline for each process requires that it
complete its CPU burst by the start of its next period. We must first ask ourselves whether it is
possible to schedule these tasks so that each meets its deadlines. If we measure the CPU utilization of
a process Pi as the ratio of its burst to its period—ti/pi —the CPU utilization of P1 is 20/50 = 0.40 and
that of P2 is 35/100 = 0.35, for a total CPU utilization of 75 percent. Therefore, it seems we can
schedule these tasks in such a way that both meet their deadlines and still leave the CPU with
available cycles. Suppose we assign P2 a higher priority than P1. The execution of P1 and P2 in this
situation is shown in Figure 6.16. As we can see, P2 starts execution first and completes at time 35. At
this point, P1 starts; it completes its CPU burst at time 55. However, the first deadline for P1 was at
time 50, so the scheduler has caused P1 to miss its deadline.
Now suppose we use rate-monotonic scheduling, in which we assign P1 a higher
priority than P2 because the period of P1 is shorter than that of P2. The execution of these processes
in this situation is shown in Figure 6.17. P1 starts first and completes its CPU burst at time 20,
thereby meeting its first deadline. P2 starts running at this point and runs until time 50. At this time, it
is preempted by P1, although it still has 5 milliseconds remaining in its CPU burst.
P1 completes its CPU burst at time 70, at which point the scheduler resumes

P2. P2 completes its CPU burst at time 75, also meeting its first deadline. The system is idle until
time 100, when P1 is scheduled again. Rate-monotonic scheduling is considered optimal in that if a
set of processes cannot be scheduled by this algorithm, it cannot be scheduled by any other algorithm
that assigns static priorities. Let’s next examine a set of processes that cannot be scheduled using the
rate-monotonic algorithm. Assume that process P1 has a period of p1 = 50 and a CPU burst of t1 =
25. For P2, the corresponding values are p2 = 80 and t2 = 35.
Rate-monotonic Scheduling would assign process P1 a higher priority, as it has the
shorter period. The total CPU utilization of the two processes is (25/50)+(35/80) = 0.94, and it
therefore seems logical that the two processes could be scheduled and still leave the CPU with 6
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percent available time. Figure 6.18 shows the scheduling of processes P1 and P2. Initially, P1 runs
until it completes its CPU burst at time 25. Process P2 then begins running and runs until time 50,
when it is preempted by P1. At this point, P2 still has 10 milliseconds remaining in its CPU burst.
Process P1 runs until time 75; consequently, P2 misses the deadline for completion of its CPU burst
at time 80. Despite being optimal, then, rate-monotonic scheduling has a limitation: CPU utilization is
bounded, and it is not always possible fully to maximize CPU resources. The worst-case CPU
utilization for scheduling N processes is N(21/N − 1).
With one process in the system, CPU utilization is 100 percent, but it falls to
approximately 69 percent as the number of processes approaches infinity. With two processes, CPU
utilization is bounded at about 83 percent. Combined CPU utilization for the two processes scheduled
in Figure 6.16 and Figure 6.17 is 75 percent; therefore, the rate-monotonic scheduling algorithm is
guaranteed to schedule them so that they canmeet their deadlines. For the two processes scheduled in
Figure 6.18, combined CPU utilization is approximately 94 percent; therefore, rate-monotonic
scheduling cannot guarantee that they can be scheduled so that they meet their deadlines.

6.6.4 Earliest-Deadline-First Scheduling
Earliest-deadline-first (EDF) scheduling dynamically assigns priorities according to
deadline. The earlier the deadline, the higher the priority; the later the deadline, the lower the priority .
Under the EDF policy, when a process becomes runnable, it must announce its deadline requirements
to the system. Priorities may have to be adjusted to reflect the deadline of the newly run able process.
Note how this differs from rate-monotonic scheduling, where priorities are fixed.

To illustrate EDF scheduling, we again schedule the processes shown in Figure 6.18,
which failed to meet deadline requirements under rate-monotonic scheduling. Recall that P1 has
values of p1 = 50 and t1 = 25 and that P2 has values of p2 = 80 and t2 = 35. The EDF scheduling of
these processes is shown in Figure 6.19. Process P1 has the earliest deadline, so its initial priority is
higher than that of process P2. Process P2 begins running at the end of the CPU burst for P1.
However, whereas rate-monotonic scheduling allows P1 to preempt P2 at the beginning of its next
period at time 50, EDF scheduling allows process P2 to continue running. P2 now has a higher
priority than P1 because its next deadline (at time 80) is earlier than that of P1 (at time 100). Thus,
both P1 and P2 meet their first deadlines. Process P1 again begins running at time 60 and completes
its second CPU burst at time 85, also meeting its second deadline at time 100. P2 begins running at
this point, only to be preempted by P1 at the start of its next period at time 100. P2 is preempted
because P1 has an earlier deadline (time 150) than P2 (time 160). At time 125, P1 completes its CPU
burst and P2 resumes execution, finishing at time 145 and meeting its deadline as well. The system is
idle until time 150, when P1 is scheduled to run once again. Unlike the rate-monotonic algorithm,
EDF scheduling does not require that processes be periodic, nor must a process require a constant
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amount of CPU time per burst. The only requirement is that a process announces its deadline to the
scheduler when it becomes run able. The appeal of EDF scheduling is that it is theoretically optimal—
theoretically, it can schedule processes so that each process can meet its deadline requirements and
CPU utilization will be 100 percent. In practice, however, it is impossible to achieve this level of CPU
utilization due to the cost of context switching between processes and interrupt handling.

6.6.5 Proportional Share Scheduling
Proportional share schedulers operate by allocating T shares among all applications.
An application can receive N shares of time, thus ensuring that the application will have N/T of the
total processor time. As an example, assume that a total of T = 100 shares is to be divided among
three processes, A, B, and C. A is assigned 50 shares, B is assigned 15 shares, and C is assigned 20
shares. This scheme ensures that A will have 50 percent of total processor time, B will have 15
percent, and C will have 20 percent. Proportional share schedulers must work in conjunction with an
admission-control policy to guarantee that an application receives its allocated shares of time. An
admission-control policy will admit a client requesting a particular number of shares only if sufficient
shares are available. In our current example, we have allocated 50 + 15 + 20 = 85 shares of the total of
100 shares. If a new process D requested 30 shares, the admission controller would deny D entry into
the system.

6.6.6 POSIX Real-Time Scheduling
The POSIX standard also provides extensions for real-time computing POSIX.1b.
Here, we cover some of the POSIX API related to scheduling real-time threads. POSIX defines two
scheduling classes for real-time threads:
• SCHED FIFO
• SCHED RR
SCHED FIFO schedules threads according to a first-come, first-served policy using a
FIFO queue as outlined in Section 6.3.1. However, there is no time slicing among threads of equal
priority. Therefore, the highest-priority real-time thread at the front of the FIFO queue will be granted
the CPU until it terminates or blocks. SCHED RR uses a round-robin policy. It is similar to SCHED
FIFO except that it provides time slicing among threads of equal priority. POSIX provides an
additional scheduling class—SCHED OTHER—but its implementation is undefined and system
specific; it may behave differently on different systems.
The POSIX API specifies the following two functions for getting and setting
the scheduling policy:
• pthread attr getsched policy(pthread attr t *attr, int *policy)
• pthread attr setsched policy(pthread attr t *attr, int policy)
The first parameter to both functions is a pointer to the set of attributes for the thread. The second
parameter is either (1) a pointer to an integer that is set to the current scheduling policy (for pthread
attr getsched policy()) or (2) an integer value (SCHED FIFO, SCHED RR, or SCHED OTHER) for
the pthread attr setsched policy() function. Both functions return nonzero values if an error occurs.

3. Concurrency Control

 Concurrency and Race Conditions
A situation like this, where several processes access and manipulate the same data
concurrently and the outcome of the execution depends on the particular order in which the access
takes place, is called a race condition. To guard against the race condition above, we need to ensure
that only one process at a time can be manipulating the variable counter. To make such a guarantee,
we require that the processes be synchronized in some way Situations such as the one just described
occur frequently in operating systems as different parts of the system manipulate resources.
Furthermore, as we have emphasized in earlier chapters, the growing importance of multicore systems
has brought an increased emphasis on developing multithreaded applications.In such applications,
several threads—which are quite possibly sharing data—are running in parallel on different
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processing cores. Clearly, we want any changes that result from such activities not to interfere with
one another.

 Mutual exclusion requirements
 The Critical-Section Problem
We begin our consideration of process synchronization by discussing the socalled
critical-section problem. Consider a system consisting of n processes {P0, P1, ..., Pn−1}. Each
process has a segment of code, called a critical section, in which the process may be changing
common variables, updating a table, writing a file, and so on. The important feature of the system is
that, when one process is executing in its critical section, no other process is allowed to execute in its
critical section. That is, no two processes are executing in their critical sections at the same time. The
critical-section problem is to design a protocol that the processes can use to cooperate. Each process
must request permission to enter its critical section. The section of code implementing this request is
the entry section. The critical section may be followed by an exit section. The remaining code is the
remainder section. The general structure of a typical process Pi is shown in Figure 5.1. The entry
section and exit section are enclosed in boxes to highlight these important segments of code.
A solution to the critical-section problem must satisfy the following three
requirements:
1. Mutual exclusion. If process Pi is executing in its critical section, then no other processes can be
executing in their critical sections.
2. Progress. If no process is executing in its critical section and some processes wish to enter their
critical sections, then only those processes that are not executing in their remainder sections can
participate in deciding which will enter its critical section next, and this selection cannot be postponed
indefinitely.
3. Bounded waiting. There exists a bound, or limit, on the number of times that other processes are
allowed to enter their critical sections after a request is granted.
We assume that each process is executing at a nonzero speed. However, we can make
no assumption concerning the relative speed of the n processes. At a given point in time; many kernelmode processes may be active in the operating system. As a result, the code implementing an
operating system (kernel code) is subject to several possible race conditions. Consider as an example
a kernel data structure that maintains a list of all open files in the system. This list must be modified
when a new file is opened or closed (adding the file to the list or removing it from the list). If two
processes were to open files simultaneously, the separate updates to this list could result in a race
condition. Other kernel data structures that are prone to possible race conditions include structures for
maintaining memory allocation, for maintaining process lists, and for interrupt handling. It is up to
kernel developers to ensure that the operating system is free from such race conditions.
Two general approaches are used to handle critical sections in operating systems:
preemptive kernels and nonpreemptive kernels. A preemptive kernel allows a process to be
preempted while it is running in kernel mode. A nonpreemptive kernel does not allow a process
running in kernel mode to be preempted; a kernel-mode process will run until it exits kernel mode,
blocks, or voluntarily yields control of the CPU.
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Obviously, a nonpreemptive kernel is essentially free from race conditions
on kernel data structures, as only one process is active in the kernel at a time.We cannot say the same
about preemptive kernels, so they must be carefully designed to ensure that shared kernel data are free
from race conditions.
Preemptive kernels are especially difficult to design for SMP architectures, since in
these environments it is possible for two kernel-mode processes to run simultaneously on different
processors.
Why, then,would anyone favor a preemptive kernel over a nonpreemptive
one?A preemptive kernel may be more responsive, since there is less risk that a kernel-mode process
will run for an arbitrarily long period before relinquishing the processor to waiting processes. (Of
course, this risk can also be minimized by designing kernel code that does not behave in this way.)
Furthermore, a preemptive kernel is more suitable for real-time programming, as it will allow a realtime process to preempt a process currently running in the kernel. Later in this chapter,we explore
how various operating systems manage preemption within the kernel.

 Software and hardware solutions
 Software based Solution
Peterson’s Solution

We illustrate a classic software-based solution to the critical-section problem known
as Peterson’s solution. Because of the way modern computer architectures perform basic machinelanguage instructions, such as load and store, there are no guarantees that Peterson’s solution will
work correctly on such architectures.However,we present the solution because it provides a good
algorithmic description of solving the critical-section problem and illustrates some of the complexities
involved in designing software that addresses the requirements of mutual exclusion, progress, and
bounded waiting.

Peterson’s solution is restricted to two processes that alternate execution between
their critical sections and remainder sections. The processes are numbered P0 and P1. For
convenience, when presenting Pi, we use Pj to denote the other process; that is, j equals 1 − i.
Peterson’s solution requires the two processes to share two data items:
int turn;
boolean flag[2];
The variable turn indicates whose turn it is to enter its critical section. That is, if turn
== i, then process Pi is allowed to execute in its critical section. The flag array is used to indicate if a
process is ready to enter its critical section. For example, if flag[i] is true, this value indicates that Pi
is ready to enter its critical section. With an explanation of these data structures complete, we are now
ready to describe the algorithm shown in Figure 5.2.
To enter the critical section, process Pi first sets flag[i] to be true and then sets turn to
the value j, thereby asserting that if the other process wishes to enter the critical section, it can do so.
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If both processes try to enter at the same time, turn will be set to both i and j at roughly the same time.
Only one of these assignments will last; the other will occur but will be overwritten immediately.
The eventual value of turn determines which of the two processes is allowed to enter
its critical section first.
We now prove that this solution is correct. We need to show that:
1. Mutual exclusion is preserved.
2. The progress requirement is satisfied.
3. The bounded-waiting requirement is met.
To prove property 1, we note that each Pi enters its critical section only if either
flag[j] == false or turn == i. Also note that, if both processes can be executing in their critical sections
at the same time, then flag [0] == flag [1] == true. These two observations imply that P0 and P1 could
not have successfully executed their while statements at about the same time, since the value of turn
can be either 0 or 1 but cannot be both. Hence, one of the processes —say, Pj—must have
successfully executed the while statement, whereas Pi had to execute at least one additional statement
(“turn == j”). However, at that time, flag[j] == true and turn == j, and this condition will persist as
long as Pj is in its critical section; as a result, mutual exclusion is preserved.
To prove properties 2 and 3, we note that a process Pi can be prevented from entering
the critical section only if it is stuck in the while loop with the condition flag[j] == true and turn == j;
this loop is the only one possible. If Pj is not ready to enter the critical section, then flag[j] == false,
and Pi can enter its critical section. If Pj has set flag[j] to true and is also executing in its while
statement, then either turn == i or turn == j. If turn == i, then Pi will enter the critical section. If turn
== j, then Pj will enter the critical section. However,
Once Pj exits its critical section, it will reset flag[j] to false, allowing Pi to enter its
critical section. If Pj resets flag[j] to true, it must also set turn to i. Thus, since Pi does not change the
value of the variable turn while executing the while statement, Pi will enter the critical section
(progress) after at most one entry by Pj (bounded waiting).

 Semaphores
Mutex locks, as we mentioned earlier, are generally considered the simplest of
synchronization tools. In this section, we examine a more robust tool that can for processes to
synchronize their activities.
A semaphore S is an integer variable that, apart from initialization, is accessed only
through two standard atomic operations: wait () and signal ().The wait () operation was originally
termed P (from the Dutch proberen, “to test”); signal () was originally called V (from verhogen, “to
increment”).
The definition of wait() is as follows:
wait(S) {
while (S <= 0)
; // busy wait
S--;
}
The definition of signal() is as follows:
signal(S) {
S++;
}
All modifications to the integer value of the semaphore in the wait() and signal()
operations must be executed indivisibly. That is, when one process modifies the semaphore value, no
other process can simultaneously modify that same semaphore value. In addition, in the case of
wait(S), the testing of the integer value of S (S ≤ 0), as well as its possible modification (S--), must be
executed without interruption. We shall see how these operations can be implemented in Section
5.6.2. First, let’s see how semaphores can be used.
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5.6.1 Semaphore Usage
Operating systems often distinguish between counting and binary semaphores. The
value of a counting semaphore can range over an unrestricted domain. The value of a binary
semaphore can range only between 0 and 1. Thus, binary semaphores behave similarly to mutex
locks. In fact, on systems that do not provide mutex locks, binary semaphores can be used instead for
providing mutual exclusion.
Counting semaphores can be used to control access to a given resource consisting of a
finite number of instances. The semaphore is initialized to the number of resources available. Each
process that wishes to use a resource performs a wait() operation on the semaphore (thereby
decrementing the count). When a process releases a resource, it performs a signal() operation
(incrementing the count). When the count for the semaphore goes to 0, all resources are being used.
After that, processes that wish to use a resource will
block until the count becomes greater than 0.
We can also use semaphores to solve various synchronization problems. For example,
consider two concurrently running processes: P1 with a statement S1 and P2 with a statement S2.
Suppose we require that S2 be executed only after S1 has completed. We can implement this scheme
readily by letting P1 and P2 share a common semaphore synch, initialized to 0.
In process P1, we insert the statements
S1;
signal(synch);
In process P2, we insert the statements
wait(synch);
S2;
Because synch is initialized to 0, P2 will execute S2 only after P1 has invoked signal(synch), which is
after statement S1 has been executed.
5.6.2 Semaphore Implementation
Recall that the implementation of mutex locks discussed in Section 5.5 suffers from
busy waiting. The definitions of the wait() and signal() semaphore operations just described present
the same problem. To overcome the need for busy waiting, we can modify the definition of the wait()
and signal() operations as follows: When a process executes the wait() operation and finds that the
semaphore value is not positive, it must wait. However, rather than engaging in busy waiting, the
process can block itself. The block operation places a process into a waiting queue associated with the
semaphore, and the state of the process is switched to the waiting state. Then control is transferred to
the CPU scheduler, which selects another process to execute. A process that is blocked, waiting on a
semaphore S, should be restarted when some other process executes a signal() operation. The process
is restarted by a wakeup() operation, which changes the process fromthe waiting state to the ready
state. The process is then placed in the ready queue. (The CPU may or may not be switched from the
running process to the newly ready process, depending on the CPU-scheduling algorithm.)
To implement semaphores under this definition, we define a semaphore as follows:
typedef struct {
int value;
struct process *list;
} semaphore;
Each semaphore has an integer value and a list of processes list. When a process must
wait on a semaphore, it is added to the list of processes. A signal() operation removes one process
from the list of waiting processes and awakens that process.
Now, the wait() semaphore operation can be defined as
wait(semaphore *S) {
S->value--;
if (S->value < 0) {
add this process to S->list;
block();
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}}
and the signal() semaphore operation can be defined as
signal(semaphore *S) {
S->value++;
if (S->value <= 0) {
remove a process P from S->list;
wakeup(P);
}
}
The block() operation suspends the process that invokes it. The wakeup(P) operation
resumes the execution of a blocked process P. These two operations are provided by the operating
system as basic system calls.
Note that in this implementation, semaphore values may be negative, whereas
semaphore values are never negative under the classical definition of semaphores with busy waiting.
If a semaphore value is negative, its magnitude is the number of processes waiting on that semaphore.
This fact results from switching the order of the decrement and the test in the implementation of the
wait() operation.
The list of waiting processes can be easily implemented by a link field in each
process control block (PCB). Each semaphore contains an integer value and a pointer to a list of
PCBs. One way to add and remove processes from the list so as to ensure bounded waiting is to use a
FIFO queue, where the semaphore contains both head and tail pointers to the queue. In general,
however, the list can use any queuing strategy. Correct usage of semaphores does not depend on a
particular queuing strategy for the semaphore lists. It is critical that semaphore operations be executed
atomically. We must guarantee that no two processes can execute wait() and signal() operations on the
same semaphore at the same time. This is a critical-section problem; and in a single-processor
environment, we can solve it by simply inhibiting interrupts during the time the wait() and signal()
operations are executing. This scheme works in a single-processor environment because, once
interrupts are inhibited, instructions from different processes cannot be interleaved. Only the currently
running process executes until interrupts are enabled and the scheduler can regain control.
In a multi processor environment, interrupts must be disabled on every processor.
Otherwise, instructions from different processes (running on different processors) may be interleaved
in some arbitrary way. Disabling interrupts on every processor can be a difficult task and furthermore
can seriously diminish performance. Therefore, SMP systems must provide alternative locking
techniques— such as compare and swap() or spinlocks—to ensure that wait() and signal() are
performed atomically.
It is important to admit that we have not completely eliminated busy waiting with this
definition of the wait() and signal() operations. Rather, we have moved busy waiting from the entry
section to the critical sections of application programs. Furthermore, we have limited busy waiting to
the critical sections of the wait() and signal() operations, and these sections are short (if properly
coded, they should be no more than about ten instructions).
Thus, the critical
section is almost never occupied, and busy waiting occurs rarely, and then for only a short time. An
entirely different situation exists with application programs whose critical sections may be long
(minutes or even hours) or may almost always be occupied. In such cases, busy waiting is extremely
inefficient.

5.6.3 Deadlocks and Starvation
The implementation of a semaphore with a waiting queue may result in a situation
where two or more processes are waiting indefinitely for an event that can be caused only by one of
the waiting processes. The event in question is the execution of a signal() operation. When such a
state is reached, these processes are said to be deadlocked. To illustrate this, consider a system
consisting of two processes, P0 and P1, each accessing two semaphores, S and Q, set to the value 1:
P0 P1
wait(S); wait(Q);
wait(Q); wait(S);
..
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..
signal(S); signal(Q);
signal(Q); signal(S);
Suppose that P0 executes wait(S) and then P1 executes wait(Q).When P0 executes wait(Q), it must
wait until P1 executes signal(Q). Similarly, when P1 executes wait(S), it must wait until P0 executes
signal(S). Since these signal() operations cannot be executed, P0 and P1 are deadlocked. We say that
a set of processes is in a deadlocked state when every process in the set is waiting for an event that
can be caused only by another process in the set. The events with which we are mainly concerned here
are resource acquisition and release. Other types of events may result in deadlock.
Another problem related to deadlocks is indefinite blocking or starvation, a
situation in which processes wait indefinitely within the semaphore. Indefinite blocking may occur if
we remove processes from the list associated with a semaphore in LIFO (last-in, first-out) order.

5.6.4 Priority Inversion
A scheduling challenge arises when a higher-priority process needs to read or modify
kernel data that are currently being accessed by a lower-priority process—or a chain of lower-priority
processes. Since kernel data are typically protected with a lock, the higher priority process will have
to wait for a lower-priority one to finish with the resource. The situation becomes more complicated if
the lower-priority process is preempted in favor of another process with a higher priority.
As an example, assume we have three processes—L, M, and H—whose priorities
follow the order L < M < H. Assume that process H requires resource R, which is currently being
accessed by process L. Ordinarily, process H would wait for L to finish using resource R. However,
now suppose that process M becomes runnable, thereby preempting process L. Indirectly, a process
with a lower priority—process M—has affected how long process H must wait for L to relinquish
resource R.This problem is known as priority inversion. It occurs only in systems with more than
two priorities, so one solution is to have only two priorities. That is insufficient for most generalpurpose operating systems, however.
Typically these systems solve the problem by
implementing a priority inheritance protocol. According to this protocol, all processes that are
accessing resources needed by a higher-priority process inherit the higher priority until they are
finished with the resources in question. When they are finished, their priorities revert to their original
values. In the example above, a priority-inheritance protocol would allow process L to temporarily
inherit the priority of process H, thereby preventing process M from preempting its execution. When
process L had finished using resource R, it would relinquish its inherited priority from H and assume
its original priority. Because resource R would now be available, process H—not M—would run next.
do {
...
/* produce an item in next produced */
...
wait(empty);
wait(mutex);
...
/* add next produced to the buffer */
...
signal(mutex);
signal(full);
} while (true);
Figure 5.9 The structure of the producer process.

 Monitors
Although semaphores provide a convenient and effective mechanism for process
synchronization, using them incorrectly can result in timing errors that are difficult to detect, since
these errors happen only if particular execution sequences take place and these sequences do not
always occur. We have seen an example of such errors in the use of counters in our solution to the
producer–consumer problem (Section 5.1). In that example, the timing problem happened only rarely,
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and even then the counter value appeared to be reasonable—off by only 1. Nevertheless, the solution
is obviously not an acceptable one. It is for this reason that semaphores were introduced in the first
place.
Unfortunately, such timing errors can still occur when semaphores are used. To
illustrate how,we review the semaphore solution to the critical-section problem. All processes share a
semaphore variable mutex, which is initialized to 1. Each process must execute wait(mutex) before
entering the critical section and signal(mutex) afterward. If this sequence is not observed, two
processes may be in their critical sections simultaneously. Next, we examine the various difficulties
that may result. Note that these difficulties will arise even if a single process is not well behaved. This
situation may be caused by an honest programming error or an uncooperative programmer.
• Suppose that a process interchanges the order in which the wait() and signal() operations on the
semaphore mutex are executed, resulting in the following execution:
signal(mutex);
...
critical section
...
wait(mutex);
In this situation, several processes may be executing in their critical sections simultaneously, violating
the mutual-exclusion requirement. This error may be discovered only if several processes are
simultaneously active in their critical sections. Note that this situation may not always be
reproducible.
• Suppose that a process replaces signal(mutex) with wait(mutex). That is, it executes
wait(mutex);
...
critical section
...
wait(mutex);
In this case, a deadlock will occur.
• Suppose that a process omits the wait(mutex), or the signal(mutex), or both. In this case, either
mutual exclusion is violated or a deadlock will occur.
These examples illustrate that various types of errors can be generated easily when
programmers use semaphores incorrectly to solve the critical-section problem. Similar problems may
arise in the other synchronization models discussed in Section 5.7. To deal with such errors,
researchers have developed high-level language constructs. In this section, we describe one
fundamental high-level synchronization construct—the monitor type.
monitor monitor name
{
/* shared variable declarations */
function P1 ( . . . ) {
...
}
function P2 ( . . . ) {
...
}
.
.
.
function Pn ( . . . ) {
...
}
initialization code ( . . . ) {
...
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}
}
Figure 5.15 Syntax of a monitor

5.8.1 Monitor Usage
An abstract data type—or ADT—encapsulates data with a set of functions
to operate on that data that are independent of any specific implementation of the ADT. A monitor
type is an ADT that includes a set of programmer defined operations that are provided with mutual
exclusion within the monitor. The monitor type also declares the variables whose values define the
state of an instance of that type, along with the bodies of functions that operate on those variables.
The syntax of a monitor type is shown in Figure 5.15. The representation of a monitor type cannot be
used directly by the various processes. Thus, a function defined within a monitor can access only
those variables declared locally within the monitor and its formal parameters. Similarly, the local
variables of a monitor can be accessed by only the local functions.
The monitor construct ensures that only one process at a time is active within the
monitor. Consequently, the programmer does not need to code this synchronization constraint
explicitly (Figure 5.16). However, the monitor construct, as defined so far, is not sufficiently powerful
for modeling some synchronization schemes. For this purpose, we need to define additional
synchronization mechanisms. These mechanisms are provided by the condition construct. A
programmer who needs to write a tailor-made synchronization scheme can define one or more
variables of type condition:
condition x, y;
The only operations that can be invoked on a condition variable are wait() and signal(). The operation
x.wait();
means that the process invoking this operation is suspended until another process invokes
x.signal();

The x.signal() operation resumes exactly one suspended process. If no process is suspended, then the
signal() operation has no effect; that is, the state of x is the same as if the operation had never been
executed (Figure 5.17). Contrast this operation with the signal() operation associated with
semaphores, which always affects the state of the semaphore. Now suppose that, when the x.signal()
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operation is invoked by a process P, there exists a suspended processQassociated with condition x.
Clearly, if the suspended process Q is allowed to resume its execution, the signaling process P must
wait. Otherwise, both P and Q would be active simultaneously within the monitor. Note, however,
that conceptually both processes can continue with their execution. Two possibilities exist:
1. Signal and wait. P either waits until Q leaves the monitor or waits for another condition.
2. Signal and continue. Q either waits until P leaves the monitor or waits for another condition.

There are reasonable arguments in favor of adopting either option. On the one hand,
since P was already executing in the monitor, the signal-andcontinue method seems more reasonable.
On the other, if we allow thread P to continue, then by the time Q is resumed, the logical condition for
which Q was waiting may no longer hold. A compromise between these two choices was adopted in
the language Concurrent Pascal. When thread P executes the signal operation, it immediately leaves
the monitor. Hence, Q is immediately resumed.
Many programming languages have incorporated the idea of the monitor
as described in this section, including Java and C# (pronounced “C-sharp”). Other languages—such as
Erlang—provide some type of concurrency support using a similar mechanism.

5.8.2 Dining-Philosophers Solution Using Monitors
Next, we illustrate monitor concepts by presenting a deadlock-free solution to the
dining-philosophers problem. This solution imposes the restriction that a philosopher may pick up her
chopsticks only if both of them are available. To code this solution, we need to distinguish among
three states in which we may find a philosopher. For this purpose, we introduce the following data
structure:
enum {THINKING, HUNGRY, EATING} state[5];
Philosopher i can set the variable state[i] = EATING only if her two neighbors are not eating:
(state[(i+4) % 5] != EATING) and(state[(i+1) % 5] != EATING).
monitor DiningPhilosophers
{
enum {THINKING, HUNGRY, EATING} state[5];
condition self[5];
void pickup(int i) {
state[i] = HUNGRY;
test(i);
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if (state[i] != EATING)
self[i].wait();
}
void putdown(int i) {
state[i] = THINKING;
test((i + 4) % 5);
test((i + 1) % 5);
}
void test(int i) {
if ((state[(i + 4) % 5] != EATING) &&
(state[i] == HUNGRY) &&
(state[(i + 1) % 5] != EATING)) {
state[i] = EATING;
self[i].signal();
}
}
initialization code() {
for (int i = 0; i < 5; i++)
state[i] = THINKING;
}}
Figure 5.18 A monitor solution to the dining-philosopher problem.
We also need to declare
condition self[5];
This allows philosopher i to delay herself when she is hungry but is unable to obtain
the chopsticks she needs.
We are now in a position to describe our solution to the dining-philosophers problem.
The distribution of the chopsticks is controlled by the monitor Dining Philosophers, whose definition
is shown in Figure 5.18. Each philosopher, before starting to eat, must invoke the operation pickup().
This act may result in the suspension of the philosopher process. After the successful completion of
the operation, the philosopher may eat. Following this, the philosopher invokes the putdown()
operation. Thus, philosopher i must invoke the operations pickup() and putdown() in the following
sequence:
DiningPhilosophers.pickup(i);
...
eat
...
DiningPhilosophers.putdown(i);
It is easy to show that this solution ensures that no two neighbors are eating simultaneously and that
no deadlocks will occur. We note, however, that it is possible for a philosopher to starve to death. We
do not present a solution to this problem but rather leave it as an exercise for you.

5.8.3 Implementing a Monitor Using Semaphores
We now consider a possible implementation of the monitor mechanism using
semaphores. For each monitor, a semaphore mutex (initialized to 1) is provided. A process must
execute wait(mutex) before entering the monitor and must execute signal(mutex) after leaving the
monitor.
Since a signaling process must wait until the resumed process either leaves or waits,
an additional semaphore, next, is introduced, initialized to 0. The signaling processes can use next to
suspend themselves. An integer variable next count is also provided to count the number of processes
suspended on next. Thus, each external function F is replaced by
wait(mutex);
...
body of F
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...
if (next count > 0)
signal(next);
else
signal(mutex);
Mutual exclusion within a monitor is ensured.
We can now describe how condition variables are implemented as well. For each condition x, we
introduce a semaphore x sem and an integer variable x count, both initialized to 0. The operation
x.wait() can now be implemented as
x count++;
if (next count > 0)
signal(next);
else
signal(mutex);
wait(x sem);
x count--;
The operation x.signal() can be implemented as
if (x count > 0) {
next count++;
signal(x sem);
wait(next);
next count--;
}
This implementation is applicable to the definitions of monitors given by both Hoare and BrinchHansen. In some cases, however, the generality of the implementation is unnecessary, and a
significant improvement in efficiency is possible.

5.8.4 Resuming Processes within a Monitor
We turn now to the subject of process-resumption order within a monitor. If
several processes are suspended on condition x, and an x.signal() operation is executed by some
process, then how do we determine which of the suspended processes should be resumed next? One
simple solution is to use a first-come, first-served (FCFS) ordering, so that the process that has been
waiting the longest is resumed first. In many circumstances, however, such a simple scheduling
scheme is not adequate. For this purpose, the conditional-wait construct can be used. This construct
has the form
x.wait(c);
where c is an integer expression that is evaluated when the wait() operation is
executed. The value of c, which is called a priority number, is then stored with the name of the
process that is suspended.When x.signal() is executed, the process with the smallest priority number is
resumed next.
To illustrate this new mechanism, consider the Resource Allocator monitor
shown in Figure 5.19, which controls the allocation of a single resource among competing processes.
Each process, when requesting an allocation of this resource, specifies the maximum time it plans to
use the resource. The monitor allocates the resource to the process that has the shortest time-allocation
request. A process that needs to access the resource in question must observe the following sequence:
R.acquire(t);
...
access the resource;
...
R.release();
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where R is an instance of type Resource Allocator.
Unfortunately, the monitor concept cannot guarantee that the preceding access sequence will be
observed. In particular, the following problems can occur:
• A process might access a resource without first gaining access permission to the resource.
monitor ResourceAllocator
{
boolean busy;
condition x;
void acquire(int time) {
if (busy)
x.wait(time);
busy = true;
}
void release() {
busy = false;
x.signal();
}
initialization code() {
busy = false;
}
}
Figure 5.19 A monitor to allocate a single resource.
• A process might never release a resource once it has been granted access to the resource.
• A process might attempt to release a resource that it never requested.
• A process might request the same resource twice (without first releasing the resource).
The same difficulties are encountered with the use of semaphores, and these difficulties are similar in
nature to those that encouraged us to develop the monitor constructs in the first place. Previously, we
had to worry about the correct use of semaphores. Now, we have to worry about the correct use of
higher-level programmer-defined operations, with which the compiler can no longer assist us.
One possible solution to the current problem is to include the resource access
operations within the Resource Allocator monitor. However, using this solution will mean that
scheduling is done according to the built-in monitor-scheduling algorithm rather than the one we have
coded. To ensure that the processes observe the appropriate sequences, we must
inspect all the programs that make use of the Resource Allocator monitor and its managed resource.
We must check two conditions to establish the correctness of this system. First, user processes must
always make their calls on the monitor in a correct sequence. Second, we must be sure that an
uncooperative process does not simply ignore the mutual-exclusion gateway provided by the monitor
and try to access the shared resource directly, without using the access protocols. Only if these two
conditions can be ensured can we guarantee that no time-dependent errors will occur and that the
scheduling algorithm will not be defeated.

 Classical IPC problems and solutions
1. The Readers–Writers Problem
Suppose that a database is to be shared among several concurrent processes. Some of
these processes may want only to read the database, whereas others may want to update (that is, to
read and write) the database. We distinguish between these two types of processes by referring to the
former as readers and to the latter as writers. Obviously, if two readers access the shared data
simultaneously, no adverse effects will result. However, if a writer and some other process (either a
reader or a writer) access the database simultaneously, chaos may ensue. To ensure that these
difficulties do not arise, we require that the writers have exclusive access to the shared database while
writing to the database. This synchronization problem is referred to as the readers–writers problem.
Since it was originally stated, it has been used to test nearly every new synchronization primitive. The
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readers–writers problem has several variations, all involving priorities. The simplest one, referred to
as the first readers–writers problem, requires that no reader be kept waiting unless a writer has already
obtained permission to use the shared object. In other words, no reader should wait for
other readers to finish simply because a writer is waiting. The second readers –writers problem
requires that, once a writer is ready, that writer perform its write as soon as possible. In other words, if
a writer is waiting to access the object, no new readers may start reading.
A solution to either problem may result in starvation. In the first case, writers may
starve; in the second case, readers may starve. For this reason, other variants of the problem have been
proposed.
In the solution to the first readers–writers problem, the reader processes share the following data
structures:
semaphore rw mutex = 1;
semaphore mutex = 1;
int read count = 0;
The semaphores mutex and rw mutex are initialized to 1; read count is initialized to 0. The semaphore
rw mutex is common to both reader and writer
do {
wait(rw mutex);
...
/* writing is performed */
...
signal(rw mutex);
} while (true);
Figure 5.11 The structure of a writer process.
processes. The mutex semaphore is used to ensure mutual exclusion when the variable read count is
updated. The read count variable keeps track of how many processes are currently reading the object.
The semaphore rw mutex functions as a mutual exclusion semaphore for the writers. It is also used by
the first or last reader that enters or exits the critical section. It is not used by readers who enter or exit
while other readers are in their critical sections.
The code for a writer process is shown in Figure 5.11; the code for a reader process is shown in Figure
5.12. Note that, if a writer is in the critical section and n readers are waiting, then one reader is queued
on rw mutex, and n − 1 readers are queued on mutex. Also observe that, when a writer executes
signal(rw mutex),we may resume the execution of either the waiting readers or a single waiting writer.
The selection is made by the scheduler. The readers–writers problem and its solutions have been
generalized to provide reader–writer locks on some systems. Acquiring a reader–writer lock requires
specifying the mode of the lock: either read or write access. When a process wishes only to read
shared data, it requests the reader–writer lock in read mode. A process wishing to modify the shared
data must request the lock in write mode. Multiple processes are permitted to concurrently acquire a
reader–writer lock in read mode, but only one process may acquire the lock for writing, as exclusive
access is required for writers.
Reader–writer locks are most useful in the following situations:
do {
wait(mutex);
read count++;
if (read count == 1)
wait(rw mutex);
signal(mutex);
...
/* reading is performed */
...
wait(mutex);
read count--;
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if (read count == 0)
signal(rw mutex);
signal(mutex);
} while (true);
Figure 5.12 The structure of a reader process.
In applications where it is easy to identify which processes only read shared data and which processes
only write shared data.
• In applications that have more readers than writers. This is because reader– writer locks generally
require more overhead to establish than semaphores or mutual-exclusion locks. The increased
concurrency of allowing multiple readers compensates for the overhead involved in setting up the
reader– writer lock.

2. The Dining-Philosophers Problem

Consider five philosophers who spend their lives thinking and eating. The
philosophers share a circular table surrounded by five chairs, each belonging to one philosopher. In
the center of the table is a bowl of rice, and the table is laid with five single chopsticks (Figure 5.13).
When a philosopher thinks, she does not interact with her colleagues. From time to time, a
philosopher gets hungry and tries to pick up the two chopsticks that are closest to her (the chopsticks
that are between her and her left and right neighbors). A philosopher may pick up only one chopstick
at a time. Obviously, she cannot pick up a chopstick that is already in the hand of a neighbor. When a
hungry philosopher has both her chopsticks at the same time, she eats without releasing the
chopsticks. When she is finished eating, she puts down both chopsticks and starts thinking again.
The dining-philosophers problem is considered a classic synchronization Problem
neither because of its practical importance nor because computer scientists dislike philosophers but
because it is an example of a large class of concurrency-control problems. It is a simple representation
of the need to allocate several resources among several processes in a deadlock-free and starvationfree manner.
One simple solution is to represent each chopstick with a semaphore. A philosopher
tries to grab a chopstick by executing a wait() operation on that semaphore. She releases her
chopsticks by executing the signal() operation on the appropriate semaphores. Thus, the shared data
are
semaphore chopstick[5];
do {
wait(chopstick[i]);
wait(chopstick[(i+1) % 5]);
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...
/* eat for awhile */
...
signal(chopstick[i]);
signal(chopstick[(i+1) % 5]);
...
/* think for awhile */
...
} while (true);
Figure 5.14 The structure of philosopher i.
Where all the elements of chopstick are initialized to 1. The structure of philosopher i
is shown in Figure 5.14.
Although this solution guarantees that no two neighbors are eating simultaneously, it
nevertheless must be rejected because it could create a deadlock. Suppose that all five philosophers
become hungry at the same time and each grabs her left chopstick. All the elements of chopstick will
now be equal to 0. When each philosopher tries to grab her right chopstick, she will be delayed
forever.
Several possible remedies to the deadlock problem are replaced by:
• Allow at most four philosophers to be sitting simultaneously at the table.
• Allow a philosopher to pick up her chopsticks only if both chopsticks are available (to do this, she
must pick them up in a critical section).
• Use an asymmetric solution—that is, an odd-numbered philosopher picks up first her left chopstick
and then her right chopstick, whereas an even numbered philosopher picks up her right chopstick and
then her left chopstick.
In Section 5.8, we present a solution to the dining-philosophers problem that ensures
freedom from deadlocks. Note, however, that any satisfactory solution to the dining-philosophers
problem must guard against the possibility that one of the philosophers will starve to death. A
deadlock-free solution does not necessarily eliminate the possibility of starvation.

3. A BARBERSHIP PROBLEM
As another example of the use of semaphores to implement concurrency, we consider
a simple barbershop problem. 3 This example is instructive because the problems encountered when
attempting to provide tailored access to barbershop resources are similar to those encountered in a real
operating system. Our barbershop has three chairs, three barbers, and a waiting area that can
accommodate four customers on a sofa and that has standing room for additional customers ( Figure
A.4 ). Fire codes limit the total number of customers in the shop to 20. In this example, we assume
that the barbershop will eventually process 50 customers.
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A customer will not enter the shop if it is filled to capacity with other customers.Once
inside, the customer takes a seat on the sofa or stands if the sofa is filled. When a barber is free, the
customer that has been on the sofa the longest is served and, if there are any standing customers, the
one that has been in the shop the longest takes a seat on the sofa. When a customer’s haircut is
finished, any barber can accept payment, but because there is only one cash register, payment is
accepted for one customer at a time. The barbers divide their time among cutting hair, accepting
payment, and sleeping in their chair waiting for a customer.

An Unfair Barbershop
Figure A.5 shows an implementation using semaphores; the three procedures are
listed side-by-side to conserve space. We assume that all semaphore queues are
handled with a first-in-first-out policy. The main body of the program activates 50 customers, 3
barbers, and the cashier process. We now consider the purpose and positioning of the various
synchronization operators:

• Shop and sofa capacity:
The capacity of the shop and the capacity of the sofa are governed by the semaphores
max_capacity and sofa, respectively. Every time a customer attempts to enter the shop, the
max_capacity semaphore is decremented by 1; every time a customer leaves, the semaphore is
incremented. If a customer finds the shop full, then that customer’s process is blocked on
max_capacity by the semWait function. Similarly, the semWait and semSignal operations surround
the actions of sitting on and getting up from the sofa.

• Barber chair capacity:
There are three barber chairs, and care must be taken that they are used properly. The
semaphore barber_chair assures that no more than three customers attempt to obtain service at a time,
trying to avoid the undignified occurrence of one customer sitting on the lap of another. A customer
will not get up from the sofa until at least one chair is free [semWait(barber_chair) ], and each barber
signals when a customer has left that barber’s chair [ semSignal(barber_chair) ]. Fair access to the
barber chairs is guaranteed by the semaphore queue organization: The first customer to be blocked is
the first one allowed into an available chair. Note that, in the customer procedure, if
semWait(barber_chair) occurred
after semSignal(sofa) , each customer would only briefly sit on the sofa and then stand in line at the
barber chairs, creating congestion and leaving the barbers with little elbow room.

• Ensuring customers are in barber chair:
The semaphore cust_ready provides a wakeup signal for a sleeping barber, indicating
that a customer has just taken a chair. Without this semaphore, a barber would never sleep but would
begin cutting hair as soon as a customer left the chair; if no new customer had grabbed the seat, the
barber would be cutting air.

• Holding customers in barber chair:
Once seated, a customer remains in the chair until the barber gives the signal that the
haircut is complete, using the semaphore finished.

• Limiting one customer to a barber chair:
The semaphore barber_chair is intended to limit the number of customers in barber
chairs to three. However, by itself, barber_chair does not succeed in doing this. A customer that fails
to get the processor immediately after his barber executes semSignal(finished) (i.e., one who falls into
a trance or stops to chat with a neighbor) may still be in the chair when the next customer is given the
go ahead to be seated. The semaphore leave_b_chair is intended to correct this problem by restraining
the barber from inviting a new customer into the chair until the lingering one has announced his
departure from it. In the problems at the end of this chapter, we will find that even this precaution fails
to stop the mettlesome customer lap sittings.
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• Paying and receiving:
Naturally, we want to be careful when dealing with money. The cashier wants to be
assured that each customer pays before leaving the shop, and the customer wants verification that
payment was received (a receipt). This is accomplished, in effect, by a face-to-face transfer of the
money. Each customer, upon arising from a barber chair, pays, then alerts the cashier that money has
been passed over [ semSignal(payment) ], and then waits for a receipt [ semWait(receipt) ]. The
cashier process repeatedly takes payments: It waits for a payment to be signaled, accepts the money,
and then signals acceptance of the money. Several programming errors need to be avoided here. If
semSignal(payment) occurred just before the action pay , then a customer could be interrupted after
signaling; this would leave the cashier free to accept payment even though none had been offered. An
even more serious error would be to reverse the positions of the semSignal(payment) and
semWait(receipt) lines. This would lead to deadlock because that would cause all customers and the
cashier to block at their respective semWait operators.

• Coordinating barber and cashier functions:
To save money, this barbershop does not employ a separate cashier. Each barber is
required to perform that task when not cutting hair. The semaphore coord ensures that barbers
perform only one task at a time.
Table A.1 summarizes the use of each of the semaphores in the program.
The cashier process could be eliminated by merging the payment function into the barber procedure.
Each barber would sequentially cut hair and then accept pay. However, with a single cash register, it
is necessary to limit access to the accept pay function to one barber at a time. This could be done by
treating that function as a critical section and guarding it with a semaphore.

A Fair Barbershop
Figure A.5 is a good effort, but some difficulties remain. One problem is solved in the
remainder of this section; others are left as exercises for the reader (see Problem A.6).
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There is a timing problem in Figure A.5 that could lead to unfair treatment of
customers. Suppose that three customers are currently seated in the three barber chairs. In that case,
the customers would most likely be blocked on semWait(finished) , and due to the queue organization
they would be released in the order they entered the barber chair. However, what if one of the barbers
is very fast or one of the customers is quite bald? Releasing the first customer to enter the chair could
result in a situation where one customer is summarily ejected from his seat and forced to pay full price
for a partial haircut while another is restrained from leaving his chair even though his haircut is
complete.
The problem is solved with more semaphores, as shown in . We assign a unique
customer number to each customer; this is equivalent to having each customer take a number upon
entering the shop. The semaphore mutex1 protects access to the global variable count so that each
customer receives a unique number. The semaphore finished is redefined to be an array of 50
semaphores. Once a customer is seated in a barber chair, he executes semWait(finished[custnr]) to
wait on his own unique semaphore; when the barber is finished with that customer, the barber
executes semSignal(finished[b_cust]) to release the correct customer. It remains to say how a
customer’s number is known to the barber. A customer places his number on the queue enqueue1 just
prior to signaling the barber with the semaphore cust_ready. When a barber is ready to cut hair,
dequeue1(b_cust) removes the top customer number from queue1 and places it in the barber’s local
variable b_cust .
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 Deadlock
In a multiprogramming environment, several processes may compete for a finite
number of resources. A process requests resources; if the resources are not available at that time, the
process enters a waiting state. Sometimes, a waiting process is never again able to change state,
because the resources it has requested are held by other waiting processes. This situation is called a
Deadlock.
A system consists of a finite number of resources to be distributed among a number
of competing processes. The resources may be partitioned into several types (or classes), each
consisting of some number of identical instances. CPU cycles, files, and I/O devices (such as printers
and DVD drives) are examples of resource types. If a system has two CPUs, then the resource type
CPU has two instances. Similarly, the resource type printer may have five instances.
If a process requests an instance of a resource type, the allocation of any instance of
the type should satisfy the request. If it does not, then the instances are not identical, and the resource
type classes have not been defined properly. For example, a system may have two printers. These two
printers may be defined to be in the same resource class if no one cares which printer prints which
output. However, if one printer is on the ninth floor and the other is in the basement, then people on
the ninth floor may not see both printers as equivalent, and separate resource classes may need to be
defined for each printer.
There are various synchronization tools, such as mutex locks and semaphores. These
tools are also considered system resources, and they are a common source of deadlock. However, a
lock is typically associated with protecting a specific data structure—that is, one lock may be used to
protect access to a queue, another to protect access to a linked list, and so forth. For that reason, each
lock is typically assigned its own resource class, and definition is
not a problem.
A process must request a resource before using it and must release the resource after
using it. A process may request as many resources as it requires to carry out its designated task.
Obviously, the number of resources requested may not exceed the total number of resources available
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in the system. In other words, a process cannot request three printers if the system has only two.
Under the normal mode of operation, a process may utilize a resource in only the following sequence:
1. Request. The process requests the resource. If the request cannot be granted immediately (for
example, if the resource is being used by another process), then the requesting process must wait until
it can acquire the resource.
2. Use. The process can operate on the resource (for example, if the resource is a printer, the process
can print on the printer).
3. Release. The process releases the resource.
The request and release of resources may be system calls. Examples are the request()
and release() device, open() and close() file, and allocate() and free() memory system calls. The
request and release of semaphores can be accomplished through the wait() and signal() operations on
semaphores or through acquire() and release() of a mutex lock. For each use of a kernel-managed
resource by a process or thread, the operating system checks
to make sure that the process has requested and has been allocated the resource.
A system table records whether each resource is free or allocated. For each resource
that is allocated, the table also records the process to which it is allocated. If a process requests a
resource that is currently allocated to another process, it can be added to a queue of processes waiting
for this resource.
A set of processes is in a deadlocked state when every process in the set is waiting for
an event that can be caused only by another process in the set. The events with which we are mainly
concerned here are resource acquisition and release. The resources may be either physical resources
(for example, printers, tape drives, memory space, and CPU cycles) or logical resources (for example,
semaphores, mutex locks, and files). However, other types of events may result in deadlocks.
To illustrate a deadlocked state, consider a system with three CD RWrives. Suppose
each of three processes holds one of these CD RWdrives. If each process now requests another drive,
the three processes will be in a deadlocked state. Each is waiting for the event “CD RW is released,”
which can be caused only by one of the other waiting processes. This example illustrates a deadlock
involving the same resource type.
Deadlocks may also involve different resource types. For example, consider a system
with one printer and one DVD drive. Suppose that process Pi is holding the DVD and process Pj is
holding the printer. If Pi requests the printer and Pj requests the DVD drive, a deadlock occurs.
Developers of multithreaded applications must remain aware of the possibility of
deadlocks. The locking tools are designed to avoid race conditions. However, in using these tools,
developers must pay careful attention to how locks are acquired and released. Otherwise, deadlock
can occur, as illustrated in the dining-philosophers problem.



Characterization

In a deadlock, processes never finish executing, and system resources are tied up,
preventing other jobs from starting. Before we discuss the various methods for dealing with the
deadlock problem, we look more closely at features that characterize deadlocks.

7.2.1 Necessary Conditions
A deadlock situation can arise if the following four conditions hold simultaneously in
a system:
1. Mutual exclusion. At least one resource must be held in a non-sharable mode; that is, only one
process at a time can use the resource. If another process requests that resource, the requesting process
must be delayed until the resource has been released.
2. Hold and wait. A process must be holding at least one resource and waiting to acquire additional
resources that are currently being held by other processes.
3. No preemption. Resources cannot be preempted; that is, a resource can be released only
voluntarily by the process holding it, after that process has completed its task.
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4. Circular wait. A set {P0, P1, ..., Pn} of waiting processes must exist such that P0 is waiting for a
resource held by P1, P1 is waiting for a resource held by P2, ..., Pn−1 is waiting for a resource held
by Pn, and Pn is waiting for a resource held by P0.
We emphasize that all four conditions must hold for a deadlock to occur. The
circular-wait condition implies the hold-and-wait condition, so the four conditions are not completely
independent.

7.2.2 Resource-Allocation Graph
Deadlocks can be described more precisely in terms of a directed graph called a
system resource-allocation graph. This graph consists of a set of vertices V and a set of edges E.
The set of vertices V is partitioned into two different types of nodes: P = {P1, P2, ..., Pn}, the set
consisting of all the active processes in the system, and R = {R1, R2, ..., Rm}, the set consisting of all
resource types in the system.
A directed edge from process Pi to resource type Rj is denoted by Pi → Rj ; it
signifies that process Pi has requested an instance of resource type Rj and is currently waiting for that
resource. A directed edge from resource type Rj to process Pi is denoted by Rj → Pi ; it signifies that
an instance of resource type Rj has been allocated to process Pi . A directed edge Pi → Rj is called a
request edge; a directed edge Rj → Pi is called an assignment edge.
Pictorially, we represent each process Pi as a circle and each resource type Rj as a
rectangle. Since resource type Rj may have more than one instance, we represent each such instance
as a dot within the rectangle. Note that a request edge points to only the rectangle Rj , whereas an
assignment edge must also designate one of the dots in the rectangle.
When process Pi requests an instance of resource type Rj , a request edge is inserted
in the resource-allocation graph. When this request can be fulfilled, the request edge is
instantaneously transformed to an assignment edge. When the process no longer needs access to the
resource, it releases the resource. As a result, the assignment edge is deleted.
The resource-allocation graph shown in Figure 7.1 depicts the following situation.
• The sets P, R, and E:
◦ P = {P1, P2, P3}

◦ R = {R1, R2, R3, R4}
◦ E = {P1 → R1, P2 → R3, R1 → P2, R2 → P2, R2 → P1, R3 → P3}
• Resource instances:
◦ One instance of resource type R1
◦ Two instances of resource type R2
◦ One instance of resource type R3
◦ Three instances of resource type R4
• Process states:

◦ Process P1 is holding an instance of resource type R2 and is waiting for an instance of resource type
R1.
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◦ Process P2 is holding an instance of R1 and an instance of R2 and is waiting for an instance
of R3.
◦ Process P3 is holding an instance of R3.
Given the definition of a resource-allocation graph, it can be shown that, if the graph
contains no cycles, then no process in the system is deadlocked. If the graph does contain a cycle, then
a deadlock may exist. If each resource type has exactly one instance, then a cycle implies that a
deadlock has occurred. If the cycle involves only a set of resource types, each of which has only a
single instance, then a deadlock has occurred. Each process involved in the cycle is deadlocked. In
this case, a cycle in the graph is both a necessary and a sufficient condition for the existence of
deadlock. If each resource type has several instances, then a cycle does not necessarily imply that a
deadlock has occurred. In this case, a cycle in the graph is a necessary but not a sufficient condition
for the existence of deadlock. To illustrate this concept, we return to the resource-allocation graph
depicted in Figure 7.1. Suppose that process P3 requests an instance of resource type R2. Since no
resource instance is currently available, we add a request edge P3→ R2 to the graph (Figure 7.2). At
this point, two minimal cycles exist in the system:
P1 → R1 → P2 → R3 → P3 → R2 → P1
P2 → R3 → P3 → R2 → P2

Processes P1, P2, and P3 are deadlocked. Process P2 is waiting for the resource R3,
which is held by process P3. Process P3 is waiting for either process P1 or process P2 to release
resource R2. In addition, process P1 is waiting for process P2 to release resource R1.
Now consider the resource-allocation graph in Figure 7.3. In this example,
we also have a cycle:
P1 → R1 → P3 → R2 → P1
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However, there is no deadlock. Observe that process P4 may release its instance of
resource type R2. That resource can then be allocated to P3, breaking the cycle.
In summary, if a resource-allocation graph does not have a cycle, then the system is not in a
deadlocked state. If there is a cycle, then the system may or may not be in a deadlocked state. This
observation is important when we deal with the deadlock problem.



Detection

If a system does not employ either a deadlock-prevention or a deadlock avoidance
algorithm, then a deadlock situation may occur. In this environment, the system may provide:
• An algorithm that examines the state of the system to determine whether
a deadlock has occurred
• An algorithm to recover from the deadlock

In the following discussion, we elaborate on these two requirements as they pertain to systems with
only a single instance of each resource type, as well as to systems with several instances of each
resource type. At this point, however, we note that a detection-and-recovery scheme requires
overhead that includes not only the run-time costs of maintaining the necessary information and
executing, the detection algorithm but also the potential losses inherent in recovering from a deadlock.

7.6.1 Single Instance of Each Resource Type
If all resources have only a single instance, then we can define a deadlock detection
algorithm that uses a variant of the resource-allocation graph, called a wait-for graph. We obtain this
graph from the resource-allocation graph by removing the resource nodes and collapsing the
appropriate edges.
More precisely, an edge from Pi to Pj in a wait-for graph implies that process Pi is
waiting for process Pj to release a resource that Pi needs. An edge Pi → Pj exists in a wait-for graph
if and only if the corresponding resource allocation graph contains two edges Pi → Rq and Rq → Pj
for some resource Rq . In Figure 7.9, we present a resource-allocation graph and the corresponding
wait-for graph.
As before, a deadlock exists in the system if and only if the wait-for graph contains a
cycle. To detect deadlocks, the system needs to maintain the wait for graph and periodically invoke
an algorithm that searches for a cycle in the graph. An algorithm to detect a cycle in a graph requires
an order of n2 operations, where n is the number of vertices in the graph.

7.6.2 Several Instances of a Resource Type
The wait-for graph scheme is not applicable to a resource-allocation system with
multiple instances of each resource type. We turn now to a deadlock detection algorithm that is
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applicable to such a system. The algorithm employs several time-varying data structures that are
similar to those used in the banker’s algorithm (Section 7.5.3):
• Available. A vector of length m indicates the number of available resources of each type.
• Allocation. An n × m matrix defines the number of resources of each type currently allocated to
each process.
• Request. An n × m matrix indicates the current request of each process. If Request[i][j] equals k,
then process Pi is requesting k more instances of resource type Rj .
The≤relation between two vectors is defined as in Section 7.5.3. To simplify notation,
we again treat the rows in the matrices Allocation and Request as vectors; we refer to them as
Allocationi and Requesti . The detection algorithm described here simply investigates every possible
allocation sequence for the processes that remain to be completed. Compare this algorithm with the
banker’s algorithm of Section 7.5.3.
1. LetWork and Finish be vectors of length m and n, respectively. Initialize Work =
Available. For i = 0, 1, ..., n–1, if Allocationi _= 0, then Finish[i] = false. Otherwise,
Finish[i] = true.
2. Find an index i such that both
a. Finish[i] == false
b. Requesti ≤Work
If no such i exists, go to step 4.
3. Work =Work + Allocationi
Finish[i] = true
Go to step 2.
4. If Finish[i] ==false for some i, 0≤i<n, then the system is in a deadlocked state. Moreover,
if Finish[i] == false, then process Pi is deadlocked.
This algorithm requires an order of m × n2 operations to detect whether the system is
in a deadlocked state. You may wonder why we reclaim the resources of process Pi (in step 3) as soon
as we determine that Requesti ≤ Work (in step 2b). We know that Pi is currently not involved in a
deadlock (since Requesti ≤ Work). Thus, we take an optimistic attitude and assume that Pi will
require no more resources to complete its task; it will thus soon return all currently allocated resources
to the system. If our assumption is incorrect, a deadlock may occur later. That deadlock will be
detected the next time the deadlock-detection algorithm is invoked.
To illustrate this algorithm, we consider a system with five processes P0 through P4
and three resource types A, B, and C. Resource type A has seven instances, resource type B has two
instances, and resource type C has six instances. Suppose that, at time T0, we have the following
resource-allocation state:

We claim that the system is not in a deadlocked state. Indeed, if we execute our algorithm, we will
find that the sequence <P0, P2, P3, P1, P4> results in Finish[i] == true for all i.
Suppose now that process P2 makes one additional request for an instance of type C.
The Request matrix is modified as follows:
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7.6.3 Detection-Algorithm Usage
When should we invoke the detection algorithm? The answer depends on two factors:
1. How often is a deadlock likely to occur?
2. How many processes will be affected by deadlock when it happens?
If deadlocks occur frequently, then the detection algorithm should be invoked
frequently. Resources allocated to deadlocked processes will be idle until the deadlock can be broken.
In addition, the number of processes involved in the deadlock cycle may grow. Deadlocks occur only
when some process makes a request that cannot be granted immediately. This request may be the final
request that completes a chain of waiting processes. In the extreme, then, we can invoke the deadlock
detection algorithm every time a request for allocation cannot be granted immediately. In this case, we
can identify not only the deadlocked set of processes but also the specific process that “caused” the
deadlock. (In reality,
each of the deadlocked processes is a link in the cycle in the resource graph, so all of
them, jointly, caused the deadlock.) If there are many different resource types, one request may create
many cycles in the resource graph, each cycle completed by the most recent request and “caused” by
the one identifiable process. Of course, invoking the deadlock-detection algorithm for every resource
request will incur considerable overhead in computation time.A less expensive alternative is simply to
invoke the algorithm at defined intervals—for example, once per hour or whenever CPU utilization
drops below 40 percent. (A deadlock eventually cripples system throughput and causes CPU
utilization to drop.) If
the detection algorithm is invoked at arbitrary points in time, the resource graph may contain many
cycles. In this case, we generally cannot tell which of the many deadlocked processes “caused” the
deadlock.



Recovery

When a detection algorithm determines that a deadlock exists, several alternatives are
available. One possibility is to inform the operator that a deadlock has occurred and to let the operator
deal with the deadlock manually. Another possibility is to let the system recover from the deadlock
automatically. There are two options for breaking a deadlock. One is simply to abort one or more
processes to break the circular wait. The other is to preempt some resources from one or more of the
deadlocked processes.

7.7.1 Process Termination
To eliminate deadlocks by aborting a process, we use one of two methods. In both
methods, the system reclaims all resources allocated to the terminated processes.
• Abort all deadlocked processes. This method clearly will break the deadlock cycle, but at great
expense. The deadlocked processes may have computed for a long time, and the results of these
partial computations must be discarded and probably will have to be recomputed later.
• Abort one process at a time until the deadlock cycle is eliminated. This method incurs
considerable overhead, since after each process is aborted, a deadlock-detection algorithm must be
invoked to determine whether any processes are still deadlocked. Aborting a process may not be easy.
If the process was in the midst of updating a file, terminating it will leave that file in an incorrect
state. Similarly, if the process was in the midst of printing data on a printer, the system must reset the
printer to a correct state before printing the next job. If the partial termination method is used, then we
must determine which deadlocked process (or processes) should be terminated. This determination is
a policy decision, similar to CPU-scheduling decisions. The question is basically an economic one;
we should abort those processes whose termination will incur the minimum cost. Unfortunately, the
term minimum cost is not a precise one.
Many factors may affect which process is chosen, including:
1. What the priority of the process is
2. How long the process has computed and how much longer the process will
compute before completing its designated task
3. How many and what types of resources the process has used (for example whether
the resources are simple to preempt)
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4. How many more resources the process needs in order to complete
5. How many processes will need to be terminated?
6. Whether the process is interactive or batch

7.7.2 Resource Preemption
To eliminate deadlocks using resource preemption, we successively preempt some
resources from processes and give these resources to other processes until the deadlock cycle is
broken.
If preemption is required to deal with deadlocks, then three issues need to be
addressed:
1. Selecting a victim. Which resources and which processes are to be preempted? As in process
termination, we must determine the order of preemption to minimize cost. Cost factors may include
such parameters as the number of resources a deadlocked process is holding and the amount of time
the process has thus far consumed.
2. Rollback. If we preempt a resource from a process, what should be done with that process?
Clearly, it cannot continue with its normal execution; it is missing some needed resource. We must
roll back the process to some safe state and restart it from that state. Since, in general, it is difficult to
determine what a safe state is, the simplest solution is a total rollback: abort the process and then
restart it. Although it is more effective to roll back the process only as far as necessary to break the
deadlock, this method requires the system to keep more information about the state of all running
processes.
3. Starvation. How do we ensure that starvation will not occur? That is, how can we guarantee that
resources will not always be preempted from the same process? In a system where victim selection is
based primarily on cost factors, it may happen that the same process is always picked as a victim. As a
result, this process never completes its designated task, a starvation situation any practical system
must address. Clearly, we must ensure that a process can be picked as a victim only a (small) finite
number of times. The most common solution is to include the number of rollbacks in the cost factor.
for an event that can be caused only by one of the waiting processes.
There are three principal methods for dealing with deadlocks:
• Use some protocol to prevent or avoid deadlocks, ensuring that the system will never enter a
deadlocked state.
• Allow the system to enter a deadlocked state, detect it, and then recover.
• Ignore the problem altogether and pretend that deadlocks never occur in the system.
The third solution is the one used by most operating systems, including Linux and Windows. A
deadlock can occur only if four necessary conditions hold simultaneously in the system: mutual
exclusion, hold and wait, no preemption, and circular wait. To prevent deadlocks, we can ensure that
at least one of the necessary conditions never holds. A method for avoiding deadlocks, rather than
preventing them, requires that the operating system have a priori information about how each process
will utilize system resources. The banker’s algorithm, for example, requires prior information about
the maximum number of each resource class that each process may request. Using this information,
we can define a deadlock avoidance algorithm.
If a system does not employ a protocol to ensure that deadlocks will never occur, then
a detection-and-recovery scheme may be employed. A deadlock detection algorithm must be invoked
to determine whether a deadlock has occurred. If a deadlock is detected, the system must recover
either by terminating some of the deadlocked processes or by preempting resources from some of the
deadlocked processes.
Where preemption is used to deal with deadlocks, three issues must be addressed:
selecting a victim, rollback, and starvation. In a system that selects victims for rollback primarily on
the basis of cost factors, starvation may occur, and the selected process can never complete its
designated task. Researchers have argued that none of the basic approaches alone is appropriate for
the entire spectrum of resource-allocation problems in operating systems. The basic approaches can
be combined, however, allowing us to select an optimal approach for each class of resources in a
system.
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Avoidance and Prevention

Deadlock Prevention
For a deadlock to occur, each of the four necessary conditions must hold. By ensuring that at
least one of these conditions cannot hold, we can prevent the occurrence of a deadlock. We elaborate
on this approach by examining each of the four necessary conditions separately.

7.4.1 Mutual Exclusion
The mutual exclusion condition must hold. That is, at least one resource must be nonsharable. Sharable resources, in contrast, do not require mutually exclusive access and thus cannot be
involved in a deadlock. Read-only files are a good example of a sharable resource. If several
processes attempt to open a read-only file at the same time, they can be granted simultaneous access
to the file. A process never needs to wait for a sharable resource. In general, however, we cannot
prevent deadlocks by denying the mutual-exclusion condition, because some resources are
intrinsically non-sharable. For example, a mutex lock cannot be simultaneously shared by several
processes.

7.4.2 Hold and Wait
To ensure that the hold-and-wait condition never occurs in the system, we must guarantee
that, whenever a process requests a resource, it does not hold any other resources. One protocol that
we can use requires each process to request and be allocated all its resources before it begins
execution. We can implement this provision by requiring that system calls requesting resources for a
process precede all other system calls.
An alternative protocol allows a process to request resources only when it has none. A
process may request some resources and use them. Before it can request any additional resources, it
must release all the resources that it is currently allocated.
To illustrate the difference between these two protocols, we consider a process that copies
data from a DVD drive to a file on disk, sorts the file, and then prints the results to a printer. If all
resources must be requested at the beginning of the process, then the process must initially request the
DVD drive, disk file, and printer. It will hold the printer for its entire execution, even though it needs
the printer only at the end.
The second method allows the process to request initially only the DVD drive and disk file. It
copies from the DVD drive to the disk and then releases both the DVD drive and the disk file. The
process must then request the disk file and the printer. After copying the disk file to the printer, it
releases these two resources and terminates.
Both these protocols have two main disadvantages. First, resource utilization may be low,
since resources may be allocated but unused for a long period. In the example given, for instance, we
can release the DVD drive and disk file, and then request the disk file and printer, only if we can be
sure that our data will remain on the disk file. Otherwise, we must request all resources at the
beginning for both protocols. Second, starvation is possible. A process that needs several popular
resources may have to wait indefinitely, because at least one of the resources that it needs is always
allocated to some other process.

7.4.3 No Preemption
The third necessary condition for deadlocks is that there is no preemption of resources that
have already been allocated. To ensure that this condition does not hold, we can use the following
protocol. If a process is holding some resources and requests another resource that cannot be
immediately allocated to it (that is, the process must wait), then all resources the process is currently
holding are preempted. In other words, these resources are implicitly released. The preempted
resources are added to the list of resources for which the process is waiting. The process will be
restarted only when it can regain its old resources, as well as the new ones that it is requesting.
Alternatively, if a process requests some resources, we first check whether they are available.
If they are, we allocate them. If they are not, we check whether they are allocated to some other
process that is waiting for additional resources. If so, we preempt the desired resources from the
waiting process and allocate them to the requesting process. If the resources are neither available nor
held by a waiting process, the requesting process must wait. While it is waiting, some of its resources
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may be preempted, but only if another process requests them. A process can be restarted only when it
is allocated the new resources it is requesting and recovers any resources that were preempted while it
was waiting. This protocol is often applied to resources whose state can be easily saved and restored
later, such as CPU registers and memory space. It cannot generally be applied to such resources as
mutex locks and semaphores.

7.4.4 Circular Wait
The fourth and final condition for deadlocks is the circular-wait condition. One way to ensure
that this condition never holds is to impose a total ordering of all resource types and to require that
each process requests resources in an increasing order of enumeration.
To illustrate, we let R = {R1, R2, ..., Rm} be the set of resource types. We assign to each
resource type a unique integer number, which allows us to compare two resources and to determine
whether one precedes another in our ordering. Formally, we define a one-to-one function F: R→N,
where N is the set of natural numbers. For example, if the set of resource types R includes tape drives,
disk drives, and printers, then the function F might be defined as follows:
F(tape drive) = 1
F(disk drive) = 5
F(printer) = 12
We can now consider the following protocol to prevent deadlocks: Each process can request
resources only in an increasing order of enumeration. That is, a process can initially request any
number of instances of a resource type —say, Ri. After that, the process can request instances of
resource type Rj if and only if F(Rj ) > F(Ri ). For example, using the function defined previously, a
process that wants to use the tape drive and printer at the same time must first request the tape drive
and then request the printer. Alternatively, we can require that a process requesting an instance of
resource type Rj must have released any resources Ri such that F(Ri ) ≥ F(Rj ). Note also that if
several instances of the same resource type are needed, a single request for all of them must be issued.
If these two protocols are used, then the circular-wait condition cannot hold. We can
demonstrate this fact by assuming that a circular wait exists (proof by contradiction). Let the set of
processes involved in the circular wait be {P0, P1, ..., Pn}, where Pi is waiting for a resource Ri ,
which is held by process Pi+1. (Modulo arithmetic is used on the indexes, so that Pn is waiting for a
resource Rn held by P0.) Then, since process Pi+1 is holding resource Ri while requesting resource
Ri+1, we must have F(Ri ) < F(Ri+1) for all i. But this condition means that F(R0) < F(R1) < ... <
F(Rn) < F(R0). By transitivity, F(R0) < F(R0), which is impossible. Therefore, there can be no
circular wait. We can accomplish this scheme in an application program by developing an ordering
among all synchronization objects in the system. All requests for synchronization objects must be
made in increasing order. For example, if the lock ordering in the Pthread program shown in Figure
7.4 was
F(first mutex) = 1
F(second mutex) = 5
then thread two could not request the locks out of order.
Keep in mind that developing an ordering, or hierarchy, does not in itself prevent deadlock. It
is up to application developers to write programs that follow the ordering. Also note that the function
F should be defined according to the normal order of usage of the resources in a system. For example,
because the tape drive is usually needed before the printer, it would be reasonable to define F(tape
drive)<F(printer).
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Although ensuring that resources are acquired in the proper order is the responsibility of application
developers, certain software can be used to verify that locks are acquired in the proper order and to
give appropriate warnings when locks are acquired out of order and deadlock is possible. One lockorder verifier, which works on BSD versions of UNIX such as FreeBSD, is known as witness.
Witness uses mutual-exclusion locks to protect critical sections. It works by dynamically maintaining
the relationship of lock orders in a system. Let’s use the program shown in Figure 7.4 as an example.
Assume that thread one is the first to acquire the locks and does so in the order (1) first
mutex, (2) second mutex. Witness records the relationship that first mutex must be acquired before
second mutex. If thread two later acquires the locks out of order, witness generates a warning message
on the system console.
It is also important to note that imposing a lock ordering does not guarantee deadlock
prevention if locks can be acquired dynamically. For example, assume we have a function that
transfers funds between two accounts. To prevent a race condition, each account has an associated
mutex lock that is obtained from a get lock() function such as shown in Figure 7.5:
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Deadlock is possible if two threads simultaneously invoke the transaction() function, transposing
different accounts. That is, one thread might invoke
transaction(checking account, savings account, 25);
and another might invoke
transaction(savings account, checking account, 50);
We leave it as an exercise for students to fix this situation.

Deadlock Avoidance
Deadlock-prevention algorithms prevent deadlocks by limiting how requests can be
made. The limits ensure that at least one of the necessary conditions for deadlock cannot occur.
Possible side effects of preventing deadlocks by this method, however, are low device utilization and
reduced system throughput.
An alternative method for avoiding deadlocks is to require additional information
about how resources are to be requested. For example, in a system with one tape drive and one printer,
the system might need to know that process P will request first the tape drive and then the printer
before releasing both resources, whereas process Q will request first the printer and then the tape
drive. With this knowledge of the complete sequence of requests and releases for each process, the
system can decide for each request whether or not the process should wait in order to avoid a possible
future deadlock. Each request requires that in making this decision the system consider the resources
currently available, the resources currently allocated to each process, and the future requests and
releases of each process.
The various algorithms that use this approach differ in the amount and type of
information required. The simplest and most useful model requires that each process declare the
maximum number of resources of each type that it may need. Given this a priori information, it is
possible to construct an algorithm that ensures that the system will never enter a deadlocked state. A
deadlock-avoidance algorithm dynamically examines the resource-allocation state to ensure that a
circular-wait condition can never exist. The resource allocation state is defined by the number of
available and allocated resources and the maximum demands of the processes. In the following
sections, we explore two deadlock-avoidance algorithms.

7.5.1 Safe State
A state is safe if the system can allocate resources to each process (up to its maximum) in
some order and still avoid a deadlock. More formally, a system is in a safe state only if there exists a
safe sequence. A sequence of processes <P1, P2, ..., Pn> is a safe sequence for the current allocation
state if, for each Pi , the resource requests that Pi can still make can be satisfied by the currently
available resources plus the resources held by all Pj, with j < i. In this situation, if the resources that
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Pi needs are not immediately available, then Pi can wait until all Pj have finished. When they have
finished, Pi can obtain all of its needed resources, complete its designated task, return its allocated
resources, and terminate. When Pi terminates, Pi+1 can obtain its needed resources, and so on. If no
such sequence exists, then the system state is said to be unsafe.
A safe state is not a deadlocked state. Conversely, a deadlocked state is an unsafe state. Not
all unsafe states are deadlocks, however (Figure 7.6). An unsafe state may lead to a deadlock. As long
as the state is safe, the operating system can avoid unsafe (and deadlocked) states. In an unsafe state,
the operating system cannot prevent processes from requesting resources in such a way that a
deadlock occurs. The behavior of the processes controls unsafe states.
To illustrate, we consider a system with twelve magnetic tape drives and three processes: P0,
P1, and P2. Process P0 requires ten tape drives, process P1 may need as many as four tape drives, and
process P2 may need up to nine tape drives. Suppose that, at time t0, process P0 is holding five tape
drives, process P1 is holding two tape drives, and process P2 is holding two tape drives. (Thus, there
are three free tape drives.)

At time t0, the system is in a safe state. The sequence <P1, P0, P2> satisfies the safety condition.
Process P1 can immediately be allocated all its tape drives and then return them (the system will then
have five available tape drives); then process P0 can get all its tape drives and return them (the system
will then have ten available tape drives); and finally process P2 can get all its tape drives and return
them (the system will then have all twelve tape drives available). A system can go from a safe state to
an unsafe state. Suppose that, at time t1, process P2 requests and is allocated one more tape drive. The
system is no longer in a safe state. At this point, only process P1 can be allocated all its tape drives.
When it returns them, the system will have only four available tape drives. Since process P0 is
allocated five tape drives but has a maximum of ten, it may request five more tape drives. If it does so,
it will have to wait, because they are unavailable. Similarly, process P2 may request six additional
tape drives and have to wait, resulting in a deadlock. Our mistake was in granting the request from
process P2 for one more tape drive. If we had made P2 wait until either of the other processes had
finished and released its resources, then we could have avoided the deadlock.
Given the concept of a safe state, we can define avoidance algorithms that ensure that the
system will never deadlock. The idea is simply to ensure that the system will always remain in a safe
state. Initially, the system is in a safe state. Whenever a process requests a resource that is currently
available, the system must decide whether the resource can be allocated immediately or whether the
process must wait. The request is granted only if the allocation leaves the system in a safe state.
In this scheme, if a process requests a resource that is currently available, it may still have to
wait. Thus, resource utilization may be lower than it would otherwise be.
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7.5.2 Resource-Allocation-Graph Algorithm
If we have a resource-allocation system with only one instance of each resource type, we can
use a variant of the resource-allocation graph for deadlock avoidance. In addition to the request and
assignment edges already described, we introduce a new type of edge, called a claim edge.
A claim edge Pi → Rj indicates that process Pi may request resource Rj at some time in the
future. This edge resembles a request edge in direction but is represented in the graph by a dashed
line. When process Pi requests resource Rj , the claim edge Pi → Rj is converted to a request edge.
Similarly, when a resource Rj is released by Pi , the assignment edge Rj → Pi is reconverted to a
claim edge Pi → Rj .
Note that the resources must be claimed a priori in the system. That is, before process Pi starts
executing, all its claim edges must already appear in the resource-allocation graph. We can relax this
condition by allowing a claim edge Pi → Rj to be added to the graph only if all the edges associated
with process Pi are claim edge granted only if converting the request edge Pi → Rj to an assignment
edge Rj → Pi does not result in the formation of a cycle in the resource-allocation graph.

We check for safety by using a cycle-detection algorithm. An algorithm for detecting a cycle in this
graph requires an order of n2 operations, where n is the number of processes in the system.
If no cycle exists, then the allocation of the resource will leave the system in a safe state. If a
cycle is found, then the allocation will put the system in an unsafe state. In that case, process Pi will
have to wait for its requests to be satisfied.
To illustrate this algorithm, we consider the resource-allocation graph of Figure 7.7. Suppose
that P2 requests R2. Although R2 is currently free, we cannot allocate it to P2, since this action will
create a cycle in the graph (Figure 7.8). A cycle, as mentioned, indicates that the system is in an
unsafe state. If P1 requests R2, and P2 requests R1, then a deadlock will occur.

7.5.3 Banker’s Algorithm
The resource-allocation-graph algorithm is not applicable to a resource allocation system with
multiple instances of each resource type. The deadlock avoidance algorithm that we describe next is
applicable to such a system but is less efficient than the resource-allocation graph scheme. This
algorithm is commonly known as the banker’s algorithm. The name was chosen because the
algorithm could be used in a banking system to ensure that the bank never
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allocated its available cash in such a way that it could no longer satisfy the needs of all its customers.
When a new process enters the system, it must declare the maximum number of instances of each
resource type that it may need. This number may not exceed the total number of resources in the
system. When a user requests a set of resources, the system must determine whether the allocation of
these resources will leave the system in a safe state. If it will, the resources are allocated; otherwise,
the process must wait until some other process releases enough resources.
Several data structures must be maintained to implement the banker’s algorithm. These data
structures encode the state of the resource-allocation system. We need the following data structures,
where n is the number of processes in the system and m is the number of resource types:
• Available.A vector of length m indicates the number of available resources of each type. If
Available[j] equals k, then k instances of resource type Rj are available.
• Max. An n × m matrix defines the maximum demand of each process. If Max[i][j] equals k, then
process Pi may request at most k instances of resource type Rj .
• Allocation. An n × m matrix defines the number of resources of each type currently allocated to
each process. If Allocation[i][j] equals k, then process Pi is currently allocated k instances of resource
type Rj .
• Need. An n × m matrix indicates the remaining resource need of each process. If Need[i][j] equals k,
then process Pi may need k more instances of resource type Rj to complete its task. Note that
Need[i][j] equalsMax[i][j] − Allocation[i][j].
These data structures vary over time in both size and value. To simplify the presentation of the
banker’s algorithm, we next establish some notation. Let X and Y be vectors of length n. We say that
X ≤ Y if and only if X[i] ≤ Y[i] for all i = 1, 2, ..., n. For example, if X = (1,7,3,2) and Y = (0,3,2,1),
then Y ≤ X. In addition, Y < X if Y ≤ X and Y _= X. We can treat each row in the matrices Allocation
and Need as vectors and refer to them as Allocationi and Needi . The vector Allocation i specifies the
resources currently allocated to process Pi ; the vector Needi specifies the additional resources that
process Pi may still request to complete its task.

7.5.3.1 Safety Algorithm
We can now present the algorithm for finding out whether or not a system is in a safe
state. This algorithm can be described as follows:
1. LetWork and Finish be vectors of length m and n, respectively. Initialize
Work = Available and Finish[i] = false for i = 0, 1, ..., n − 1.
2. Find an index i such that both
a. Finish[i] == false
b. Needi ≤Work
If no such i exists, go to step 4.
3. Work =Work + Allocationi
Finish[i] = true
Go to step 2.
4. If Finish[i] == true for all i, then the system is in a safe state.
This algorithm may require an order of m × n2 operations to determine whether a state is safe.

7.5.3.2 Resource-Request Algorithm
Next, we describe the algorithm for determining whether requests can be safely
granted.
Let Requesti be the request vector for process Pi . If Requesti [ j] == k, then process
Pi wants k instances of resource type Rj . When a request for resources is made by process Pi , the
following actions are taken:
1. If Requesti ≤Needi , go to step 2. Otherwise, raise an error condition, since the process has
exceeded its maximum claim.
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2. If Requesti ≤ Available, go to step 3. Otherwise, Pi must wait, since the
resources are not available.
3. Have the system pretend to have allocated the requested resources to
process Pi by modifying the state as follows:
Available = Available–Requesti ;
Allocationi = Allocationi + Requesti ;
Needi = Needi –Requesti ;
If the resulting resource-allocation state is safe, the transaction is completed, and process Pi is
allocated its resources. However, if the new state is unsafe, then Pi must wait for Requesti , and the
old resource-allocation state is restored.

7.5.3.3 An Illustrative Example
To illustrate the use of the banker’s algorithm, consider a system with five processes P0
through P4 and three resource types A, B, and C. Resource type A has ten instances, resource type B
has five instances, and resource type C has seven instances. Suppose that, at time T0, the following
snapshot of the system has been taken:

The content of the matrix Need is defined to be Max − Allocation and is as follows:

We claim that the system is currently in a safe state. Indeed, the sequence <P1, P3, P4, P2, P0>
satisfies the safety criteria. Suppose now that process P1 requests one additional instance of resource
type A and two instances of resource type C, so Request1 = (1,0,2). To decide whether this request can
be immediately granted, we first check that Request1 ≤ Available—that is, that (1,0,2) ≤ (3,3,2),
which is true. We then pretend that this request has been fulfilled, and we arrive at the following new
state:

We must determine whether this new system state is safe. To do so, we execute our safety algorithm
and find that the sequence <P1, P3, P4, P0, P2> satisfies the safety requirement. Hence, we can
immediately grant the request of process P1. You should be able to see, however, that when the
system is in this state, a request for (3,3,0) by P4 cannot be granted, since the resources are not
available. Furthermore, a request for (0,2,0) by P0 cannot be granted, even though the resources are
available, since the resulting state is unsafe. We leave it as a programming exercise for students to
implement the banker’s algorithm.
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4. Memory Management

 Memory partitioning
 Swapping
A process must be in memory to be executed. A process, however, can be swapped
temporarily out of memory to a backing store and then brought back into memory for continued
execution (Figure 8.5). Swapping makes it possible for the total physical address space of all
processes to exceed the real physical memory of the system, thus increasing the degree of
multiprogramming in a system.

8.2.1 Standard Swapping
Standard swapping involves moving processes between main memory and a backing
store. The backing store is commonly a fast disk. It must be large provide direct access to these
memory images.

The system maintains a ready queue consisting of all processes whose memory images are on the
backing store or in memory and are ready to run. Whenever the CPU scheduler decides to execute a
process, it calls the dispatcher. The dispatcher checks to see whether the next process in the queue is
in memory. If it is not, and if there is no free memory region, the dispatcher swaps out a process
currently in memory and swaps in the desired process. It then reloads registers and transfers control to
the selected process.
The context-switch time in such a swapping system is fairly high. To get an idea of
the context-switch time, let’s assume that the user process is 100 MB in size and the backing store is a
standard hard disk with a transfer rate of 50 MB per second. The actual transfer of the 100-MB
process to or from main memory takes
100 MB/50 MB per second = 2 seconds
The swap time is 200 milliseconds. Since we must swap both out and in, the total
swap time is about 4,000 milliseconds. Notice that the major part of the swap time is transfer time.
The total transfer time is directly proportional to the amount of memory swapped. If we have a
computer system with 4 GB of main memory and a resident operating system taking 1 GB, the
maximum size of the user process is 3 GB. However, many user processes may be much smaller than
this—say, 100 MB. A 100-MB process could be swapped out in 2 seconds, compared with the 60
seconds required for swapping 3 GB. Clearly, it would be useful to know exactly how much memory
a user process is using, not simply how much it might be using. Then we would need to swap only
what is actually used, reducing swaps time. For this method to be effective, the user must keep the
system informed of any changes in memory requirements. Thus, a process with dynamic memory
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requirements will need to issue system calls (request memory() and release memory()) to inform the
operating system of its changing memory needs.
Swapping is constrained by other factors as well. If we want to swap a process, we
must be sure that it is completely idle. Of particular concern is any pending I/O. A process may be
waiting for an I/O operation when we want to swap that process to free up memory. However, if the
I/O is asynchronously accessing the user memory for I/O buffers, then the process cannot be swapped.
Assume that the I/O operation is queued because the device is busy. If we were to swap out process
P1 and swap in process P2, the I/O operation might then attempt to use memory that now belongs to
process P2. There are two main solutions to this problem: never swap a process with pending I/O, or
execute I/O operations only into operating-system buffers.
Transfers between operating-system buffers and process memory then occur only
when the process is swapped in. Note that this double buffering itself adds overhead. We now need
to copy the data again, from kernel memory to user memory, before the user process can access it.
Standard swapping is not used in modern operating systems. It requires too much
swapping time and provides too little execution time to be a reasonable memory-management
solution. Modified versions of swapping, however, are found on many systems, including UNIX,
Linux, and Windows. In one common variation, swapping is normally disabled but will start if the
amount of free memory (unused memory available for the operating system or processes to use) falls
below a threshold amount. Swapping is halted when the amount of free memory increases. Another
variation involves swapping portions of processes—rather than entire processes—to decrease swap
time.
8.2.2 Swapping on Mobile Systems
Although most operating systems for PCs and servers support some modified version
of swapping, mobile systems typically do not support swapping in any form. Mobile devices generally
use flash memory rather than more spacious hard disks as their persistent storage. The resulting space
constraint is one reason why mobile operating-system designers avoid swapping. Other reasons
include the limited number of writes that flash memory can tolerate before it becomes unreliable and
the poor throughput between main memory and flash memory in these devices.
Instead of using swapping, when free memory falls below a certain threshold,
Apple’s iOS asks applications to voluntarily relinquish allocated memory. Read-only data (such as
code) are removed from the system and later reloaded from flash memory if necessary. Data that have
been modified (such as the stack) are never removed. However, any applications that fail to free up
sufficient memory may be terminated by the operating system. Android does not support swapping
and adopts a strategy similar to that used by iOS. It may terminate a process if insufficient free
memory is available. However, before terminating a process, Android writes its application state to
flash memory so that it can be quickly restarted. Because of these restrictions, developers for mobile
systems must carefully allocate and release memory to ensure that their applications do not use too
much memory or suffer from memory leaks. Note that both iOS and Android support paging, so they
do have memory-management abilities.

 Paging

Segmentation permits the physical address space of a process to be noncontiguous.
Paging is another memory-management scheme that offers this advantage. However, paging avoids
external fragmentation and the need for compaction, whereas segmentation does not. It also solves the
considerable problem of fitting memory chunks of varying sizes onto the backing store. Most
memory-management schemes used before the introduction of paging suffered from this problem. The
problem arises because, when code fragments or data residing in main memory need to be swapped
out, space must be found on the backing store. The backing store has the same fragmentation
problems discussed in connection with main memory, but access is much slower, so compaction is
impossible. Because of its advantages over earlier methods, paging in its various forms is used in
most operating systems, from those for mainframes through those for smart phones. Paging is
implemented through cooperation between the operating system and the computer hardware.
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8.5.1 Basic Method
The basic method for implementing paging involves breaking physical memory into
fixed-sized blocks called frames and breaking logical memory into blocks of the same size called
pages. When a process is to be executed, its pages are loaded into any available memory frames from
their source (a file system or the backing store). The backing store is divided into fixed-sized blocks
that are the same size as the memory frames or clusters of multiple frames. This rather simple idea has
great functionality and wide ramifications. For example, the logical address space is now totally
separate from the physical address space, so a process can have a logical 64-bit address space even
though
the system has less than 264 bytes of physical memory. The hardware support for paging is illustrated
in Figure 8.10.

Every address generated by the CPU is divided into two parts: a page number (p) and a page offset
(d). The page number is used as an index into a page table. The page table contains the base address
of each page in physical memory The page table contains the base address of each page in physical
memory. This base address is combined with the page offset to define the physical memory address
that is sent to the memory unit. The paging model of memory is shown in Figure 8.11.
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The page size (like the frame size) is defined by the hardware. The size of a page is a power of 2,
varying between 512 bytes and 1 GB per page, depending on the computer architecture. The selection
of a power of 2 as a page size makes the translation of a logical address into a page number and page
offset particularly easy. If the size of the logical address space is 2m, and a page size is 2n bytes, then
the high-order m− n bits of a logical address designate the page number, and the n low-order bits
designate the page offset. Thus, the logical
address is as follows:

where p is an index into the page table and d is the displacement within the page. As a concrete
(although minuscule) example, consider the memory in Figure 8.12. Here, in the logical address, n= 2
and m = 4. Using a page size of 4 bytes and a physical memory of 32 bytes (8 pages), we show how
the programmer’s view of memory can be mapped into physical memory. Logical address 0 is page 0,
offset 0. Indexing into the page table, we find that page 0 is in frame 5. Thus, logical address 0 maps
to physical address 20 [= (5 × 4) + 0]. Logical address 3 (page 0, offset 3) maps to physical address 23
[= (5 × 4) + 3]. Logical address 4 is page 1, offset 0; according to the page table, page 1 is mapped to
frame 6. Thus, logical address 4 maps to physical address 24 [= (6 × 4) + 0]. Logical address 13 maps
to physical address 9. You may have noticed that paging itself is a form of dynamic relocation.
Every logical address is bound by the paging hardware to some physical address. Using paging is
similar to using a table of base (or relocation) registers, one for each frame of memory.
When we use a paging scheme, we have no external fragmentation: any free frame
can be allocated to a process that needs it. However, we may have some internal fragmentation.
Notice that frames are allocated as units. If the memory requirements of a process do not happen to
coincide with page boundaries, the last frame allocated may not be completely full. For example, if
page size is 2,048 bytes, a process of 72,766 bytes will need 35 pages plus 1,086 bytes. It will be
allocated 36 frames, resulting in internal fragmentation of 2,048 − 1,086 = 962 bytes. In the worst
case, a process would need n pages plus 1 byte. It would be allocated n + 1 frames, resulting in
internal fragmentation of almost an entire frame.
If process size is independent of page size, we expect internal fragmentation to
average one-half page per process. This consideration suggests that small page sizes are desirable.
However, overhead is involved in each page-table entry, and this overhead is reduced as the size of
the pages increases. Also, disk I/O is more efficient when the amount data being transferred is larger.
Generally, page sizes have grown over time as processes, data sets, and main memory have become
larger. Today, pages typically are between 4 KB and 8 KB in size and some systems support even
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larger page sizes. Some CPUs and kernels even support multiple page sizes. For instance, Solaris uses
page sizes of 8 KB and 4 MB, depending on the data stored by the pages.

Researchers are now developing support for variable on-the-fly page size. Frequently,
on a 32-bit CPU, each page-table entry is 4 bytes long, but that size can vary as well.A32-bit entry can
point to one of 232 physical page frames. If frame size is 4 KB (212), then a system with 4-byte
entries can address 244 bytes (or 16 TB) of physical memory. We should note here that the size of
physical memory in a paged memory system is different from the maximum logical size of a process.
As we further explore paging, we introduce other information that must be kept in the page-table
entries. That information reduces the number of bits available to address page frames. Thus, a system
with 32-bit page-table entries may address less physical memory than the possible maximum.A32-bit
CPU uses 32-bit addresses, meaning that a given process space can only be 232 bytes (4 TB).
Therefore, paging lets us use physical memory that is larger than what can be addressed by the CPU’s
address pointer length.
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When a process arrives in the system to be executed, its size, expressed in pages, is examined. Each
page of the process needs one frame. Thus, if the process requires n pages, at least n frames must be
available in memory. If n frames are available, they are allocated to this arriving process. The first
page of the process is loaded into one of the allocated frames, and the frame number is put in the page
table for this process. The next page is loaded into another frame, its frame number is put into the
page table, and so on (Figure 8.13). An important aspect of paging is the clear separation between the
programmer’s view of memory and the actual physical memory. The programmer views memory as
one single space, containing only this one program. In fact, the user program is scattered throughout
physical memory, which also holds other programs. The difference between the programmer’s view
of memory and the actual physical memory is reconciled by the address-translation hardware.
The logical addresses are translated into physical addresses. This mapping is hidden from the
programmer and is controlled by the operating system. Notice that the user process by definition is
unable to access memory it does not own. It has no way of addressing memory outside of its page
table, and the table includes only those pages that the process owns.
Since the operating system is managing physical memory, it must be aware of the
allocation details of physical memory—which frames are allocated, which frames are available, how
many total frames there are, and so on? This information is generally kept in a data structure called a
frame table. The frame table has one entry for each physical page frame, indicating whether the latter
is free or allocated and, if it is allocated, to which page of which process or processes.
In addition, the operating system must be aware that user processes operate in user
space, and all logical addresses must be mapped to produce physical addresses. If a user makes a
system call (to do I/O, for example) and provides an address as a parameter (a buffer, for instance),
that address must be mapped to produce the correct physical address. The operating system maintains
a copy of the page table for each process, just as it maintains a copy of the instruction counter and
register contents. This copy is used to translate logical addresses to physical addresses whenever the
operating system must map a logical address to a physical address manually. It is also used by the
CPU dispatcher to define the hardware page table when a process is to be allocated the CPU. Paging
therefore increases the context-switch time.

8.5.2 Hardware Support
Each operating system has its own methods for storing page tables. Some allocate a
page table for each process. A pointer to the page table is stored with the other register values (like the
instruction counter) in the process control block. When the dispatcher is told to start a process, it must
reload the user registers and define the correct hardware page-table values from the stored user page
table. Other operating systems provide one or at most a few page tables, which decreases the overhead
involved when processes are context-switched.
The hardware implementation of the page table can be done in several ways. In the
simplest case, the page table is implemented as a set of dedicated registers. These registers should be
built with very high-speed logic to make the paging-address translation efficient. Every access to
memory must go through the paging map, so efficiency is a major consideration. The CPU dispatcher
reloads these registers, just as it reloads the other registers. Instructions to load or modify the pagetable registers are, of course, privileged, so that only the operating system can change the memory
map. The DEC PDP-11 is an example of such an architecture. The address consists of 16 bits, and the
page size is 8 KB. The page table thus consists of eight entries that are kept in fast registers.
The use of registers for the page table is satisfactory if the page table is reasonably
small (for example, 256 entries). Most contemporary computers, however, allow the page table to be
very large (for example, 1 million entries). For these machines, the use of fast registers to implement
the page table is not feasible. Rather, the page table is kept in main memory, and a page-table base
register (PTBR) points to the page table. Changing page tables requires changing only this one
register, substantially reducing context-switch time.
The problem with this approach is the time required to access a user memory
location. If we want to access location i, we must first index into the page table, using the value in the
PTBR offset by the page number for i. This task requires a memory access. It provides us with the
frame number, which is combined with the page offset to produce the actual address. We can then
access the desired place in memory. With this scheme, two memory accesses are needed to access a
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byte (one for the page-table entry, one for the byte). Thus, memory access is slowed by a factor of 2.
This delay would be intolerable under most circumstances. We might as well resort to swapping!
The standard solution to this problem is to use a special, small, fast lookup
hardware cache called a translation look-aside buffer (TLB). The TLB is associative, high-speed
memory. Each entry in the TLB consists of two parts: a key (or tag) and a value. When the associative
memory is presented with an item, the item is compared with all keys simultaneously. If the item is
found, the corresponding value field is returned. The search is fast; a TLB lookup in modern hardware
is part of the instruction pipeline, essentially adding no performance penalty. To be able to execute the
search within a pipeline step, however, the TLB must be kept small. It is typically between 32 and
1,024 entries in size. Some CPUs implement separate instruction and data address TLBs. Those can
double the number of TLB entries available, because those lookups occur in different pipeline steps.
We can see in this development an example of the evolution of CPU technology: systems have
evolved from having no TLBs to having multiple levels of TLBs, just as they have multiple levels of
caches. The TLB is used with page tables in the following way. The TLB contains only a few of the
page-table entries. When a logical address is generated by the CPU, its page number is presented to
the TLB. If the page number is found, its frame number is immediately available and is used to access
memory. As just mentioned, these steps are executed as part of the instruction pipeline within the
CPU, adding no performance penalty compared with a system that does not implement paging.
If the page number is not in the TLB (known as a TLB miss), a memory reference to
the page table must be made. Depending on the CPU, this may be done automatically in hardware or
via an interrupt to the operating system. When the frame number is obtained, we can use it to access
memory (Figure 8.14). In addition, we add the page number and frame number to the TLB, so

that they will be found quickly on the next reference. If the TLB is already full of entries, an existing
entry must be selected for replacement. Replacement policies range from least recently used (LRU)
through round-robin to random. Some CPUs allow the operating system to participate in LRU entry
replacement, while others handle the matter themselves. Furthermore, some TLBs allow certain
entries to be wired down, meaning that they cannot be removed from the TLB. Typically, TLB
entries for key kernel code are wired down. Some TLBs store address-space identifiers (ASIDs) in
each TLB entry. An ASID uniquely identifies each process and is used to provide address-space
protection for that process. When the TLB attempts to resolve virtual page numbers, it ensures that the
ASID for the currently running process matches the ASID associated with the virtual page. If the
ASIDs do not match, the attempt is treated as a TLB miss. In addition to providing address-space
protection, an ASID allows the TLB to contain entries for several different processes simultaneously.
If the TLB does not support separate ASIDs, then every time a new page table is
selected (for instance, with each context switch), the TLB must be flushed (or erased) to ensure that
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the next executing process does not use the wrong translation information. Otherwise, the TLB could
include old entries that contain valid virtual addresses but have incorrect or invalid physical addresses
left over from the previous process. The percentage of times that the page number of interest is found
in the TLB is called the hit ratio. An 80-percent hit ratio, for example, means that we find the desired
page number in the TLB 80 percent of the time. If it takes 100 nanoseconds to access memory, then a
mapped-memory access takes 100 nanoseconds when the page number is in the TLB. If we fail to find
the page number in the TLB then we must first access memory for the page table and frame number
(100 nanoseconds) and then access the desired byte in memory (100 nanoseconds), for a total of 200
nanoseconds. (We are assuming that a page-table lookup takes only one memory access, but it can
take more, as we shall see.) To find the effective memory-access time, we weight the case by its
probability:
effective access time = 0.80 × 100 + 0.20 × 200
= 120 nanoseconds
In this example, we suffer a 20-percent slowdown in average memory-access time (from 100 to 120
nanoseconds).
For a 99-percent hit ratio, which is much more realistic, we have
effective access time = 0.99 × 100 + 0.01 × 200
= 101 nanoseconds
This increased hit rate produces only a 1 percent slowdown in access time. As we
noted earlier, CPUs today may provide multiple levels of TLBs. Calculating memory access times in
modern CPUs is therefore much more complicated than shown in the example above. For instance,
the Intel Core i7 CPU has a 128-entry L1 instruction TLB and a 64-entry L1 data TLB. In the case of
a miss at L1, it takes the CPU six cycles to check for the entry in the L2 512-entry TLB. A miss in L2
means that the CPU must either walk through the page-table entries in memory to find the associated
frame address, which can take hundreds of cycles, or interrupt to the operating system to have it do
the work.
A complete performance analysis of paging overhead in such a system would require
miss-rate information about each TLB tier. We can see from the general information above, however,
that hardware features can have a significant effect on memory performance and that operatingsystem improvements (such as paging) can result in and, in turn, be affected by hardware changes
(such as TLBs).
TLBs are a hardware feature and therefore would seem to be of little concern to
operating systems and their designers. But the designer needs to understand the function and features
of TLBs, which vary by hardware platform. For optimal operation, an operating-system design for a
given platform must implement paging according to the platform’s TLB design. Likewise, a change in
the TLB design (for example, between generations of Intel CPUs) may necessitate a change in the
paging implementation of the operating systems that use it.

8.5.3 Protection
Memory protection in a paged environment is accomplished by protection bits
associated with each frame. Normally, these bits are kept in the page table. One bit can define a page
to be read–write or read-only. Every reference to memory goes through the page table to find the
correct frame number. At the same time that the physical address is being computed, the protection
bits can be checked to verify that no writes are being made to a read-only page. An attempt to write to
a read-only page causes a hardware trap to the operating system (or memory-protection violation). We
can easily expand this approach to provide a finer level of protection. We can create hardware to
provide read-only, read–write, or execute-only protection; or, by providing separate protection bits for
each kind of access, we can allow any combination of these accesses. Illegal attempts will be trapped
to the operating system. One additional bit is generally attached to each entry in the page table: a
valid–invalid bit. When this bit is set to valid, the associated page is in the process’s logical address
space and is thus a legal (or valid) page. When the bit is set to invalid, the page is not in the process’s
logical address space. Illegal addresses are trapped by use of the valid–invalid bit. The operating
system sets this bit for each page to allow or disallow access to the page. Suppose, for example, that
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in a system with a 14-bit address space (0 to 16383), we have a program that should use only
addresses 0 to 10468. Given a page size of 2 KB, we have the situation shown in Figure 8.15.
Addresses in pages 0, 1, 2, 3, 4, and 5 are mapped normally through the page table. Any attempt to
generate an address in pages 6 or 7, however, will find that the valid–invalid bit is set to invalid, and
the computer will trap to the operating system (invalid page reference).
Notice that this scheme has created a problem. Because the program extends only to
address 10468, any reference beyond that address is illegal. However, references to page 5 are
classified as valid, so accesses to addresses up to 12287 are valid. Only the addresses from 12288 to
16383 are invalid. This problem is a result of the 2-KB page size and reflects the internal
fragmentation of paging.

Rarely does a process use all its address range. In fact, many processes use only a small fraction of the
address space available to them. It would be wasteful in these cases to create a page table with entries
for every page in the address range. Most of this table would be unused but would take up valuable
memory space. Some systems provide hardware, in the form of a page-table length register (PTLR),
to indicate the size of the page table. This value is checked against every logical address to verify that
the address is in the valid range for the process. Failure of this test causes an error trap to the
operating system.

8.5.4 Shared Pages
An advantage of paging is the possibility of sharing common code. This
consideration is particularly important in a time-sharing environment. Consider a system that supports
40 users, each of whom executes a text editor. If the text editor consists of 150 KB of code and 50 KB
of data space, we need 8,000 KB to support the 40 users.If the code is reentrant code (or pure code),
however, it can be shared, as shown in Figure 8.16. Here, we see three processes sharing a three-page
editor—each page 50 KB in size (the large page size is used to simplify the figure). Each process has
its own data page. Reentrant code is non-self-modifying code: it never changes during execution.
Thus, two or more processes can execute the same code at the same time. Each process has its own
copy of registers and data storage to hold the data for the process’s execution. The data for two
different processes will, of course, be different. Only one copy of the editor need be kept in physical
memory. Each user’s page table maps onto the same physical copy of the editor, but data pages are
mapped onto different frames. Thus, to support 40 users, we need only one copy of the editor (150
KB), plus 40 copies of the 50 KB of data space per user. The total space required is now 2,150 KB
instead of 8,000 KB—a significant savings.
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Other heavily used programs can also be shared—compilers, window systems, runtime libraries, database systems, and so on. To be sharable, the code must be reentrant. The read-only
nature of shared code should not be left to the correctness of the code; the operating system should
enforce this property.

 Segmentation

As we’ve already know that, the user’s view of memory is not the same as the actual
physical memory. This is equally true of the programmer’s view of memory. Indeed, dealing with
memory in terms of its physical properties is inconvenient to both the operating system and the
programmer. What if the hardware could provide a memory mechanism that mapped the
programmer’s view to the actual physical memory? The system would have more freedom to manage
memory, while the programmer would have a more natural programming environment. Segmentation
provides such a mechanism.

8.4.1 Basic Method
Do programmers think of memory as a linear array of bytes, some containing
instructions and others containing data? Most programmers would say “no.” Rather, they prefer to
view memory as a collection of variable-sized segments, with no necessary ordering among the
segments (Figure 8.7). When writing a program, a programmer thinks of it as a main program with a
set of methods, procedures, or functions. It may also include various data structures: objects, arrays,
stacks, variables, and so on. Each of these modules or data elements is referred to by name. The
programmer talks about “the stack,” “the math library,” and “the main program” without caring what
addresses in memory these elements occupy. She is not concerned with whether the stack is stored
before or after the Sqrt() function. Segments vary in length, and the length of each is intrinsically
defined by its purpose in the program. Elements within a segment are identified by their offset from
the beginning of the segment: the first statement of the program, the seventh stack frame entry in the
stack, the fifth instruction of the Sqrt(), and so on.
Segmentation is a memory-management scheme that supports this programmer view
of memory. A logical address space is a collection of segments.
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Each segment has a name and a length. The addresses specify both the segment name and the offset
within the segment. The programmer therefore specifies each address by two quantities: a segment
name and an offset. For simplicity of implementation, segments are numbered and are referred to by a
segment number, rather than by a segment name. Thus, a logical address consists of a two tuple:
<segment-number, offset>.
Normally, when a program is compiled, the compiler automatically constructs segments reflecting the
input program.
A C compiler might create separate segments for the following:
1. The code
2. Global variables
3. The heap, from which memory is allocated
4. The stacks used by each thread
5. The standard C library
Libraries that are linked in during compile time might be assigned separate segments. The loader
would take all these segments and assign them segment numbers.

8.4.2 Segmentation Hardware
Although the programmer can now refer to objects in the program by a twodimensional address, the actual physical memory is still, of course, a one dimensional sequence of
bytes. Thus, we must define an implementation to map two-dimensional user-defined addresses into
one-dimensional physical addresses. This mapping is effected by a segment table. Each entry in the
segment table has a segment base and a segment limit. The segment base contains the starting
physical address where the segment resides in memory, and the segment limit specifies the length of
the segment.
The use of a segment table is illustrated in Figure 8.8. A logical address consists of
two parts: a segment number, s, and an offset into that segment, d. the segment number is used as an
index to the segment table. The offset d of the logical address must be between 0 and the segment
limit. If it is not, we trap to the operating system (logical addressing attempt beyond end of segment).
When an offset is legal, it is added to the segment base to produce the address in physical memory of
the desired byte. The segment table is thus essentially an array of base–limit register pairs.
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As an example, consider the situation shown in Figure 8.9. We have five segments
numbered from 0 through 4. The segments are stored in physical memory as shown. The segment
table has a separate entry for each segment, giving the beginning address of the segment in physical
memory (or base) and the length of that segment (or limit). For example, segment 2 is 400 bytes long
and begins at location 4300. Thus, a reference to byte 53 of segment 2 is mapped onto location 4300 +
53 = 4353. A reference to segment 3, byte 852, is mapped to 3200 (the base of segment 3) + 852 =
4052. A reference to byte 1222 of segment 0 would result in a trap to the operating system, as this
segment is only 1,000 bytes long.

 Virtual memory
The memory-management algorithms outlined in Chapter 8 are necessary because of
one basic requirement: The instructions being executed must be in physical memory. The first
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approach to meeting this requirement is to place the entire logical address space in physical memory.
Dynamic loading can help to ease this restriction, but it generally requires special precautions and
extra
work by the programmer.
The requirement that instructions must be in physical memory to be executed seems
both necessary and reasonable; but it is also unfortunate, since it limits the size of a program to the
size of physical memory. In fact, an examination of real programs shows us that, in many cases, the
entire program is not needed. For instance, consider the following:
• Programs often have code to handle unusual error conditions. Since these errors seldom, if
ever, occur in practice, this code is almost never executed.
• Arrays, lists, and tables are often allocated more memory than they actually need. An array
may be declared 100 by 100 elements, even though it is seldom larger than 10 by 10 elements. An
assembler symbol table may have room for 3,000 symbols, although the average program has less
than
200 symbols.
• Certain options and features of a program may be used rarely. For instance, the routines on
U.S. government computers that balance the budget have not been used in many years.
Even in those cases where the entire program is needed, it may not all be needed at the same time.
The ability to execute a program that is only partially in memory would confer many benefits:
• A program would no longer be constrained by the amount of physical memory that is
available. Users would be able to write programs for an extremely large virtual address space,
simplifying the programming task.
• Because each user program could take less physical memory, more programs could be run at
the same time, with a corresponding increase in CPU utilization and throughput but with no increase
in response time or turnaround time.
• Less I/O would be needed to load or swap user programs into memory, so each user
program would run faster.
Thus, running a program that is not entirely in memory would benefit both the system and the user.
Virtual memory involves the separation of logical memory as perceived by users from physical
memory. This separation allows an extremely large virtual memory to be provided for programmers
when only a smaller physical memory is available (Figure 9.1). Virtual memory makes the task of
programming much easier, because the programmer no longer needs to worry about the amount of
physical memory available; she can concentrate instead on the problem to be programmed.
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The virtual address space of a process refers to the logical (or virtual) view of how a process is
stored in memory. Typically, this view is that a process begins at a certain logical address say, address
0 and exists in contiguous memory, as shown in Figure 9.2. Recall from Chapter 8, though, that in fact
physical memory may be organized in page frames and that the physical page frames assigned to a
process may not be contiguous. It is up to the memory management unit (MMU) to map logical pages
to physical page frames in memory. Note in Figure 9.2 that we allow the heap to grow upward in
memory as it is used for dynamic memory allocation. Similarly, we allow for the stack to grow
downward in memory through successive function calls. The large blank space (or hole) between the
heap and the stack is part of the virtual address space but will require actual physical pages only if the
heap or stack grows.

Virtual address spaces that include holes are known as sparse address spaces. Using a
sparse address space is beneficial because the holes can be filled as the stack or heap segments grow
or if we wish to dynamically link libraries (or possibly other shared objects) during program
execution.

96

Preeti Patel
In addition to separating logical memory from physical memory, virtual memory allows files and
memory to be shared by two or more processes through page sharing (Section 8.5.4). This leads to the
following benefits:
• System libraries can be shared by several processes through mapping of the shared object
into a virtual address space. Although each process considers the libraries to be part of its virtual
address space, the actual pages where the libraries reside in physical memory are shared by all the
processes (Figure 9.3). Typically, a library is mapped read-only into the space of each process that is
linked with it.
• Similarly, processes can share memory. Recall from Chapter 3 that two or more processes
can communicate through the use of shared memory. Virtual memory allows one process to create a
region of memory that it can share with another process. Processes sharing this region consider it part
of their virtual address space, yet the actual physical pages of memory are shared, much as is
illustrated in Figure 9.3.
• Pages can be shared during process creation with the fork() system call, thus speeding up
process creation.
We further explore these and other benefits of virtual memory later in this chapter. First, though, we
discuss implementing virtual memory through demand paging.

1. Demand Paging
1.1Performance of Demand Paging
2. Copy-on-Write
In Section 9.2, we illustrated how a process can start quickly by demand-paging in
the page containing the first instruction. However, process creation using the fork() system call may
initially bypass the need for demand paging by using a technique similar to page sharing (covered in
Section 8.5.4). This technique provides rapid process creation and minimizes the number of new
pages that must be allocated to the newly created process. Recall that the fork() system call creates a
child process that is a duplicate of its parent. Traditionally, fork() worked by creating a copy of the
parent’s address space for the child, duplicating the pages belonging to the parent.
However, considering that many child processes invoke the exec() system call
immediately after creation, the copying of the parent’s address space may be unnecessary. Instead, we
can use a technique known as copy-on-write, which works by allowing the parent and child processes
initially to share the same pages. These shared pages are marked as copy-on-write pages, meaning that
if either process writes to a shared page, a copy of the shared page is created. Copy-on-write is
illustrated in Figures 9.7 and 9.8, which show the contents of the physical memory before and after
process 1 modifies page C. For example, assume that the child process attempts to modify a page
containing portions of the stack, with the pages set to be copy-on-write. The operating system will
create a copy of this page, mapping it to the address space of the child process. The child process will
then modify its copied page and not the page belonging to the parent process. Obviously, when the
copy-on-write technique is used, only the pages that are modified by either process are copied; all
unmodified pages can be shared by the parent and child processes. Note, too, that only pages that can
be modified need be marked as copy-on-write. Pages that cannot be modified (pages containing
executable code) can be shared by the parent and child. Copy-on-write is a common technique used
by several operating systems, including Windows XP, Linux, and Solaris.
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When it is determined that a page is going to be duplicated using copy on- write, it is
important to note the location from which the free page will be allocated. Many operating systems
provide a pool of free pages for such requests. These free pages are typically allocated when the stack
or heap for a process must expand or when there are copy-on-write pages to be managed.

Operating systems typically allocate these pages using a technique known as zero
fill-on-demand. Zero-fill-on-demand pages have been zeroed-out before being allocated, thus erasing
the previous contents. Several versions of UNIX (including Solaris and Linux) provide a variation of
the fork() system call—vfork() (for virtual memory fork)—that operates differently from fork() with
copy-on-write. With vfork(), the parent process is suspended, and the child process uses the address
space of the parent. Because vfork() does not use copy-on-write, if the child process changes any
pages of the parent’s address space, the altered pages will be visible to the parent once it resumes.
Therefore, vfork() must be used with caution to ensure that the child process does not modify the
address space of the parent. vfork() is intended to be used when the child process calls exec()
immediately after creation. Because no copying of pages takes place, vfork() is an extremely efficient
method of process creation and is sometimes used to implement UNIX command-line shell interfaces.

3. Page Replacement
4. Allocation of Frames
5. Thrashing
If the number of frames allocated to a low-priority process falls below the minimum
number required by the computer architecture, we must suspend that process’s execution. We should
then page out its remaining pages, freeing all its allocated frames. This provision introduces a swapin, swap-out level of
intermediate CPU scheduling.
In fact, look at any process that does not have “enough” frames. If the process does
not have the number of frames it needs to support pages in active use, it will quickly page-fault. At
this point, it must replace some page. However, since all its pages are in active use, it must replace a
page that will be needed again right away. Consequently, it quickly faults again, and again, and again,
replacing pages that it must bring back in immediately. This high paging activity is called thrashing.
A process is thrashing if it is spending more time paging than executing.

9.5.1 Cause of Thrashing
Thrashing results in severe performance problems. Consider the following scenario,
which is based on the actual behavior of early paging systems. The operating system monitors CPU
utilization. If CPU utilization is too low, we increase the degree of multiprogramming by introducing
a new process to the system. A global page-replacement algorithm is used; it replaces pages without
regard to the process to which they belong. Now suppose that a process enters a new phase in its
execution and needs more frames. It starts faulting and taking frames away from other processes.
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These processes need those pages, however, and so they also fault, taking frames from other
processes. These faulting processes must use the paging device to swap pages in and out. As they
queue up for the paging device, the ready queue empties. As processes wait for the paging device,
CPU utilization decreases.
The CPU scheduler sees the decreasing CPU utilization and increases the degree of
multiprogramming as a result. The new process tries to get started by taking frames from running
processes, causing more page faults and a longer queue for the paging device. As a result, CPU
utilization drops even further, and the CPU scheduler tries to increase the degree of
multiprogramming even more. Thrashing has occurred, and system throughput plunges. The page
fault rate increases tremendously. As a result, the effective memory-access time increases. No work is
getting done, because the processes are spending all their time paging.
This phenomenon is illustrated in Figure 9.18, in which CPU utilization is plotted
against the degree of multiprogramming. As the degree of multiprogramming increases, CPU
utilization also increases, although more slowly, until a maximum is reached. If the degree of
multiprogramming is increased even further, thrashing sets in, and CPU utilization drops sharply. At
this point, to increase CPU utilization and stop thrashing, we must decrease the degree of
multiprogramming.

We can limit the effects of thrashing by using a local replacement algorithm (or
priority replacement algorithm). With local replacement, if one process starts thrashing, it cannot
steal frames from another process and cause the latter to thrash as well. However, the problem is not
entirely solved. If processes are thrashing, they will be in the queue for the paging device most of the
time. The average service time for a page fault will increase because of the longer average queue for
the paging device. Thus, the effective access time will increase even for a process that is not
thrashing.
To prevent thrashing, we must provide a process with as many frames as it needs. But
how do we know how many frames it “needs”? There are several techniques. The working-set
strategy (Section 9.6.2) starts by looking at how many frames a process is actually using. This
approach defines the locality model of process execution. The locality model states that, as a process
executes, it moves from locality to locality. A locality is a set of pages that are actively used together
(Figure 9.19). A program is generally composed of several different localities, which may overlap.
For example, when a function is called, it defines a new locality. In this locality,
memory references are made to the instructions of the function call, its local variables, and a subset of
the global variables. When we exit the function, the process leaves this locality, since the local
variables and instructions of the function are no longer in active use. We may return to this locality
later. Thus, we see that localities are defined by the program structure and its data structures. The
locality model states that all programs will exhibit this basic memory reference structure. Note that
the locality model is the unstated principle behind the caching discussions so far in this book. If
accesses to any types of data were random rather than patterned, caching would be useless. Suppose
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we allocate enough frames to a process to accommodate its current locality. It will fault for the pages
in its locality until all these pages are in memory; then, it will not fault again until it changes
localities. If we do not allocate enough frames to accommodate the size of the current locality, the
process will thrash, since it cannot keep in memory all the pages that it is actively using.
9.5.2 Working-Set Model
As mentioned, the working-set model is based on the assumption of locality. This
model uses a parameter, _, to define the working-set window. The idea is to examine the most recent
_ page references. The set of pages in the most recent _ page references is the working set (Figure
9.20). If a page is in active use, it will be in the working set. If it is no longer being used, it will drop
from the working set _ time units after its last reference. Thus, the working set is an approximation of
the program’s locality.
For example, given the sequence of memory references shown in Figure 9.20, if _ =
10 memory references, then the working set at time t1 is {1, 2, 5, 6, 7}. By time t2, the working set
has changed to {3, 4}. The accuracy of the working set depends on the selection of _. If _ is too small,
it will not encompass the entire locality; if _ is too large, it may overlap several localities. In the
extreme, if _ is infinite, the working set is the set of pages touched during the process execution. The
most important property of the working set, then, is its size. If we compute the working-set size, W S
Si , for each process in the system, we can then consider that where D is the total demand for frames.

Each process is actively using the pages in its working set. Thus, process i needs W S Si frames. If the
total demand is greater than the total number of available frames (D> m), thrashing will occur,
because some processes will not have enough frames. Once _ has been selected, use of the workingset model is simple. The operating system monitors the working set of each process and allocates to
that working set enough frames to provide it with its working-set size.

If there are enough extra frames, another process can be initiated. If the sum of the
working-set sizes increases, exceeding the total number of available frames, the operating system
selects a process to suspend. The process’s pages are written out (swapped), and its frames are
reallocated to other processes. The suspended process can be restarted later.
This working-set strategy prevents thrashing while keeping the degree of
multiprogramming as high as possible. Thus, it optimizes CPU utilization. The difficulty with the
working-set model is keeping track of the working set. The working-set window is a moving window.
At each memory reference, a new reference appears at one end, and the oldest reference drops off the
other end. A page is in the working set if it is referenced anywhere in the working-set window.
We can approximate the working-set model with a fixed-interval timer interrupt and a
reference bit. For example, assume that _ equals 10,000 references and that we can cause a timer
interrupt every 5,000 references. When we get a timer interrupt, we copy and clear the reference-bit
values for each page. Thus, if a page fault occurs, we can examine the current reference bit and two
in-memory bits to determine whether a page was used within the last 10,000 to 15,000 references. If it
was used, at least one of these bits will be on. If it has not been used, these bits will be off. Pages with
at least one bit on will be considered to be in the working set. Note that this arrangement is not
entirely accurate, because we cannot tell where, within an interval of 5,000, a reference occurred. We
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can reduce the uncertainty by increasing the number of history bits and the frequency of interrupts
(for example, 10 bits and interrupts every 1,000 references). However, the cost to service these more
frequent interrupts will be correspondingly higher.

9.5.3 Page-Fault Frequency
The working-set model is successful, and knowledge of the working set can be useful
for pre paging (Section 9.9.1), but it seems a clumsy way to control thrashing. A strategy that uses the
page-fault frequency (PFF) takes a more direct approach.
The specific problem is how to prevent thrashing. Thrashing has a high page-fault
rate. Thus, we want to control the page-fault rate. When it is too high, we know that the process needs
more frames. Conversely, if the page-fault rate is too low, then the process may have too many
frames. We can establish upper and lower bounds on the desired page-fault rate (Figure 9.21). If the
actual page-fault rate exceeds the upper limit, we allocate the process another frame. If the page-fault
rate falls below the lower limit, we remove a frame from the process. Thus, we can directly measure
and control the page-fault rate to prevent thrashing.

As with the working-set strategy, we may have to swap out a process. If the page-fault rate increases
and no free frames are available, we must select some process and swap it out to backing store. The
freed frames are then distributed to processes with high page-fault rates.

9.5.4 Concluding Remarks
Practically speaking, thrashing and the resulting swapping have a disagreeably large
impact on performance. The current best practice in implementing a computer facility is to include
enough physical memory, whenever possible, to avoid thrashing and swapping. From smartphones
through mainframes, providing enough memory to keep all working sets in memory concurrently,
except under extreme conditions, gives the best user experience.

6. Memory-Mapped Files
Consider a sequential read of a file on disk using the standard system calls open(),
read(), and write(). Each file access requires a system call and disk access. Alternatively, we can use
the virtual memory techniques discussed so far to treat file I/O as routine memory accesses. This
approach, known as memory mapping a file, allows a part of the virtual address space to be logically
associated with the file. As we shall see, this can lead to significant performance increases.
9.7.1 Basic Mechanism
Memory mapping a file is accomplished by mapping a disk block to a page (or pages)
in memory. Initial access to the file proceeds through ordinary demand paging, resulting in a page
fault. However, a page-sized portion of the file is read from the file system into a physical page (some
systems may opt to read in more than a page-sized chunk of memory at a time). Subsequent reads and
writes to the file are handled as routine memory accesses. Manipulating files through memory rather
than incurring the overhead of using the read() and write() system calls simplifies and speeds up file
access and usage.
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Note that writes to the file mapped in memory are not necessarily immediate
(synchronous) writes to the file on disk. Some systems may choose to update the physical file when
the operating system periodically checks whether the page in memory has been modified. When the
file is closed, all the memory-mapped data are written back to disk and removed from the virtual
memory of the process. Some operating systems provide memory mapping only through a specific
system call and use the standard system calls to perform all other file I/O.
However, some systems choose to memory-map a file regardless of whether the file
was specified as memory-mapped. Let’s take Solaris as an example. If a file is specified as memorymapped (using the mmap() system call), Solaris maps the file into the address space of the process. If
a file is opened and accessed using ordinary system calls, such as open(), read(), and write(), Solaris
still memory-maps the file; however, the file is mapped to the kernel address space. Regardless of
how the file is opened, then, Solaris treats all file I/O as memory-mapped, allowing file access to take
place via the efficient memory subsystem.

Multiple processes may be allowed to map the same file concurrently, to allow sharing of data. Writes
by any of the processes modify the data in virtual memory and can be seen by all others that map the
same section of the file. Given our earlier discussions of virtual memory, it should be clear how the
sharing of memory-mapped sections of memory is implemented: the virtual memory map of each
sharing process points to the same page of physical memory—the page that holds a copy of the disk
block. This memory sharing is illustrated in Figure 9.22. The memory-mapping system calls can also
support copy-on-write functionality, allowing processes to share a file in read-only mode but to have
their own copies of any data they modify. So that access to the shared data is coordinated, the
processes involved might use one of the mechanisms for achieving mutual exclusion described in
Chapter 5. Quite often, shared memory is in fact implemented by memory mapping files. Under this
scenario, processes can communicate using shared memory by having the communicating processes
memory-map the same file into their virtual address spaces. The memory-mapped file serves as the
region of shared memory between the communicating processes (Figure 9.23).We have already seen
this in Section 3.4.1, where a POSIX shared memory object is created and each communicating
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process memory-maps the object into its address space. In the following section, we illustrate support
in the Windows API for shared memory using memory-mapped files.

9.7.2 Shared Memory in the Windows API
The general outline for creating a region of shared memory using memory mapped
files in the Windows API involves first creating a file mapping for the file to be mapped and then
establishing a view of the mapped file in a process’s virtual address space.
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A second process can then open and create a view of the mapped file in its virtual address space. The
mapped file represents the shared-memory object that will enable communication to take place
between the processes.
We next illustrate these steps in more detail. In this example, a producer process first
creates a shared-memory object using the memory-mapping features available in the Windows API.
The producer then writes a message to shared memory. After that, a consumer process opens a
mapping to the shared-memory object and reads the message written by the consumer.
To establish a memory-mapped file, a process first opens the file to be mapped with
the CreateFile() function, which returns a HANDLE to the opened file. The process then creates a
mapping of this file HANDLE using the CreateFileMapping() function. Once the file mapping is
established, the process then establishes a view of the mapped file in its virtual address space with the
MapViewOfFile() function. The view of the mapped file represents the portion of the file being
mapped in the virtual address space of the process the entire file or only a portion of it may be
mapped. We illustrate this sequence in the program shown in Figure 9.24. (We eliminate much of the
error checking for code brevity.)
The call to CreateFileMapping() creates a named shared-memory object called
SharedObject. The consumer process will communicate using this shared-memory segment by
creating a mapping to the same named object. The producer then creates a view of the memorymapped file in its virtual address space. By passing the last three parameters the value 0, it indicates
that the mapped view is the entire file. It could instead have passed values specifying an offset and
size, thus creating a view containing only a subsection of the file. (It is important to note that the
entire mapping may not be loaded into memory when the mapping is established. Rather, the mapped
file may be demand-paged, thus bringing pages into memory only as they are accessed.) The
MapViewOfFile() function returns a pointer to the shared-memory object; any accesses to this
memory location are thus accesses to the memory-mapped file. In this instance, the producer process
writes the message “Shared memory message” to shared memory. A program illustrating how the
consumer process establishes a view of the named shared-memory object is shown in Figure 9.25.
This program is somewhat simpler than the one shown in Figure 9.24, as all that is necessary is for the
process to create a mapping to the existing named shared-memory object. The consumer process must
also create a view of the mapped file, just as the producer process did in the program in Figure 9.24.
The consumer then reads from shared memory the message “Shared memory message” that was
written by the producer process.

104

Preeti Patel
Finally, both processes remove the view of the mapped file with a call to UnmapViewOfFile(). We
provide a programming exercise at the end of this chapter using shared memory with memory
mapping in theWindows API.
9.7.3 Memory-Mapped I/O
In the case of I/O, as mentioned in Section 1.2.1, each I/O controller includes
registers to hold commands and the data being transferred. Usually, special I/O instructions allow data
transfers between these registers and system memory.
To allow more convenient access to I/O devices, many computer architectures
provide memory-mapped I/O. In this case, ranges of memory addresses are set aside and are mapped
to the device registers. Reads and writes to these memory addresses cause the data to be transferred to
and from the device registers. This method is appropriate for devices that have fast response times,
such as video controllers. In the IBM PC, each location on the screen is mapped to a memory location.
Displaying text on the screen is almost as easy as writing the text into the appropriate memorymapped locations.
Memory-mapped I/O is also convenient for other devices, such as the serial and
parallel ports used to connect modems and printers to a computer. The CPU transfers data through
these kinds of devices by reading and writing a few device registers, called an I/O port. To send out a
long string of bytes through a memory-mapped serial port, the CPU writes one data byte to the data
register and sets a bit in the control register to signal that the byte is available. The device takes the
data byte and then clears the bit in the control register to signal that it is ready for the next byte. Then
the CPU can transfer the next byte. If the CPU uses polling to watch the control bit, constantly
looping to see whetherthe device is ready, this method of operation is called programmed I/O (PIO).
If the CPU does not poll the control bit, but instead receives an interrupt when the device is ready for
the next byte, the data transfer is said to be interrupt driven.

7. Allocating Kernel Memory
When a process running in user mode requests additional memory, pages are
allocated from the list of free page frames maintained by the kernel. This list is typically populated
using a page-replacement algorithm such as those discussed in Section 9.4 and most likely contains
free pages scattered throughout physical memory, as explained earlier. Remember, too, that if a user
process requests a single byte of memory, internal fragmentation will result, as the process will be
granted an entire page frame. Kernel memory is often allocated from a free-memory pool different
from the list used to satisfy ordinary user-mode processes. There are two primary reasons for this:
1. The kernel requests memory for data structures of varying sizes, some of which are less
than a page in size. As a result, the kernel must use memory conservatively and attempt to minimize
waste due to fragmentation. This is especially important because many operating systems do not
subject kernel code or data to the paging system.
2. Pages allocated to user-mode processes do not necessarily have to be in contiguous
physical memory. However, certain hardware devices interact directly with physical memory—
without the benefit of a virtual memory interface—and consequently may require memory residing in
physically contiguous pages.
In the following sections, we examine two strategies for managing free memory that is assigned to
kernel processes: the “buddy system” and slab allocation.
9.8.1 Buddy System
The buddy system allocates memory from a fixed-size segment consisting of
physically contiguous pages. Memory is allocated from this segment using a power-of-2 allocator,
which satisfies requests in units sized as a power of 2 (4 KB, 8 KB, 16 KB, and so forth). A request in
units not appropriately sized is rounded up to the next highest power of 2. For example, a request for
11 KB is satisfied with a 16-KB segment.
Let’s consider a simple example. Assume the size of a memory segment is initially
256 KB and the kernel requests 21 KB of memory. The segment is initially divided into two
buddies—which we will call AL and AR—each 128 KB in size. One of these buddies is further
divided into two 64-KB buddies— BL and BR. However, the next-highest power of 2 from 21 KB is
32 KB so either BL or BR is again divided into two 32-KB buddies, CL and CR. One of these buddies
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is used to satisfy the 21-KB request. This scheme is illustrated in Figure 9.26, where CL is the
segment allocated to the 21-KB request.

An advantage of the buddy system is how quickly adjacent buddies can be combined
to form larger segments using a technique known as coalescing. In Figure 9.26, for example, when
the kernel releases the CL unit it was allocated, the system can coalesce CL and CR into a 64-KB
segment. This segment, BL, can in turn be coalesced with its buddy BR to form a 128-KB segment.
Ultimately, we can end up with the original 256-KB segment. The obvious drawback to the buddy
system is that rounding up to the next highest power of 2 is very likely to cause fragmentation within
allocated segments. For example, a 33-KB request can only be satisfied with a 64- KB segment. In
fact, we cannot guarantee that less than 50 percent of the allocated unit will be wasted due to internal
fragmentation. In the following section, we explore a memory allocation scheme where no space is
lost due to fragmentation.

9.8.2 Slab Allocation
A second strategy for allocating kernel memory is known as slab allocation. A slab
is made up of one or more physically contiguous pages. A cache consists of one or more slabs. There
is a single cache for each unique kernel data structure —for example, a separate cache for the data
structure representing process descriptors, a separate cache for file objects, a separate cache for
semaphores, and so forth.

Each cache is populated with objects that are instantiations of the kernel data structure the cache
represents. For example, the cache representing semaphores stores instances of semaphore objects, the
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cache representing process descriptors stores instances of process descriptor objects, and so forth. The
relationship among slabs, caches, and objects is shown in Figure 9.27. The figure shows two kernel
objects 3 KB in size and three objects 7 KB in size, each stored in a separate cache.
The slab-allocation algorithm uses caches to store kernel objects. When a cache is
created, a number of objects which are initially marked as free are allocated to the cache. The number
of objects in the cache depends on the size of the associated slab. For example, a 12-KB slab (made
up of three contiguous 4-KB pages) could store six 2-KB objects. Initially, all objects in the cache are
marked as free. When a new object for a kernel data structure is needed, the allocator can assign any
free object from the cache to satisfy the request. The object assigned from the cache is marked as
used. Let’s consider a scenario in which the kernel requests memory from the slab allocator for an
object representing a process descriptor. In Linux systems, a process descriptor is of the type struct
task struct, which requires approximately 1.7 KB of memory. When the Linux kernel creates a new
task, it requests the necessary memory for the struct task struct object from its cache. The cache will
fulfill the request using a struct task struct object that has already been allocated in a slab and is
marked as free.
In Linux, a slab may be in one of three possible states:
1. Full. All objects in the slab are marked as used.
2. Empty. All objects in the slab are marked as free.
3. Partial. The slab consists of both used and free objects.
The slab allocator first attempts to satisfy the request with a free object in a partial slab. If none exists,
a free object is assigned from an empty slab. If no empty slabs are available, a new slab is allocated
from contiguous physical pages and assigned to a cache; memory for the object is allocated from this
slab.
The slab allocator provides two main benefits:
1. No memory is wasted due to fragmentation. Fragmentation is not an issue because
each unique kernel data structure has an associated cache, and each cache is made up of one or more
slabs that are divided into chunks the size of the objects being represented. Thus, when the kernel
requests memory for an object, the slab allocator returns the exact amount of memory required to
represent the object.
2. Memory requests can be satisfied quickly. The slab allocation scheme is thus
particularly effective for managing memory when objects are frequently allocated and deallocated, as
is often the case with requests from the kernel. The act of allocating—and releasing—memory can be
a time-consuming process. However, objects are created in advance and thus can be quickly allocated
from the cache. Furthermore, when the kernel has finished with an object and releases it, it is marked
as free and returned to its cache, thus making it immediately available for subsequent requests from
the kernel. The slab allocator first appeared in the Solaris 2.4 kernel. Because of its general-purpose
nature, this allocator is now also used for certain user-mode memory requests in Solaris. Linux
originally used the buddy system; however, beginning with Version 2.2, the Linux kernel adopted the
slab allocator.
Recent distributions of Linux now include two other kernel memory allocators— the SLOB and
SLUB allocators. (Linux refers to its slab implementation as SLAB.)
The SLOB allocator is designed for systems with a limited amount of memory, such
as embedded systems. SLOB (which stands for Simple List of Blocks) works by maintaining three
lists of objects: small (for objects less than 256 bytes), medium (for objects less than 1,024 bytes),
and large (for objects less than 1,024 bytes). Memory requests are allocated from an object on an
appropriately sized list using a first-fit policy. Beginning with Version 2.6.24, the SLUB allocator
replaced SLAB as the default allocator for the Linux kernel. SLUB addresses performance issues
with slab allocation by reducing much of the overhead required by the SLAB allocator. One change is
to move the metadata that is stored with each slab under SLAB allocation to the page structure the
Linux kernel uses for each page. Additionally, SLUB removes the per-CPU queues that the SLAB
allocator maintains for objects in each cache. For systems with a large number of processors, the
amount of memory allocated to these queues was not insignificant. Thus, SLUB provides better
performance as the number of processors on a system increases.
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8. Other Considerations
The major decisions that we make for a paging system are the selections of a
replacement algorithm and an allocation policy, which we discussed earlier in this chapter. There are
many other considerations as well, and we discuss several of them here.
9.9.1 Prepaging
An obvious property of pure demand paging is the large number of page faults that
occur when a process is started. This situation results from trying to get the initial locality into
memory. The same situation may arise at other times. For instance, when a swapped-out process is
restarted, all its pages are on the disk, and each must be brought in by its own page fault. Prepaging is
an attempt to prevent this high level of initial paging. The strategy is to bring into memory at one time
all the pages that will be needed. Some operating systems notably Solaris prepage the page frames for
small files.
In a system using the working-set model, for example, we could keep with each
process a list of the pages in its working set. If we must suspend a process (due to an I/O wait or a
lack of free frames), we remember the working set for that process. When the process is to be
resumed (because I/O has finished or enough free frames have become available), we automatically
bring back into memory its entire working set before restarting the process.
Prepaging may offer an advantage in some cases. The question is simply whether the
cost of using prepaging is less than the cost of servicing the corresponding page faults. It may well be
the case that many of the pages brought back into memory by prepaging will not be used. Assume that
s pages are prepaged and a fraction of these s pages is actually used (0 ≤ ≤ 1). The question is
whether the cost of the s * saved page faults is greater or less than the cost of prepaging s * (1 − )
unnecessary pages. If is close to 0, prepaging loses; if  is close to 1, prepaging wins.
9.9.2 Page Size
The designers of an operating system for an existing machine seldom have a choice
concerning the page size. However, when new machines are being designed, a decision regarding the
best page size must be made. As you might expect, there is no single best page size. Rather, there is a
set of factors that support various sizes. Page sizes are invariably powers of 2, generally ranging from
4,096 (212) to 4,194,304 (222) bytes. How do we select a page size? One concern is the size of the
page table. For a given virtual memory space, decreasing the page size increases the number of pages
and hence the size of the page table. For a virtual memory of 4 MB (222), for example, there would be
4,096 pages of 1,024 bytes but only 512 pages of 8,192 bytes. Because each active process must have
its own copy of the page table, a large page size is desirable.
Memory is better utilized with smaller pages, however. If a process is allocated
memory starting at location 00000 and continuing until it has as much as it needs, it probably will not
end exactly on a page boundary. Thus, a part of the final page must be allocated (because pages are
the units of allocation) but will be unused (creating internal fragmentation). Assuming independence
of process size and page size, we can expect that, on the average, half of the final page of each process
will be wasted. This loss is only 256 bytes for a page of 512 bytes but is 4,096 bytes for a page of
8,192 bytes. To minimize internal fragmentation, then, we need a small page size.
Another problem is the time required to read or write a page. I/O time is composed of
seek, latency, and transfer times. Transfer time is proportional to the amount transferred (that is, the
page size)—a fact that would seem to argue for a small page size. However, as we shall see in Section
10.1.1, latency and seek time normally dwarf transfer time. At a transfer rate of 2 MB per second, it
takes only 0.2 milliseconds to transfer 512 bytes. Latency time, though, is perhaps 8 milliseconds,
and seek time 20 milliseconds. Of the total I/O time (28.2 milliseconds), therefore, only 1 percent is
attributable to the actual transfer. Doubling the page size increases I/O time to only 28.4 milliseconds.
It takes 28.4 milliseconds to read a single page of 1,024 bytes but 56.4 milliseconds to read the same
amount as two pages of 512 bytes each. Thus, a desire to minimize I/O time argues for a larger page
size. With a smaller page size, though, total I/O should be reduced, since locality will be improved. A
smaller page size allows each page to match program locality more accurately. For example, consider
a process 200 KB in size, of which only half (100 KB) is actually used in an execution. If we have
only one large page, we must bring in the entire page, a total of 200 KB transferred and allocated. If
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instead we had pages of only 1 byte, then we could bring in only the 100 KB that are actually used,
resulting in only 100 KB transferred and allocated. With a smaller page size, then, we have better
resolution, allowing us to isolate only the memory that is actually needed. With a larger page size, we
must allocate and transfer not only what is needed but also anything else that happens to be in the
page, whether it is needed or not. Thus, a smaller page size should result in less I/O and less total
allocated memory. But did you notice that with a page size of 1 byte, we would have a page fault for
each byte? A process of 200 KB that used only half of that memory would generate only one page
fault with a page size of 200 KB but 102,400 page faults with a page size of 1 byte. Each page fault
generates the large amount of overhead needed for processing the interrupt, saving registers, replacing
a page, queuing for the paging device, and updating tables. To minimize the number of page faults,
we need to have a large page size. Other factors must be considered as well (such as the relationship
between page size and sector size on the paging device). The problem has no best answer. As we have
seen, some factors (internal fragmentation, locality) argue for a small page size, whereas others (table
size, I/O time) argue for a large page size. Nevertheless, the historical trend is toward larger page
sizes, even for mobile systems. Indeed, the first edition of Operating System Concepts (1983) used
4,096 bytes as the upper bound on page sizes, and this value was the most common page size in 1990.
Modern systems may now use much larger page sizes, as we will see in the following section.
9.9.3 TLB Reach
In Chapter 8, we introduced the hit ratio of the TLB. Recall that the hit ratio for the
TLB refers to the percentage of virtual address translations that are resolved in the TLB rather than
the page table. Clearly, the hit ratio is related to the number of entries in the TLB, and the way to
increase the hit ratio is by increasing the number of entries in the TLB. This, however, does not come
cheaply, as the associative memory used to construct the TLB is both expensive and power hungry.
Related to the hit ratio is a similar metric: the TLBreach. The TLB reach refers to the
amount of memory accessible from the TLB and is simply the number of entries multiplied by the
page size. Ideally, the working set for a process is stored in the TLB. If it is not, the process will spend
a considerable amount of time resolving memory references in the page table rather than the TLB. If
we double the number of entries in the TLB, we double the TLB reach. However, for some memoryintensive applications, this may still prove insufficient for storing the working set.
Another approach for increasing the TLB reach is to either increase the size of the
page or provide multiple page sizes. If we increase the page size —say, from 8 KB to 32 KB—we
quadruple the TLB reach. However, this may lead to an increase in fragmentation for some
applications that do not require such a large page size. Alternatively, an operating system may provide
several different page sizes. For example, the UltraSPARC supports page sizes of 8 KB, 64 KB, 512
KB, and 4 MB. Of these available pages sizes, Solaris uses both 8-KB and 4-MB page sizes. And with
a 64-entry TLB, the TLB reach for Solaris ranges from 512 KB with 8-KB pages to 256 MB with 4MB pages. For the majority of applications, the 8-KB page size is sufficient, although Solaris maps
the first 4MB of kernel code and data with two 4-MB pages. Solaris also allows applications such as
databases to take advantage of the large 4-MB page size. Providing support for multiple page sizes
requires the operating system not hardware to manage the TLB. For example, one of the fields in a
TLB entry must indicate the size of the page frame corresponding to the TLB entry. Managing the
TLB in software and not hardware comes at a cost in performance. However, the increased hit ratio
and TLB reach offset the performance costs. Indeed, recent trends indicate a move toward softwaremanaged TLBs and operating-system support for multiple page sizes.
9.9.4 Inverted Page Tables
Section 8.6.3 introduced the concept of the inverted page table. The purpose of this
form of page management is to reduce the amount of physical memory needed to track virtual-tophysical address translations. We accomplish this savings by creating a table that has one entry per
page of physical memory, indexed by the pair <process-id, page-number>. Because they keep
information about which virtual memory page is stored in each physical frame, inverted page tables
reduce the amount of physical memory needed to store this information. However, the inverted page
table no longer contains complete information about the logical address space of a process, and that
information is required if a referenced page is not currently in memory. Demand paging requires this
information to process page faults.
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For the information to be available, an external page table (one per process) must be
kept. Each such table looks like the traditional per-process page table and contains information on
where each virtual page is located. But do external page tables negate the utility of inverted page
tables? Since these tables are referenced only when a page fault occurs, they do not need to be
available quickly. Instead, they are themselves paged in and out of memory as necessary.
Unfortunately, a page fault may now cause the virtual memory manager to generate another page fault
as it pages in the external page table it needs to locate the virtual page on the backing store. This
special case requires careful handling in the kernel and a delay in the page-lookup processing.
9.9.5 Program Structure
Demand paging is designed to be transparent to the user program. In many cases, the
user is completely unaware of the paged nature of memory. In other cases, however, system
performance can be improved if the user (or compiler) has an awareness of the underlying demand
paging. Let’s look at a contrived but informative example. Assume that pages are 128 words in size.
Consider a C program whose function is to initialize to 0 each element of a 128-by-128 array. The
following code is typical:

Notice that the array is stored row major; that is, the array is stored data[0][0], data[0][1], · · ·,
data[0][127], data[1][0], data[1][1], · · ·, data[127][127]. For pages of 128 words, each row takes one
page. Thus, the preceding code zeros one word in each page, then another word in each page, and so
on. If the operating system allocates fewer than 128 frames to the entire program, then its execution
will result in 128 × 128 = 16,384 page faults. In contrast, suppose we change the code to

This code zeros all the words on one page before starting the next page, reducing the number of page
faults to 128.
Careful selection of data structures and programming structures can increase locality
and hence lower the page-fault rate and the number of pages in the working set. For example, a stack
has good locality, since access is always made to the top. A hash table, in contrast, is designed to
scatter references, producing bad locality. Of course, locality of reference is just one measure of the
efficiency of the use of a data structure. Other heavily weighted factors include search speed, total
number of memory references, and total number of pages touched.
At a later stage, the compiler and loader can have a significant effect on paging.
Separating code and data and generating reentrant code means that code pages can be read-only and
hence will never be modified. Clean pages do not have to be paged out to be replaced. The loader can
avoid placing routines across page boundaries, keeping each routine completely in one page. Routines
that call each other many times can be packed into the same page. This packaging is a variant of the
bin-packing problem of operations research: try to pack the variable-sized load segments into the
fixed-sized pages so that interpage references are minimized. Such an approach is particularly useful
for large page sizes.
9.9.6 I/O Interlock and Page Locking
When demand paging is used, we sometimes need to allow some of the pages to be
locked in memory. One such situation occurs when I/O is done to or from user (virtual) memory. I/O
is often implemented by a separate I/O processor. For example, a controller for a USB storage device
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is generally given the number of bytes to transfer and a memory address for the buffer (Figure 9.28).
When the transfer is complete, the CPU is interrupted.
We must be sure the following sequence of events does not occur: A process issues
an I/O request and is put in a queue for that I/O device. Meanwhile, the CPU is given to other
processes. These processes cause page faults, and one of them, using a global replacement algorithm,
replaces the page containing the memory buffer for the waiting process. The pages are paged out.
Some time later, when the I/O request advances to the head of the device queue, the I/O occurs to the
specified address. However, this frame is now being used for a different page belonging to another
process.
There are two common solutions to this problem. One solution is never to execute I/O
to user memory. Instead, data are always copied between system memory and user memory. I/O takes
place only between system memory and the I/O device. To write a block on tape, we first copy the
block to system memory and then write it to tape. This extra copying may result in unacceptably high
overhead.
Another solution is to allow pages to be locked into memory. Here, a lock bit is
associated with every frame. If the frame is locked, it cannot be selected for replacement. Under this
approach, to write a block on tape, we lock into memory the pages containing the block. The system
can then continue as usual. Locked pages cannot be replaced. When the I/O is complete, the pages are
unlocked.

Lock bits are used in various situations. Frequently, some or all of the operating-system kernel is
locked into memory. Many operating systems cannot tolerate a page fault caused by the kernel or by a
specific kernel module, including the one performing memory management. User processes may also
need to lock pages into memory. A database process may want to manage a chunk of memory, for
example, moving blocks between disk and memory itself because it has the best knowledge of how it
is going to use its data. Such pinning of pages in memory is fairly common, and most operating
systems have a system call allowing an application to request that a region of its logical address space
be pinned. Note that this feature could be abused and could cause stress on the memory-management
algorithms. Therefore, an application frequently requires special privileges to make such a request.
Another use for a lock bit involves normal page replacement. Consider the following sequence of
events: A low-priority process faults. Selecting a replacement frame, the paging system reads the
necessary page into memory. Ready to continue, the low-priority process enters the ready queue and
waits for the CPU. Since it is a low-priority process, it may not be selected by the CPU scheduler for a
time. While the low-priority process waits, a high-priority process faults. Looking for a replacement,
the paging system sees a page that is in memory but has not been referenced or modified: it is the
page that the low-priority process just brought in. This page looks like a perfect replacement: it is
clean and will not need to be written out, and it apparently has not been used for a long time.
Whether the high-priority process should be able to replace the low-priority process is
a policy decision. After all, we are simply delaying the low-priority process for the benefit of the
high-priority process. However, we are wasting the effort spent to bring in the page for the lowpriority process. If we decide to prevent replacement of a newly brought-in page until it can be used at
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least once, then we can use the lock bit to implement this mechanism. When a page is selected for
replacement, its lock bit is turned on. It remains on until the faulting process is again dispatched.
Using a lock bit can be dangerous: the lock bit may get turned on but never turned
off. Should this situation occur (because of a bug in the operating system, for example), the locked
frame becomes unusable. On a single-user system, the overuse of locking would hurt only the user
doing the locking. Multiuser systems must be less trusting of users. For instance, Solaris allows
locking “hints,” but it is free to disregard these hints if the free-frame pool becomes too small or if an
individual process requests that too many pages be locked in memory.

 Overlays
To enable a process to be larger than the amount of memory allocated to it, we
can use overlays. The idea of overlays is to keep in memory only those instructions and data
that are needed at any given time. When other instructions are needed, they are loaded into
space occupied previously by instructions that are no longer needed.
As an example, consider a two-pass assembler. During pass 1, it constructs a
symbol table; then, during pass 2, it generates machine-language code. We may be able to
partition such an assembler into pass 1 code, pass 2 code, the symbol table, and common
support routines used by both pass 1 and pass 2. Assume that the sizes of these components
are as follows:

To load everything at once, we would require 200 KB of memory. If only 150
KB is available, we cannot run our process. However, notice that pass 1 and pass 2 do not
need to be in memory at the same time. We thus define two overlays: Overlay A is the
symbol table, common routines, and pass 1, and overlay B is the symbol table, common
routines, and pass 2.We add an overlay driver (10 KB) and start with overlay A in memory.
When we finish pass 1, we jump to the overlay driver, which reads overlay B
into memory, overwriting overlay A, and then transfers control to pass 2. Overlay A needs
only 120 KB, whereas overlay B needs 130 KB (Figure 9.3). We can now run our assembler
in the 150 KB of memory. It will load somewhat faster because fewer data need to be
transferred before execution starts. However, it will run somewhat slower, due to the extra
1/0 to read the code for overlay B over the code for overlay A.
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The code for overlay A and the code for overlay B are kept on disk as absolute
memory images, and are read by the overlay driver as needed. Special relocation and linking
algorithms are needed to construct the overlays. As in dynamic loading, overlays do not
require any special support from the operating system. They can be implemented completely
by the user with simple file structures, reading from the files into memory and then jumping
to that memory and executing the newly read instructions. The operating system notices only
that there is more I/O than usual.
The programmer, on the other hand, must design and program the overlay
structure properly. This task can be a major undertaking, requiring complete knowledge of
the structure of the program, its code, and its data structures. Because the program is, by
definition, large-small programs do not need to be overlaid-obtaining a sufficient
understanding of the program may be difficult. For these reasons, the use of overlays is
currently limited to microcomputer and other systems that have limited amounts of physical
memory and that lack hardware support for more advanced techniques. Some microcomputer
compilers provide the programmer with support for overlays to make the task easier.
Automatic techniques to run large programs in limited amounts of physical memory are
certainly preferable.

 Demand paging
Consider how an executable program might be loaded from disk into memory. One
option is to load the entire program in physical memory at program execution time. However, a
problem with this approach is that we may not initially need the entire program in memory. Suppose a
program starts with a list of available options from which the user is to select. Loading the entire
program into memory results in loading the executable code for all options, regardless of whether or
not an option is ultimately selected by the user. An alternative strategy is to load pages only as they
are needed. This technique is known as demand paging and is commonly used in virtual memory
systems.

With demand-paged virtual memory, pages are loaded only when they are demanded during program
execution. Pages that are never accessed are thus never loaded into physical memory.
A demand-paging system is similar to a paging system with swapping (Figure 9.4)
where processes reside in secondary memory (usually a disk). When we want to execute a process, we
swap it into memory. Rather than swapping the entire process into memory, though, we use a lazy
swapper. A lazy swapper never swaps a page into memory unless that page will be needed. In the
context of a demand-paging system, use of the term “swapper” is technically incorrect. A swapper
manipulates entire processes, whereas a pager is concerned with the individual pages of a process.
We thus use “pager,” rather than “swapper,” in connection with demand paging.
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9.2.1 Basic Concepts
When a process is to be swapped in, the pager guesses which pages will be used
before the process is swapped out again. Instead of swapping in a whole process, the pager brings
only those pages into memory. Thus, it avoids reading into memory pages that will not be used
anyway, decreasing the swap time and the amount of physical memory needed. With this scheme, we
need some form of hardware support to distinguish between the pages that are in memory and the
pages that are on the disk. The valid–invalid bit scheme can be used for this purpose. This time,
however, when this bit is set to “valid,” the associated page is both legal and in memory. If the bit is
set to “invalid,” the page either is not valid (that is, not in the logical address space of the process) or
is valid but is currently on the disk. The page-table entry for a page that is brought into memory is set
as usual, but the page-table entry for a page that is not currently in memory is either simply marked
invalid or contains the address of the page on disk. This situation is depicted in Figure 9.5.
Notice that marking a page invalid will have no effect if the process never attempts to
access that page. Hence, if we guess right and page in all pages that are actually needed and only
those pages, the process will run exactly as though we had brought in all pages. While the process
executes and accesses pages that are memory resident, execution proceeds normally.
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But what happens if the process tries to access a page that was not brought into memory? Access to a
page marked invalid causes a page fault. The paging hardware, in translating the address through the
page table, will notice that the invalid bit is set, causing a trap to the operating system. This trap is the
result of the operating system’s failure to bring the desired page into memory.
The procedure for handling this page fault is straightforward (Figure 9.6):
1. We check an internal table (usually kept with the process control block) for this process to
determine whether the reference was a valid or an invalid memory access.
2. If the reference was invalid, we terminate the process. If it was valid but we have not yet brought in
that page, we now page it in.
3. We find a free frame (by taking one from the free-frame list, for example).
4. We schedule a disk operation to read the desired page into the newly allocated frame.
5. When the disk read is complete, we modify the internal table kept with the process and the page
table to indicate that the page is now in memory.
6. We restart the instruction that was interrupted by the trap. The process can now access the page as
though it had always been in memory. In the extreme case, we can start executing a process with no
pages in memory. When the operating system sets the instruction pointer to the first instruction of the
process, which is on a non-memory-resident page, the process immediately faults for the page. After
this page is brought into memory, the process continues to execute, faulting as necessary until every
page that it needs is in memory. At that point, it can execute with no more faults. This scheme is pure
demand paging: never bring a page into memory until it is required.
Theoretically, some programs could access several new pages of memory with each
instruction execution (one page for the instruction and many for data), possibly causing multiple page
faults per instruction. This situation would result in unacceptable system performance. Fortunately,
analysis of running processes shows that this behavior is exceedingly unlikely. Programs tend to have
locality of reference, described in Section 9.6.1, which results in reasonable performance from
demand paging.
The hardware to support demand paging is the same as the hardware for paging and
swapping:
• Page table. This table has the ability to mark an entry invalid through a valid–invalid bit or a special
value of protection bits.
• Secondary memory. This memory holds those pages that are not present in main memory. The
secondary memory is usually a high-speed disk. It is known as the swap device, and the section of
disk used for this purpose is known as swap space. A crucial requirement for demand paging is the
ability to restart any instruction after a page fault. Because we save the state (registers, condition code,
and instruction counter) of the interrupted process when the page fault occurs, we must be able to
restart the process in exactly the same place and state, except that the desired page is now in memory
and is accessible. In most cases, this requirement is easy to meet. A page fault may occur at any
memory reference. If the page fault occurs on the instruction fetch, we can restart by fetching the
instruction again. If a page fault occurs while we are fetching an operand, we must fetch and decode
the instruction again and then fetch the operand.
As a worst-case example, consider a three-address instruction such as ADD the content of A to B,
placing the result in C. These are the steps to execute this instruction:
1. Fetch and decode the instruction (ADD).
2. Fetch A.
3. Fetch B.
4. Add A and B.
5. Store the sum in C.
If we fault when we try to store in C (because C is in a page not currently in
memory), we will have to get the desired page, bring it in, correct the page table, and restart the
instruction. The restart will require fetching the instruction again, decoding it again, fetching the two
operands again, and then adding again. However, there is not much repeated work (less than one
complete instruction), and the repetition is necessary only when a page fault occurs.
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The major difficulty arises when one instruction may modify several different
locations. For example, consider the IBM System 360/370 MVC (move character) instruction, which
can move up to 256 bytes from one location to another (possibly overlapping) location. If either block
(source or destination) straddles a page boundary, a page fault might occur after the move is partially
done. In addition, if the source and destination blocks overlap, the source block may have been
modified, in which case we cannot simply restart the instruction.
This problem can be solved in two different ways. In one solution, the microcode
computes and attempts to access both ends of both blocks. If a page fault is going to occur, it will
happen at this step, before anything is modified. The move can then take place; we know that no page
fault can occur, since all the relevant pages are in memory. The other solution uses temporary
registers to hold the values of overwritten locations. If there is a page fault, all the old values are
written back into memory before the trap occurs. This action restores memory to its state before the
instruction was started, so that the instruction
can be repeated.
This is by no means the only architectural problem resulting from adding paging to an
existing architecture to allow demand paging, but it illustrates some of the difficulties involved.
Paging is added between the CPU and the memory in a computer system. It should be entirely
transparent to the user process. Thus, people often assume that paging can be added to any system.
Although this assumption is true for a non-demand-paging environment, where a page fault represents
a fatal error, it is not true where a page fault means only that an additional page must be brought into
memory and the process restarted.

 Performance of Demand paging
Demand paging can significantly affect the performance of a computer system. To
see why, let’s compute the effective access time for a demand-paged memory. For most computer
systems, the memory-access time, denoted ma, ranges from 10 to 200 nanoseconds. As long as we
have no page faults, the effective access time is equal to the memory access time. If, however, a page
fault occurs, we must first read the relevant page from disk and then access the desired word.
Let p be the probability of a page fault (0 ≤ p ≤ 1). We would expect p to be close to
zero—that is, we would expect to have only a few page faults. The effective access time is then
effective access time = (1 − p) × ma + p × page fault time. To compute the effective access time, we
must know how much time is needed to service a page fault. A page fault causes the following
sequence to occur:
1. Trap to the operating system.
2. Save the user registers and process state.
3. Determine that the interrupt was a page fault.
4. Check that the page reference was legal and determine the location of the page on the disk.
5. Issue a read from the disk to a free frame:
a. Wait in a queue for this device until the read request is serviced.
b. Wait for the device seek and/or latency time.
c. Begin the transfer of the page to a free frame.
6. While waiting, allocate the CPU to some other user (CPU scheduling, optional).
7. Receive an interrupt from the disk I/O subsystem (I/O completed).
8. Save the registers and process state for the other user (if step 6 is executed).
9. Determine that the interrupt was from the disk.
10. Correct the page table and other tables to show that the desired page is now in memory.
11. Wait for the CPU to be allocated to this process again.
12. Restore the user registers, process state, and new page table, and then resume the
interrupted instruction.
Not all of these steps are necessary in every case. For example, we are assuming that, in step 6, the
CPU is allocated to another process while the I/O occurs. This arrangement allows multiprogramming
to maintain CPU utilization but requires additional time to resume the page-fault service routine when
the I/O transfer is complete.
In any case, we are faced with three major components of the page-fault service time:
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1. Service the page-fault interrupt.
2. Read in the page.
3. Restart the process.
The first and third tasks can be reduced, with careful coding, to several hundred instructions. These
tasks may take from 1 to 100 microseconds each. The page-switch time, however, will probably be
close to 8 milliseconds. (A typical hard disk has an average latency of 3 milliseconds, a sleek of 5
milliseconds, and a transfer time of 0.05 milliseconds. Thus, the total paging time is about 8
milliseconds, including hardware and software time.) Remember also that we are looking at only the
device-service time. If a queue of processes is waiting for the device, we have to add device-queuing
time as we wait for the paging device to be free to service our request, increasing even more the time
to swap.
With an average page-fault service time of 8 milliseconds and a memory access time
of 200 nanoseconds, the effective access time in nanoseconds is
effective access time = (1 − p) × (200) + p (8 milliseconds)
= (1 − p) × 200 + p × 8,000,000
= 200 + 7,999,800 × p.
We see, then, that the effective access time is directly proportional to the page-fault rate. If one
access out of 1,000 causes a page fault, the effective access time is 8.2 microseconds. The computer
will be slowed down by a factor of 40 because of demand paging! If we want performance
degradation to be less than 10 percent, we need to keep the probability of page faults at the following
level:
220 > 200 + 7,999,800 × p,
20 > 7,999,800 × p,
p < 0.0000025.
That is, to keep the slowdown due to paging at a reasonable level, we can allow fewer
than one memory access out of 399,990 to page-fault. In sum, it is important to keep the page-fault
rate low in a demand-paging system. Otherwise, the effective access time increases, slowing process
execution dramatically.
An additional aspect of demand paging is the handling and overall use of swap space.
Disk I/O to swap space is generally faster than that to the file system. It is a faster file system because
swap space is allocated in much larger blocks, and file lookups and indirect allocation methods are not
used. The system can therefore gain better paging throughput by copying an entire file image into the
swap space at process startup and then performing demand paging from the swap space. Another
option is to demand pages from the file system initially but to write the pages to swap space as they
are replaced. This approach will ensure that only needed pages are read from the file system but that
all subsequent paging is done from swap space. Some systems attempt to limit the amount of swap
space used through demand paging of binary files. Demand pages for such files are brought directly
from the file system. However, when page replacement is called for, these frames can simply be over
written (because they are never modified), and the pages can be read in from the file system again if
needed. Using this approach, the file system itself serves as the backing store. However, swap space
must still be used for pages not associated with a file (known as anonymous memory); these pages
include the stack and heap for a process. This method appears to be a good compromise and is used in
several systems, including Solaris and BSD UNIX.
Mobile operating systems typically do not support swapping. Instead, these systems
demand-page from the file system and reclaim read-only pages (such as code) from applications if
memory becomes constrained. Such data can be demand-paged from the file system if it is later
needed. Under iOS, anonymous memory pages are never reclaimed from an application unless the
application is terminated or explicitly releases the memory.

 Virtual memory concepts
 Page replacement algorithms
In our earlier discussion of the page-fault rate, we assumed that each page faults at
most once, when it is first referenced. This representation is not strictly accurate, however. If a
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process of ten pages actually uses only half of them, then demand paging saves the I/O necessary to
load the five pages that are never used. We could also increase our degree of multiprogramming by
running twice as many processes. Thus, if we had forty frames, we could run eight processes, rather
than the four that could run if each required ten frames (five of which were never used).
If we increase our degree of multiprogramming, we are over-allocating memory. If
we run six processes, each of which is ten pages in size but actually uses only five pages, we have
higher CPU utilization and throughput, with ten frames to spare. It is possible, however, that each of
these processes, for a particular data set, may suddenly try to use all ten of its pages, resulting in a
need for sixty frames when only forty are available.
Further, consider that system memory is not used only for holding program pages. Buffers for I/O also
consume a considerable amount of memory. This use can increase the strain on memory-placement
algorithms.

Deciding how much memory to allocate to I/O and how much to program pages is a significant
challenge. Some systems allocate a fixed percentage of memory for I/O buffers, whereas others allow
both user processes and the I/O subsystem to compete for all system memory.
Over-allocation of memory manifests itself as follows. While a user process is
executing, a page fault occurs. The operating system determines where the desired page is residing on
the disk but then finds that there are no free frames on the free-frame list; all memory is in use (Figure
9.9). The operating system has several options at this point. It could terminate the user process.
However, demand paging is the operating system’s attempt to improve the computer system’s
utilization and throughput. Users should not be aware that their processes are running on a paged
system—paging should be logically transparent to the user. So this option is not the best choice. The
operating system could instead swap out a process, freeing all its frames and reducing the level of
multiprogramming. This option is a good one in certain circumstances. Here, we discuss the most
common solution: page replacement.

9.4.1 Basic Page Replacement
Page replacement takes the following approach. If no frame is free, we find one that
is not currently being used and free it. We can free a frame by writing its contents to swap space and
changing the page table (and all other tables) to indicate that the page is no longer in memory (Figure
9.10). We can now use the freed frame to hold the page for which the process faulted. We modify the
page-fault service routine to include page replacement:
1. Find the location of the desired page on the disk.
2. Find a free frame:
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a. If there is a free frame, use it.
b. If there is no free frame, use a page-replacement algorithm to select a victim frame.
c. Write the victim frame to the disk; change the page and frame tables accordingly.
3. Read the desired page into the newly freed frame; change the page and frame tables.
4. Continue the user process from where the page fault occurred.
Notice that, if no frames are free, two page transfers (one out and one in) are required. This situation
effectively doubles the page-fault service time and increases the effective access time accordingly.
We can reduce this overhead by using a modify bit (or dirty bit). When this scheme is used, each
page or frame has a modify bit associated with it in the hardware.

The modify bit for a page is set by the hardware whenever any byte in the page is
written into, indicating that the page has been modified. When we select a page for replacement, we
examine it’s modify bit. If the bit is set, we know that the page has been modified since it was read in
from the disk. In this case, we must write the page to the disk. If the modify bit is not set, however,
the page has not been modified since it was read into memory. In this case, we need not write the
memory page to the disk: it is already there. This technique also applies to read-only pages (for
example, pages of binary code). Such pages cannot be modified; thus, they may be discarded when
desired. This scheme can significantly reduce the time required to service a page fault, since it reduces
I/O time by one-half if the page has not been modified.
Page replacement is basic to demand paging. It completes the separation between
logical memory and physical memory. With this mechanism, an enormous virtual memory can be
provided for programmers on a smaller physical memory. With no demand paging, user addresses are
mapped into physical addresses, and the two sets of addresses can be different. All the pages of a
process still must be in physical memory, however. With demand paging, the size of the logical
address space is no longer constrained by physical memory. If we have a user process of twenty
pages, we can execute it in ten frames simply by using demand paging and using a replacement
algorithm to find a free frame whenever necessary. If a page that has been modified is to be replaced,
its contents are copied to the disk. A later reference to that page will cause a page fault. At that time,
the page will be brought back into memory, perhaps replacing some other page in the process.
We must solve two major problems to implement demand paging: we must develop a
frame-allocation algorithm and a page-replacement algorithm. That is, if we have multiple
processes in memory, we must decide how many frames to allocate to each process; and when page
replacement is required, we must select the frames that are to be replaced. Designing appropriate
algorithms to solve these problems is an important task, because disk I/O is so expensive. Even slight
improvements in demand-paging methods yield large gains in system performance. There are many
different page-replacement algorithms. Every operating system probably has its own replacement
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scheme. How do we select a particular replacement algorithm? In general, we want the one with the
lowest page-fault rate.
We evaluate an algorithm by running it on a particular string of memory references and computing the
number of page faults. The string of memory references is called a reference string. We can generate
reference strings artificially (by using a random-number generator, for example), or we can trace a
given system and record the address of each memory reference. The latter choice produces a large
number of data (on the order of 1 million addresses per second). To reduce the number of data, we use
two facts. First, for a given page size (and the page size is generally fixed by the hardware or system),
we need to consider only the page number, rather than the entire address. Second, if we have a
reference to a page p, then any references to page p that immediately follow will never cause a page
fault. Page p will be in memory after the first reference, so the immediately following references will
not fault. For example, if we trace a particular process, we might record the following address
sequence:
0100, 0432, 0101, 0612, 0102, 0103, 0104, 0101, 0611, 0102, 0103, 0104, 0101, 0610, 0102, 0103,
0104, 0101, 0609, 0102, 0105
At 100 bytes per page, this sequence is reduced to the following reference string:
1, 4, 1, 6, 1, 6, 1, 6, 1, 6, 1

To determine the number of page faults for a particular reference string and page-replacement
algorithm, we also need to know the number of page frames available. Obviously, as the number of
frames available increases, the number of page faults decreases. For the reference string considered
previously, for example, if we had three or more frames, we would have only three faults— one fault
for the first reference to each page. In contrast, with only one frame available, we would have a
replacement with every reference, resulting in eleven faults. In general, we expect a curve such as that
in Figure 9.11. As the number of frames increases, the number of page faults drops to some minimal
level. Of course, adding physical memory increases the number of frames. We next illustrate several
page-replacement algorithms. In doing so, we use the reference string
7, 0, 1, 2, 0, 3, 0, 4, 2, 3, 0, 3, 2, 1, 2, 0, 1, 7, 0, 1 for a memory with three frames.

9.4.2 FIFO Page Replacement
The simplest page-replacement algorithm is a first-in, first-out (FIFO) algorithm. A
FIFO replacement algorithm associates with each page the time when that page was brought into
memory. When a page must be replaced, the oldest page is chosen. Notice that it is not strictly
necessary to record the time when a page is brought in. We can create a FIFO queue to hold all pages
in memory. We replace the page at the head of the queue. When a page is brought into memory, we
insert it at the tail of the queue.
For our example reference string, our three frames are initially empty. The first three
references (7, 0, 1) cause page faults and are brought into these empty frames. The next reference (2)
replaces page 7, because page 7 was brought in first. Since 0 is the next reference and 0 is already in
memory, we have no fault for this reference. The first reference to 3 results in replacement of page 0,
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since it is now first in line. Because of this replacement, the next reference, to 0, will fault. Page 1 is
then replaced by page 0. This process continues as shown in Figure 9.12. Every time a fault occurs,
we show which pages are in our three frames. There are fifteen faults altogether.
The FIFO page-replacement algorithm is easy to understand and program. However,
its performance is not always good. On the one hand, the page replaced may be an initialization
module that was used a long time ago and is no longer needed. On the other hand, it could contain a
heavily used variable that was initialized early and is in constant use.

Notice that, even if we select for replacement a page that is in active use, everything still works
correctly. After we replace an active page with a new one, a fault occurs almost immediately to
retrieve the active page. Some other page must be replaced to bring the active page back into memory.
Thus, a bad replacement choice increases the page-fault rate and slows process execution. It does not,
however, cause incorrect execution.
To illustrate the problems that are possible with a FIFO page-replacement algorithm,
consider the following reference string:
1, 2, 3, 4, 1, 2, 5, 1, 2, 3, 4, 5
Figure 9.13 shows the curve of page faults for this reference string versus the number of available
frames. Notice that the number of faults for four frames (ten) is greater than the number of faults for
three frames (nine)! This most unexpected result is known as Belady’s anomaly: for some pagereplacement algorithms, the page-fault rate may increase as the number of allocated frames increases.
We would expect that giving more memory to a process would improve its performance. In some
early research, investigators noticed that this assumption was not always true. Belady’s anomaly was
discovered as a result.

9.4.3 Optimal Page Replacement

One result of the discovery of Belady’s anomaly was the search for an optimal pagereplacement algorithm—the algorithm that has the lowest page-fault rate of all algorithms and will
never suffer from Belady’s anomaly. Such an algorithm does exist and has been called OPT or MIN.
It is simply this: Replace the page that will not be used for the longest period of time. Use of this
page-replacement algorithm guarantees the lowest possible page fault rate for a fixed number of
frames.
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For example, on our sample reference string, the optimal page-replacement algorithm would yield
nine page faults, as shown in Figure 9.14. The first three references cause faults that fill the three
empty frames. The reference to page 2 replaces page 7, because page 7 will not be used until
reference 18, whereas page 0 will be used at 5, and page 1 at 14. The reference to page 3 replaces
page 1, as page 1 will be the last of the three pages in memory to be referenced again. With only nine
page faults, optimal replacement is much better than a FIFO algorithm, which results in fifteen
faults.(If we ignore the first three, which all algorithms must suffer, then optimal replacement is twice
as good as FIFO replacement.) In fact, no replacement algorithm can process this reference string in
three frames with fewer than nine faults.
Unfortunately, the optimal page-replacement algorithm is difficult to implement,
because it requires future knowledge of the reference string. (We encountered a similar situation with
the SJF CPU-scheduling algorithm in Section 6.3.2.) As a result, the optimal algorithm is used mainly
for comparison studies. For instance, it may be useful to know that, although a new algorithm is not
optimal, it is within 12.3 percent of optimal at worst and within 4.7 percent on average.

9.4.4 LRU Page Replacement
If the optimal algorithm is not feasible, perhaps an approximation of the optimal
algorithm is possible. The key distinction between the FIFO and OPT algorithms (other than looking
backward versus forward in time) is that the FIFO algorithm uses the time when a page was brought
into memory, whereas the OPT algorithm uses the time when a page is to be used. If we use the recent
past as an approximation of the near future, then we can replace the page that has not been used for
the longest period of time. This approach is the least recently used (LRU) algorithm.
LRU replacement associates with each page the time of that page’s last use. When a
page must be replaced, LRU chooses the page that has not been used for the longest period of time.
We can think of this strategy as the optimal page-replacement algorithm looking backward in time,
rather than forward. (Strangely, if we let SR be the reverse of a reference string S, then the page-fault
rate for the OPT algorithm on S is the same as the page-fault rate for the OPT algorithm on SR.
Similarly, the page-fault rate for the LRU algorithm on S is the same as the page-fault rate for the
LRU algorithm on SR.) The result of applying LRU replacement to our example reference string is
shown in Figure 9.15. The LRU algorithm produces twelve faults. Notice that the first five faults are
the same as those for optimal replacement. When the reference to page 4 occurs, however, LRU
replacement sees that, of the three frames in memory, page 2 was used least recently. Thus, the LRU
algorithm replaces page 2, not knowing that page 2 is about to be used. When it then faults for page 2,
the LRU algorithm replaces page 3, since it is now the least recently used of the three pages in
memory. Despite these problems, LRU replacement with twelve faults is much better than FIFO
replacement with fifteen.
The LRU policy is often used as a page-replacement algorithm and is considered to
be good. The major problem is how to implement LRU replacement. An LRU page-replacement
algorithm may require substantial hardware assistance. The problem is to determine an order for the
frames defined by the time of last use. Two implementations are feasible:
• Counters. In the simplest case, we associate with each page-table entry a time-of-use field and add
to the CPU a logical clock or counter. The clock is incremented for every memory reference.
Whenever a reference to a page is made, the contents of the clock register are copied to the time-ofuse field in the page-table entry for that page. In this way, we always have the “time” of the last
reference to each page. We replaced the page with the smallest time value. This scheme requires a
search of the page table to find the LRU page and a write to memory (to the time-of-use field in the
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page table) for each memory access. The times must also be maintained when page tables are changed
(due to CPU scheduling). Overflow of the clock must be considered.

• Stack. Another approach to implementing LRU replacement is to keep a stack of page numbers.
Whenever a page is referenced, it is removed from the stack and put on the top. In this way, the most
recently used page is always at the top of the stack and the least recently used page is always at the
bottom (Figure 9.16). Because entries must be removed from
the middle of the stack, it is best to implement this approach by using a doubly linked list with a head
pointer and a tail pointer. Removing a page and putting it on the top of the stack then requires
changing six pointers at worst. Each update is a little more expensive, but there is no search for a
replacement; the tail pointer points to the bottom of the stack, which is the LRU page. This approach
is particularly appropriate for software or microcode implementations of LRU replacement. Like
optimal replacement, LRU replacement does not suffer from Belady’s anomaly. Both belong to a
class of page-replacement algorithms, called stack algorithms, which can never exhibit Belady’s
anomaly. A stack algorithm is an algorithm for which it can be shown that the set of pages in memory
for n frames is always a subset of the set of pages that would be in memory with n + 1 frames. For
LRU replacement, the set of pages in memory would be the n most recently referenced pages. If the
number of frames is increased, these n pages will still be the most recently referenced and so will still
be in memory.
Note that neither implementation of LRU would be conceivable without hardware
assistance beyond the standard TLB registers. The updating of the clock fields or stack must be done
for every memory reference. If we were to use an interrupt for every reference to allow software to
update such data structures, it would slow every memory reference by a factor of at least ten,

hence slowing every user process by a factor of ten. Few systems could tolerate that level of overhead
for memory management.

9.4.5 LRU-Approximation Page Replacement
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Few computer systems provide sufficient hardware support for true LRU page
replacement. In fact, some systems provide no hardware support, and other page-replacement
algorithms (such as a FIFO algorithm) must be used. Many systems provide some help, however, in
the form of a reference bit. The reference bit for a page is set by the hardware whenever that page is
referenced (either a read or a write to any byte in the page). Reference bits are associated with each
entry in the page table.
Initially, all bits are cleared (to 0) by the operating system. As a user process
executes, the bit associated with each page referenced is set (to 1) by the hardware.After some time,
we can determine which pages have been used and which have not been used by examining the
reference bits, although we do not know the order of use. This information is the basis for many pagereplacement algorithms that approximate LRU replacement.

9.4.5.1 Additional-Reference-Bits Algorithm
We can gain additional ordering information by recording the reference bits at regular
intervals. We can keep an 8-bit byte for each page in a table in memory. At regular intervals (say,
every 100 milliseconds), a timer interrupt transfers control to the operating system. The operating
system shifts the reference bit for each page into the high-order bit of its 8-bit byte, shifting the other
bits right by 1 bit and discarding the low-order bit. These 8-bit shift registers contain the history of
page use for the last eight time periods. If the shift register contains 00000000, for example, then the
page has not been used for eight time periods.
A page that is used at least once in each period has a shift register value of
11111111. A page with a history register value of 11000100 has been used more recently than one
with a value of 01110111. If we interpret these 8-bit bytes as unsigned integers, the page with the
lowest number is the LRU page, and it can be replaced. Notice that the numbers are not guaranteed to
be unique, however. We can either replace (swap out) all pages with the smallest value or use the
FIFO method to choose among them. The number of bits of history included in the shift register can
be varied, of course, and is selected (depending on the hardware available) to make the updating as
fast as possible. In the extreme case, the number can be reduced to zero, leaving only the reference bit
itself. This algorithm is called the second-chance page-replacement algorithm.

9.4.5.2 Second-Chance Algorithm

The basic algorithm of second-chance replacement is a FIFO replacement algorithm.
When a page has been selected, however, we inspect its reference bit. If the value is 0, we proceed to
replace this page; but if the reference bit is set to 1, we give the page a second chance and move on to
select the next FIFO page. When a page gets a second chance, its reference bit is cleared, and its
arrival time is reset to the current time. Thus, a page that is given a second chance will not be replaced
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until all other pages have been replaced (or given second chances). In addition, if a page is used often
enough to keep its reference bit set, it will never be replaced.
One way to implement the second-chance algorithm (sometimes referred
to as the clock algorithm) is as a circular queue. A pointer (that is, a hand on the clock) indicates
which page is to be replaced next. When a frame is needed, the pointer advances until it finds a page
with a 0 reference bit. As it advances, it clears the reference bits (Figure 9.17). Once a victim page is
found, the page is replaced, and the new page is inserted in the circular queue in that position. Notice
that, in the worst case, when all bits are set, the pointer cycles through the whole queue, giving each
page a second chance. It clears all the reference bits before selecting the next page for replacement.
Second-chance replacement degenerates to FIFO replacement if all bits are set.

9.4.5.3 Enhanced Second-Chance Algorithm
We can enhance the second-chance algorithm by considering the reference bit and the
modify bit (described in Section 9.4.1) as an ordered pair. With these two bits, we have the following
four possible classes:
1. (0, 0) neither recently used nor modified—best page to replace
2. (0, 1) not recently used but modified—not quite as good, because the page will need to be written
out before replacement
3. (1, 0) recently used but clean—probably will be used again soon
4. (1, 1) recently used and modified—probably will be used again soon, and the page will be need to
be written out to disk before it can be replaced
Each page is in one of these four classes. When page replacement is called for, we use the same
scheme as in the clock algorithm; but instead of examining whether the page to which we are pointing
has the reference bit set to 1, we examine the class to which that page belongs. We replace the first
page encountered in the lowest nonempty class. Notice that we may have to scan the circular queue
several times before we find a page to be replaced. The major difference between this algorithm and
the simpler clock algorithm is that here we give preference to those pages that have been modified in
order to reduce the number of I/Os required.

9.4.6 Counting-Based Page Replacement
There are many other algorithms that can be used for page replacement. For example,
we can keep a counter of the number of references that have been made to each page and develop the
following two schemes.
• The least frequently used (LFU) page-replacement algorithm requires that the page with the
smallest count be replaced. The reason for this selection is that an actively used page should have a
large reference count. A problem arises, however, when a page is used heavily during the initial phase
of a process but then is never used again. Since it was used heavily, it has a large count and remains in
memory even though it is no longer needed. One solution is to shift the counts right by 1 bit at regular
intervals, forming an exponentially decaying average usage count.
• The most frequently used (MFU) page-replacement algorithm is based on the argument that the
page with the smallest count was probably just brought in and has yet to be used.
As you might expect, neither MFU nor LFU replacement is common. The implementation of these
algorithms is expensive, and they do not approximate OPT replacement well.

9.4.7 Page-Buffering Algorithms
Other procedures are often used in addition to a specific page-replacement algorithm.
For example, systems commonly keep a pool of free frames. When a page fault occurs, a victim frame
is chosen as before. However, the desired page is read into a free frame from the pool before the
victim is written out. This procedure allows the process to restart as soon as possible, without waiting
for the victim page to be written out. When the victim is later written out, its frame is added to the
free-frame pool.
An expansion of this idea is to maintain a list of modified pages. Whenever the
paging device is idle, a modified page is selected and is written to the disk. Its modify bit is then reset.
This scheme increases the probability that a page will be clean when it is selected for replacement and
will not need to be written out.
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Another modification is to keep a pool of free frames but to remember which page
was in each frame. Since the frame contents are not modified when a frame is written to the disk, the
old page can be reused directly from the free-frame pool if it is needed before that frame is reused. No
I/O is needed in this case. When a page fault occurs, we first check whether the desired page is in the
free-frame pool. If it is not, we must select a free frame and read into it. This technique is used in the
VAX/VMS system along with a FIFO replacement
algorithm. When the FIFO replacement algorithm mistakenly replaces a page that is still in active use,
that page is quickly retrieved from the free-frame pool, and no I/O is necessary. The free-frame buffer
provides protection against the relatively poor, but simple, FIFO replacement algorithm. This method
is necessary because the early versions of VAX did not implement the reference bit correctly.
Some versions of the UNIX system use this method in conjunction with the secondchance algorithm. It can be a useful augmentation to any page replacement algorithm, to reduce the
penalty incurred if the wrong victim page is selected.

9.4.8 Applications and Page Replacement
In certain cases, applications accessing data through the operating system’s virtual
memory perform worse than if the operating system provided no buffering at all. A typical example is
a database, which provides its own memory management and I/O buffering. Applications like this
understand their memory use and disk use better than does an operating system that is implementing
algorithms for general-purpose use. If the operating system is buffering I/O and the application is
doing so as well, however, then twice the memory is being used for a set of I/O.
In another example, data warehouses frequently perform massive sequential disk
reads, followed by computations and writes. The LRU algorithm would be removing old pages and
preserving new ones, while the application would more likely be reading older pages than newer ones
(as it starts its sequential reads again). Here, MFU would actually be more efficient than LRU.
Because of such problems, some operating systems give special programs the ability
to use a disk partition as a large sequential array of logical blocks, without any file-system data
structures. This array is sometimes called the raw disk, and I/O to this array is termed raw I/O. Raw
I/O bypasses all the file system services, such as file I/O demand paging, file locking, prefetching,
space allocation, file names, and directories. Note that although certain applications are more efficient
when implementing their own special-purpose storage services on a raw partition, most applications
perform better when they use the regular file-system services.

 Allocation algorithms

Allocation of Frames

We turn next to the issue of allocation. How do we allocate the fixed amount of free
memory among the various processes? If we have 93 free frames and two processes, how many
frames does each process get? The simplest case is the single-user system. Consider a single-user
system with 128 KB of memory composed of pages 1 KB in size. This system has 128 frames. The
operating system may take 35 KB, leaving 93 frames for the user process. Under pure demand paging,
all 93 frames would initially be put on the free-frame list. When a user process started execution, it
would generate a sequence of page faults. The first 93 page faults would all get free frames from the
free-frame list. When the free-frame list was exhausted, a page-replacement algorithm would be used
to select one of the 93 in-memory pages to be replaced with the 94th, and so on. When the process
terminated, the 93 frames would once again be placed on the free-frame list.
There are many variations on this simple strategy. We can require that the operating
system allocate all its buffer and table space from the free-frame list. When this space is not in use by
the operating system, it can be used to support user paging. We can try to keep three free frames
reserved on the free-frame list at all times. Thus, when a page fault occurs, there is a free frame
available to page into. While the page swap is taking place, a replacement can be selected, which is
then written to the disk as the user process continues to execute. Other variants are also possible, but
the basic strategy is clear: the user process is allocated any free frame.

9.5.1 Minimum Number of Frames
Our strategies for the allocation of frames are constrained in various ways. We
cannot, for example, allocate more than the total number of available frames (unless there is page
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sharing).We must also allocate at least a minimum number of frames. Here, we look more closely at
the latter requirement. One reason for allocating at least a minimum number of frames involves
performance. Obviously, as the number of frames allocated to each process decreases, the page-fault
rate increases, slowing process execution. In addition, remember that, when a page fault occurs before
an executing instruction is complete, the instruction must be restarted. Consequently, we must have
enough frames to hold all the different pages that any single instruction can reference.
For example, consider a machine in which all memory-reference instructions may
reference only one memory address. In this case, we need at least one frame for the instruction and
one frame for the memory reference. In addition, if one-level indirect addressing is allowed (for
example, a load instruction on page 16 can refer to an address on page 0, which is an indirect
reference to page 23), then paging requires at least three frames per process. Think about what might
happen if a process had only two frames. The minimum number of frames is defined by the computer
architecture.
For example, the move instruction for the PDP-11 includes more than one word for
some addressing modes, and thus the instruction itself may straddle two pages. In addition, each of its
two operands may be indirect references, for a total of six frames. Another example is the IBM 370
MVC instruction. Since the instruction is from storage location to storage location, it takes 6 bytes
and can straddle two pages. The block of characters to move and the area to which it is to be moved
can each also straddle two pages. This situation would require six frames. The worst case occurs when
the MVC instruction is the operand of an EXECUTE instruction that straddles a page boundary; in
this case, we need eight frames.
The worst-case scenario occurs in computer architectures that allow multiple levels of
indirection (for example, each 16-bit word could contain a 15-bit address plus a 1-bit indirect
indicator). Theoretically, a simple load instruction could reference an indirect address that could
reference an indirect address (on another page) that could also reference an indirect address (on yet
another page), and so on, until every page in virtual memory had been touched. Thus, in the worst
case, the entire virtual memory must be in physical memory.
To overcome this difficulty, we must place a limit on the levels of indirection (for
example, limit an instruction to at most 16 levels of indirection). When the first indirection occurs, a
counter is set to 16; the counter is then decremented for each successive indirection for this
instruction. If the counter is decremented to 0, a trap occurs (excessive indirection). This limitation
reduces the maximum number of memory references per instruction to 17, requiring the same number
of frames.
Whereas the minimum number of frames per process is defined by the architecture,
the maximum number is defined by the amount of available physical memory. In between, we are still
left with significant choice in frame allocation.

9.5.2 Allocation Algorithms
The easiest way to split m frames among n processes is to give everyone an equal
share, m/n frames (ignoring frames needed by the operating system for the moment). For instance, if
there are 93 frames and five processes, each process will get 18 frames. The three leftover frames can
be used as a free-frame buffer pool. This scheme is called equal allocation.
An alternative is to recognize that various processes will need differing amounts of
memory. Consider a system with a 1-KB frame size. If a small student process of 10 KB and an
interactive database of 127 KB are the only two processes running in a system with 62 free frames, it
does not make much sense to give each process 31 frames. The student process does not need more
than 10 frames, so the other 21 are, strictly speaking, wasted. To solve this problem, we can use
proportional allocation, in which we allocate available memory to each process according to its size.
Let the size of the virtual memory for process pi be si , and define
Then, if the total number of available frames is m, we allocate ai frames to process pi, where ai is
approximately
ai = si/S × m.
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Of course, we must adjust each ai to be an integer that is greater than the minimum number of frames
required by the instruction set, with a sum not exceeding m.
With proportional allocation, we would split 62 frames between two processes, one of
10 pages and one of 127 pages, by allocating 4 frames and 57 frames, respectively, since 10/137 × 62
≈ 4, and 127/137 × 62 ≈ 57. In this way, both processes share the available frames according to their
“needs,” rather than equally.
In both equal and proportional allocation, of course, the allocation may vary
according to the multiprogramming level. If the multiprogramming level is increased, each process
will lose some frames to provide the memory needed for the new process. Conversely, if the
multiprogramming level decreases, the frames that were allocated to the departed process can be
spread over the remaining processes.
Notice that, with either equal or proportional allocation, a high-priority process is
treated the same as a low-priority process. By its definition, however, we may want to give the highpriority process more memory to speed its execution, to the detriment of low-priority processes. One
solution is to use a proportional allocation scheme wherein the ratio of frames depends not on the
relative sizes of processes but rather on the priorities of processes or on a combination of size and
priority.

9.5.3 Global versus Local Allocation
Another important factor in the way frames are allocated to the various processes is
page replacement. With multiple processes competing for frames, we can classify page-replacement
algorithms into two broad categories: global replacement and local replacement. Global
replacement allows a process to select a replacement frame from the set of all frames, even if that
frame is currently allocated to some other process; that is, one process can take a frame from another.
Local replacement requires that each process select from only its own set of allocated frames.
For example, consider an allocation scheme where in we allow high-priority
processes to select frames from low-priority processes for replacement. A process can select a
replacement from among its own frames or the frames of any lower-priority process. This approach
allows a high-priority process to increase its frame allocation at the expense of a low-priority process.
With a local replacement strategy, the number of frames allocated to a process does not change. With
global replacement, a process may happen to select only frames allocated to other processes, thus
increasing the number of frames allocated to it (assuming that other processes do not choose its
frames for replacement). One problem with a global replacement algorithm is that a process cannot
control its own page-fault rate. The set of pages in memory for a process depends not only on the
paging behavior of that process but also on the paging behavior of other processes. Therefore, the
same process may perform quite differently (for example, taking 0.5 seconds for one execution and
10.3 seconds for the next execution) because of totally external circumstances. Such is not the case
with a local replacement algorithm. Under local replacement, the set of pages in memory for a process
is affected by the paging behavior of only that process. Local replacement might hinder a process,
however, by not making available to it other, less used pages of memory. Thus, global replacement
generally results in greater system throughput and is therefore the more commonly used method.

9.5.4 Non-Uniform Memory Access
Thus far in our coverage of virtual memory, we have assumed that all main memory
is created equal—or at least that it is accessed equally. On many computer systems, that is not the
case. Often, in systems with multiple CPUs, a given CPU can access some sections of main memory
faster than it can access others. These performance differences are caused by how CPUs and memory
are interconnected in the system. Frequently, such a system is made up of several system boards, each
containing multiple CPUs and some memory. The system boards are interconnected in various ways,
ranging from system buses to high-speed network connections like InfiniBand. As you might expect,
the CPUs on a particular board can access the memory on that board with less delay than they can
access memory on other boards in the system. Systems in which memory access times vary
significantly are known collectively as non-uniform memory access (NUMA) systems, and without
exception, they are slower than systems in which memory and CPUs are located on the same
motherboard.
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Managing which page frames are stored at which locations can significantly affect
performance in NUMA systems. If we treat memory as uniform in such a system, CPUs may wait
significantly longer for memory access than if we modify memory allocation algorithms to take
NUMA into account. Similar changes must be made to the scheduling system. The goal of these
changes is to have memory frames allocated “as close as possible” to the CPU on which the process is
running. The definition of “close” is “with minimum latency,” which typically means on the same
system board as the CPU.
The algorithmic changes consist of having the scheduler track the last CPU on which
each process ran. If the scheduler tries to schedule each process onto its previous CPU, and the
memory-management system tries to allocate frames for the process close to the CPU on which it is
being scheduled, then improved cache hits and decreased memory access times will result.
The picture is more complicated once threads are added. For example, a process with
many running threads may end up with those threads scheduled on many different system boards.
How is the memory to be allocated in this case? Solaris solves the problem by creating lgroups (for
“latency groups”) in the kernel. Each lgroup gathers together close CPUs and memory. In fact, there is
a hierarchy of lgroups based on the amount of latency between the groups. Solaris tries to schedule all
threads of a process and allocate all memory of a process within an lgroup. If that is not possible, it
picks nearby lgroups for the rest of the resources needed. This practice minimizes overall memory
latency and maximizes CPU cache hit rates.

5. Mass Storage Structure

 Secondary-Storage Structure

In this section, we present a general overview of the physical structure of secondary
and tertiary storage devices.

10.1.1 Magnetic Disks
Magnetic disks provide the bulk of secondary storage for modern computer systems.
Conceptually, disks are relatively simple (Figure 10.1). Each disk platter has a flat circular shape,
like a CD. Common platter diameters range from 1.8 to 3.5 inches. The two surfaces of a platter are
covered witha magnetic material.We store information by recording it magnetically on the platters.

A read–write head “flies” just above each surface of every platter. The heads are
attached to a disk arm that moves all the heads as a unit. The surface of a platter is logically divided
into circular tracks, which are subdivided into sectors. The set of tracks that are at one arm position
makes up a cylinder. There may be thousands of concentric cylinders in a disk drive, and each track
may contain hundreds of sectors. The storage capacity of common disk drives is measured in
gigabytes. When the disk is in use, a drive motor spins it at high speed. Most drives rotate 60 to 250
times per second, specified in terms of rotations per minute (RPM). Common drives spin at 5,400,
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7,200, 10,000, and 15,000 RPM. Disk speed has two parts. The transfer rate is the rate at which data
flow between the drive and the computer. The positioning time, or random-access time, consists of
two parts: the time necessary to move the disk arm to the desired cylinder, called the seek time, and
the time necessary for the desired sector to rotate to the disk head, called the rotational latency.
Typical disks can transfer several megabytes of data per second, and they have seek times and
rotational latencies of several milliseconds. Because the disk head flies on an extremely thin cushion
of air (measured in microns), there is a danger that the head will make contact with the disk surface.
Although the disk platters are coated with a thin protective layer, the head will sometimes damage the
magnetic surface. This accident is called a head crash. A head crash normally cannot be repaired; the
entire disk must be replaced.
A disk can be removable, allowing different disks to be mounted as needed.
Removable magnetic disks generally consist of one platter, held in a plastic case to prevent damage
while not in the disk drive. Other forms of removable disks include CDs, DVDs, and Blu-ray discs as
well as removable flash-memory devices known as flash drives (which are a type of solid-state
drive).
A disk drive is attached to a computer by a set of wires called an I/O bus. Several
kinds of buses are available, including advanced technology attachment (ATA), serial ATA
(SATA), eSATA, universal serial bus (USB), and fibre channel (FC). The data transfers on a bus
are carried out by special electronic processors called controllers. The host controller is the
controller at the computer end of the bus. A disk controller is built into each disk drive. To perform a
disk I/O operation, the computer places a command into the host controller, typically using memorymapped I/O ports, as described in Section 9.7.3. The host controller then sends the command via
messages to the disk controller, and the disk controller operates the disk-drive hardware to carry out
the command. Disk controllers usually have a built-in cache. Data transfer at the disk drive happens
between the cache and the disk surface, and data transfer to the host, at fast electronic speeds, occurs
between the cache and the host controller.

10.1.2 Solid-State Disks
Sometimes old technologies are used in new ways as economics change or the
technologies evolve. An example is the growing importance of solid-state disks, or SSDs. Simply
described, an SSD is nonvolatile memory that is used like a hard drive. There are many variations of
this technology, from DRAM with a battery to allow it to maintain its state in a power failure through
flash-memory technologies like single-level cell (SLC) and multilevel cell (MLC) chips. SSDs have
the same characteristics as traditional hard disks but can be more reliable because they have no
moving parts and faster because they have no seek time or latency. In addition, they consume less
power. However, they are more expensive per megabyte than traditional hard disks, have less capacity
than the larger hard disks, and may have shorter life spans than hard disks, so their uses are somewhat
limited. One use for SSDs is in storage arrays, where they hold file-system metadata that require high
performance. SSDs are also used in some laptop computers to make them smaller, faster, and more
energy-efficient.
Because SSDs can be much faster than magnetic disk drives, standard bus interfaces
can cause a major limit on throughput. Some SSDs are designed to connect directly to the system bus
(PCI, for example). SSDs are changing other traditional aspects of computer design as well. Some
systems use them as a direct replacement for disk drives, while others use them as a new cache tier,
moving data between magnetic disks, SSDs, and memory to optimize performance.
In the remainder of this chapter, some sections pertain to SSDs, while others do not.
For example, because SSDs have no disk head, disk-scheduling algorithms largely do not apply.
Throughput and formatting, however, do apply.

10.1.3 Magnetic Tapes
Magnetic tape was used as an early secondary-storage medium. Although it is
relatively permanent and can hold large quantities of data, its access time is slow compared with that
of main memory and magnetic disk. In addition, random access to magnetic tape is about a thousand
times slower than random access to magnetic disk, so tapes are not very useful for secondary storage.
Tapes are used mainly for backup, for storage of infrequently used information, and
as a medium for transferring information from one system to another. A tape is kept in a spool and is
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wound or rewound past a read–write head. Moving to the correct spot on a tape can take minutes, but
once positioned, tape drives can write data at speeds comparable to disk drives. Tape capacities vary
greatly, depending on the particular kind of tape drive, with current capacities exceeding several
terabytes. Some tapes have built-in compression that can more than double the effective storage.
Tapes and their drivers are usually categorized by width, including 4, 8, and 19 millimeters and ¼
and 1/2 inch. Some are named according to technology, such as LTO-5 and SDLT.

 Disk structure

Modern magnetic disk drives are addressed as large one-dimensional arrays of logical
blocks, where the logical block is the smallest unit of transfer. The size of a logical block is usually
512 bytes, although some disks can be low-level formatted to have a different logical block size,
such as 1,024 bytes. This option is described in Section 10.5.1. The one-dimensional array of logical
blocks is mapped onto the sectors of the disk sequentially. Sector 0 is the first sector of the first track
on the outermost cylinder. The mapping proceeds in order through that track, then through the rest of
the tracks in that cylinder, and then through the rest of the cylinders from outermost to innermost.
By using this mapping, we can—at least in theory—convert a logical block number
into an old-style disk address that consists of a cylinder number, a track number within that cylinder,
and a sector number within that track. In practice, it is difficult to perform this translation, for two
reasons. First, most disks have some defective sectors, but the mapping hides this by substituting
spare sectors from elsewhere on the disk. Second, the number of sectors per track is not a constant on
some drives.
Let’s look more closely at the second reason. On media that use constant linear velocity
(CLV), the density of bits per track is uniform. The farther a track is from the center of the disk, the
greater its length, so the more sectors it can hold. As we move from outer zones to inner zones, the
number of sectors per track decreases. Tracks in the outermost zone typically hold 40 percent more
sectors than do tracks in the innermost zone. The drive increases its rotation speed as the head moves
from the outer to the inner tracks to keep the same rate of data moving under the head. This method is
used in CD-ROM and DVD-ROM drives. Alternatively, the disk rotation speed can stay constant; in
this case, the density of bits decreases from inner tracks to outer tracks to keep the data rate constant.
This method is used in hard disks and is known as constant angular velocity (CAV).
The number of sectors per track has been increasing as disk technology improves, and
the outer zone of a disk usually has several hundred sectors per track. Similarly, the number of
cylinders per disk has been increasing; large disks have tens of thousands of cylinders.

 Disk scheduling
One of the responsibilities of the operating system is to use the hardware efficiently.
For the disk drives, meeting this responsibility entails having fast two major components.

The seek time is the time for the disk arm to move the heads to the cylinder containing the desired
sector. The rotational latency is the additional time for the disk to rotate the desired sector to the disk
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head. The disk bandwidth is the total number of bytes transferred, divided by the total time between
the first request for service and the completion of the last transfer. We can improve both the access
time and the bandwidth by managing the order in which disk I/O requests are serviced.
Whenever a process needs I/O to or from the disk, it issues a system call to the operating system. The
request specifies several pieces of information:
• Whether this operation is input or output
• What the disk address for the transfer is
• What the memory address for the transfer is
• What the number of sectors to be transferred is
If the desired disk drive and controller are available, the request can be serviced immediately. If the
drive or controller is busy, any new requests for service will be placed in the queue of pending
requests for that drive. For a multiprogramming system with many processes, the disk queue may
often have several pending requests. Thus, when one request is completed, the operating system
chooses which pending request to service next. How does the operating system make this choice? Any
one of several disk-scheduling algorithms can be used, and we discuss them next.

10.4.1 FCFS Scheduling
The simplest form of disk scheduling is, of course, the first-come, first-served (FCFS)
algorithm. This algorithm is intrinsically fair, but it generally does not provide the fastest service.
Consider, for example, a disk queue with requests for I/O to blocks on cylinders
98, 183, 37, 122, 14, 124, 65, 67,

in that order. If the disk head is initially at cylinder 53, it will first move from 53 to 98, then to 183,
37, 122, 14, 124, 65, and finally to 67, for a total head movement of 640 cylinders. This schedule is
diagrammed in Figure 10.4. The wild swing from 122 to 14 and then back to 124 illustrates the
problem with this schedule. If the requests for cylinders 37 and 14 could be serviced together, before
or after the requests for 122 and 124, the total head movement could be decreased substantially, and
performance could be thereby improved.

10.4.2 SSTF Scheduling
It seems reasonable to service all the requests close to the current head position
before moving the head far away to service other requests. This assumption is the basis for the
shortest-seek-time-first (SSTF) algorithm. The SSTF algorithm selects the request with the least
seek time from the current head position.
In other words, SSTF chooses the pending request closest to the current head
position. For our example request queue, the closest request to the initial head position (53) is at
cylinder 65. Once we are at cylinder 65, the next closest request is at cylinder 67. From there, the
request at cylinder 37 is closer than the one at 98, so 37 is served next. Continuing, we service the
request at cylinder 14, then 98, 122, 124, and finally 183 (Figure 10.5). This scheduling method
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results in a total head movement of only 236 cylinders—little more than one-third of the distance
needed for FCFS scheduling of this request queue. Clearly, this algorithm gives a substantial
improvement in performance.
SSTF scheduling is essentially a form of shortest-job-first (SJF) scheduling; and like
SJF scheduling, it may cause starvation of some requests. Remember that requests may arrive at any
time. Suppose that we have two requests in the queue, for cylinders 14 and 186, and while the request
from 14 is being serviced, a new request near 14 arrives. This new request will be serviced next,
making the request at 186 wait. While this request is being serviced, another request close to 14 could
arrive. In theory, a continual stream of requests near one another could cause the request for cylinder
186 to wait indefinitely.

This scenario becomes increasingly likely as the pending-request queue grows longer. Although the
SSTF algorithm is a substantial improvement over the FCFS algorithm, it is not optimal. In the
example, we can do better by moving the head from 53 to 37, even though the latter is not closest, and
then to 14, before turning around to service 65, 67, 98, 122, 124, and 183. This strategy reduces the
total head movement to 208 cylinders.

10.4.3 SCAN Scheduling
In the SCAN algorithm, the disk arm starts at one end of the disk and moves toward
the other end, servicing requests as it reaches each cylinder, until it gets to the other end of the disk.
At the other end, the direction of head movement is reversed, and servicing continues. The head
continuously scans back and forth across the disk. The SCAN algorithm is sometimes called the
elevator algorithm, since the disk arm behaves just like an elevator in a building, first servicing all
the requests going up and then reversing to service requests the other way.
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Let’s return to our example to illustrate. Before applying SCAN to schedule the
requests on cylinders 98, 183, 37, 122, 14, 124, 65, and 67, we need to know the direction of head
movement in addition to the head’s current position. Assuming that the disk arm is moving toward 0
and that the initial head position is again 53, the head will next service 37 and then 14. At cylinder 0,
the arm will reverse and will move toward the other end of the disk, servicing the requests at 65, 67,
98, 122, 124, and 183 (Figure 10.6). If a request arrives in the queue just in front of the head, it will be
serviced almost immediately; a request arriving just behind the head will have to wait until the arm
moves to the end of the disk, reverses direction, and comes back.
Assuming a uniform distribution of requests for cylinders, consider the density of
requests when the head reaches one end and reverses direction. At this point, relatively few requests
are immediately in front of the head, since these cylinders have recently been serviced. The heaviest
density of requests is at the other end of the disk. These requests have also waited the longest, so why
not go there first? That is the idea of the next algorithm.

10.4.4 C-SCAN Scheduling
Circular SCAN (C-SCAN) scheduling is a variant of SCAN designed to provide a more
uniform wait time. Like SCAN, C-SCAN moves the head from one end of the disk to the other,
servicing requests along the way. When the head reaches the other end, however, it immediately
returns to the beginning of the disk without servicing any requests on the return trip (Figure 10.7). The
C-SCAN scheduling algorithm essentially treats the cylinders as a circular list that wraps around from
the final cylinder to the first one.

10.4.5 LOOK Scheduling
As we described them, both SCAN and C-SCAN move the disk arm across the full
width of the disk. In practice, neither algorithm is often implemented this way. More commonly, the
arm goes only as far as the final request in each direction. Then, it reverses direction immediately,
without going all the way to the end of the disk. Versions of SCAN and C-SCAN that follow this
pattern are called LOOK and C-LOOK scheduling, because they look for a request before
continuing to move in a given direction (Figure 10.8).

10.4.6 Selection of a Disk-Scheduling Algorithm
Given so many disk-scheduling algorithms, how do we choose the best one? SSTF is
common and has a natural appeal because it increases performance over FCFS. SCAN and C-SCAN
perform better for systems that place a heavy load on the disk, because they are less likely to cause a
starvation problem. For any particular list of requests, we can define an optimal order of retrieval, but
the computation needed to find an optimal schedule may not justify the savings over SSTF or SCAN.
With any scheduling algorithm, however, performance depends heavily on the number and types of
requests. For instance, suppose that the queue usually has just one outstanding request. Then, all
scheduling algorithms behave the same, because they have only one choice of where to move the disk
head: they all behave like FCFS scheduling. Requests for disk service can be greatly influenced by the
file-allocation method. A program reading a contiguously allocated file will generate several requests
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that are close together on the disk, resulting in limited head movement. A linked or indexed file, in
contrast, may include blocks that are widely scattered on the disk, resulting in greater head movement.
The location of directories and index blocks is also important. Since every file must be opened to be
used, and opening a file requires searching the directory structure, the directories will be accessed
frequently. Suppose that a directory entry is on the first cylinder and a file’s data are on the final
cylinder. In this case, the disk head has to move the entire width of the disk. If the directory

entry were on the middle cylinder, the head would have to move only one-half the width. Caching the
directories and index blocks in main memory can also help to reduce disk-arm movement, particularly
for read requests.
Because of these complexities, the disk-scheduling algorithm should be written as a
separate module of the operating system, so that it can be replaced with a different algorithm if
necessary. Either SSTF or LOOK is a reasonable choice for the default algorithm.
The scheduling algorithms described here consider only the seek distances. For
modern disks, the rotational latency can be nearly as large as the average seek time. It is difficult for
the operating system to schedule for improved rotational latency, though, because modern disks do
not disclose the physical location of logical blocks. Disk manufacturers have been alleviating this
problem by implementing disk-scheduling algorithms in the controller hardware built into the disk
drive. If the operating system sends a batch of requests to the controller, the controller can queue them
and then schedule them to improve both the seek time and the rotational latency.
If I/O performance were the only consideration, the operating system would gladly
turn over the responsibility of disk scheduling to the disk hardware. In practice, however, the
operating system may have other constraints on the service order for requests. For instance, demand
paging may take priority over application I/O, and writes are more urgent than reads if the cache is
running out of free pages. Also, it may be desirable to guarantee the order of a set of disk writes to
make the file system robust in the face of system crashes. Consider what could happen if the operating
system allocated a disk page to a file and the application wrote data into that page before the operating
system had a chance to flush the file system metadata back to disk.To accommodate such
requirements, an operating system may choose to do its own disk scheduling and to spoon-feed the
requests to the disk controller, one by one, for some types of I/O.

 Disk management
The operating system is responsible for several other aspects of disk management,
too. Here we discuss disk initialization, booting from disk, and bad-block recovery.
10.5.1 Disk Formatting
A new magnetic disk is a blank slate: it is just a platter of a magnetic recording
material. Before a disk can store data, it must be divided into sectors that the disk controller can read
and write. This process is called low-level formatting, or physical formatting. Low-level formatting
fills the disk with a special data structure for each sector. The data structure for a sector typically
consists of a header, a data area (usually 512 bytes in size), and a trailer. The header and trailer
contain information used by the disk controller, such as a sector number and an error-correcting
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code (ECC).When the controller writes a sector of data during normal I/O, the ECC is updated with a
value calculated from all the bytes in the data area. When the sector is read, the ECC is recalculated
and compared with the stored value. If the stored and calculated numbers are different, this mismatch
indicates that the data area of the sector has become corrupted and that the disk sector may be bad .
The ECC is an error-correcting code because it contains enough information, if only a few bits of data
have been corrupted, to enable the controller to identify which bits have changed and calculate what
their correct values should be. It then reports a recoverable soft error. The controller automatically
does the ECC processing whenever a sector is read or written.Most hard disks are low-level-formatted
at the factory as a part of the manufacturing process. This formatting enables the manufacturer to test
the disk and to initialize the mapping from logical block numbers to defect-free sectors on the disk.
For many hard disks, when the disk controller is instructed to low-level-format the disk, it can also be
told how many bytes of data space to leave between the header and trailer of all sectors. It is usually
possible to choose among a few sizes, such as 256, 512, and 1,024 bytes. Formatting a disk with a
larger sector size means that fewer sectors can fit on each track; but it also means that fewer headers
and trailers are written on each track and more space is available for user data. Some operating
systems can handle only a sector size of 512 bytes.
Before it can use a disk to hold files, the operating system still needs to record its own
data structures on the disk. It does so in two steps. The first step is to partition the disk into one or
more groups of cylinders. The operating system can treat each partition as though it were a separate
disk. For instance, one partition can hold a copy of the operating system’s executable code, while
another holds user files. The second step is logical formatting, or creation of a file system. In this
step, the operating system stores the initial file-system data structures onto the disk. These data
structures may include maps of free and allocated space and an initial empty directory.
To increase efficiency, most file systems group blocks together into larger chunks,
frequently called clusters. Disk I/O is done via blocks, but file system I/O is done via clusters,
effectively assuring that I/O has more sequential-access and fewer random-access characteristics.
Some operating systems give special programs the ability to use a disk partition as a large sequential
array of logical blocks, without any file-system data structures. This array is sometimes called the raw
disk, and I/O to this array is termed raw I/O. For example, some database systems prefer raw I/O
because it enables them to control the exact disk location where each database record is stored. Raw
I/O bypasses all the file-system services, such as the buffer cache, file locking, prefetching, space
allocation, file names, and directories. We can make certain applications more efficient by allowing
them to implement their own special-purpose storage services on a raw partition, but most
applications perform better when they use the regular file-system services.
10.5.2 Boot Block
For a computer to start running—for instance, when it is powered up or rebooted—it
must have an initial program to run. This initial bootstrap program tends to be simple. It initializes all
aspects of the system, from CPU registers to device controllers and the contents of main memory, and
then starts the operating system. To do its job, the bootstrap program finds the operating-system
kernel on disk, loads that kernel into memory, and jumps to an initial address to begin the operatingsystem execution.
For most computers, the bootstrap is stored in read-only memory (ROM). This
location is convenient, because ROM needs no initialization and is at a fixed location that the
processor can start executing when powered up or reset. And, since ROM is read only, it cannot be
infected by a computer virus. The problem is that changing this bootstrap code requires changing the
ROM hardware chips. For this reason, most systems store a tiny bootstrap loader program in the boot
ROM whose only job is to bring in a full bootstrap program from disk. The full bootstrap program can
be changed easily: a new version is simply written onto the disk. The full bootstrap program is stored
in the “boot blocks” at a fixed location on the disk. A disk that has a boot partition is called a boot
disk or system disk.
The code in the boot ROM instructs the disk controller to read the boot blocks into
memory (no device drivers are loaded at this point) and then starts executing that code. The full
bootstrap program is more sophisticated than the bootstrap loader in the boot ROM. It is able to load
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the entire operating system from a non-fixed location on disk and to start the operating system
running. Even so, the full bootstrap code may be small.
Let’s consider as an example the boot process in Windows. First, note that Windows
allows a hard disk to be divided into partitions, and one partition —identified as the boot partition—
contains the operating system and device drivers. The Windows system places its boot code in the
first sector on the hard disk, which it terms the master boot record, or MBR. Booting begins by
running code that is resident in the system’s ROM memory. This code directs the system to read the
boot code from the MBR. In addition to containing boot code, the MBR contains a table listing the
partitions for the hard disk and a flag indicating which partition the system is to be booted from, as
illustrated in Figure 10.9. Once the system identifies the boot partition, it reads the first sector from
that partition (which is called the boot sector) and continues with the remainder of the boot process,
which includes loading the various subsystems and system services.
10.5.3 Bad Blocks
Because disks have moving parts and small tolerances (recall that the disk head flies
just above the disk surface), they are prone to failure. Sometimes the failure is complete; in this case,
the disk needs to be replaced and its contents restored from backup media to the new disk.

More frequently, one or more sectors become defective. Most disks even come from the factory with
bad blocks. Depending on the disk and controller in use, these blocks are handled in a variety of
ways.
On simple disks, such as some disks with IDE controllers, bad blocks are handled
manually. One strategy is to scan the disk to find bad blocks while the disk is being formatted. Any
bad blocks that are discovered are flagged as unusable so that the file system does not allocate them.
If blocks go bad during normal operation, a special program (such as the Linux bad blocks command)
must be run manually to search for the bad blocks and to lock them away. Data that resided on the bad
blocks usually are lost.
More sophisticated disks are smarter about bad-block recovery. The controller
maintains a list of bad blocks on the disk. The list is initialized during the low-level formatting at the
factory and is updated over the life of the disk. Low-level formatting also sets aside spare sectors not
visible to the operating system. The controller can be told to replace each bad sector logically with
one of the spare sectors. This scheme is known as sector sparing or forwarding.
A typical bad-sector transaction might be as follows:
• The operating system tries to read logical block 87.
• The controller calculates the ECC and finds that the sector is bad. It reports this
finding to the operating system.
• The next time the system is rebooted, a special command is run to tell the controller
to replace the bad sector with a spare.
• After that, whenever the system requests logical block 87, the request is translated
into the replacement sector’s address by the controller.
Note that such a redirection by the controller could invalidate any optimization by the
operating system’s disk-scheduling algorithm! For this reason, most disks are formatted to provide a

137

Preeti Patel
few spare sectors in each cylinder and a spare cylinder as well. When a bad block is remapped, the
controller uses a spare sector from the same cylinder, if possible.
As an alternative to sector sparing, some controllers can be instructed to replace a bad
block by sector slipping. Here is an example: Suppose that logical block 17 becomes defective and
the first available spare follows sector 202. Sector slipping then remaps all the sectors from 17 to 202,
moving them all down one spot. That is, sector 202 is copied into the spare, then sector 201 into 202,
then 200 into 201, and so on, until sector 18 is copied into sector 19. Slipping the sectors in this way
frees up the space of sector 18 so that sector 17 can be mapped to it.
The replacement of a bad block generally is not totally automatic, because the data in
the bad block are usually lost. Soft errors may trigger a process in which a copy of the block data is
made and the block is spared or slipped. An unrecoverable hard error, however, results in lost data.
Whatever file was using that block must be repaired (for instance, by restoration from a backup tape),
and that requires manual intervention.

 Swap-space management

Swapping was first presented in Section 8.2, where we discussed moving entire
processes between disk and main memory. Swapping in that setting occurs when the amount of
physical memory reaches a critically low point and processes are moved from memory to swap space
to free available memory. In practice, very few modern operating systems implement swapping in this
fashion. Rather, systems now combine swapping with virtual memory techniques (Chapter 9) and
swap pages, not necessarily entire processes. In fact, some systems now use the terms “swapping” and
“paging” interchangeably, reflecting the merging of these two concepts.
Swap-space management is another low-level task of the operating system. Virtual
memory uses disk space as an extension of main memory. Since disk access is much slower than
memory access, using swap space significantly decreases system performance. The main goal for the
design and implementation of swap space is to provide the best throughput for the virtual memory
system. In this section, we discuss how swap space is used, where swap space is located on disk, and
how swap space is managed.
10.6.1 Swap-Space Use
Swap space is used in various ways by different operating systems, depending on the
memory-management algorithms in use. For instance, systems that implement swapping may use
swap space to hold an entire process image, including the code and data segments. Paging systems
may simply store pages that have been pushed out of main memory. The amount of swap space
needed on a system can therefore vary from a few megabytes of disk space to gigabytes, depending on
the amount of physical memory, the amount of virtual memory it is backing, and the way in which the
virtual memory is used.
Note that it may be safer to overestimate than to underestimate the amount of swap
space required, because if a system runs out of swap space it may be forced to abort processes or may
crash entirely. Overestimation wastes disk space that could otherwise be used for files, but it does no
other harm. Some systems recommend the amount to be set aside for swap space. Solaris, for
example, suggests setting swap space equal to the amount by which virtual memory exceeds pageable
physical memory. In the past, Linux has suggested setting swap space to double the amount of
physical memory. Today, that limitation is gone, and most Linux systems use considerably less swap
space. Some operating systems—including Linux—allow the use of multiple swap spaces, including
both files and dedicated swap partitions. These swap spaces are usually placed on separate disks so
that the load placed on the I/O system by paging and swapping can be spread over the system’s I/O
bandwidth.
10.6.2 Swap-Space Location
A swap space can reside in one of two places: it can be carved out of the normal file
system, or it can be in a separate disk partition. If the swap space is simply a large file within the file
system, normal file-system routines can be used to create it, name it, and allocate its space. This
approach, though easy to implement, is inefficient. Navigating the directory structure and the disk
allocation data structures takes time and (possibly) extra disk accesses. External fragmentation can
greatly increase swapping times by forcing multiple seeks during reading or writing of a process
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image. We can improve performance by caching the block location information in physical memory
and by using special tools to allocate physically contiguous blocks for the swap file, but the cost of
traversing the file-system data structures remains. Alternatively, swap space can be created in a
separate raw partition. No file system or directory structure is placed in this space. Rather, a separate
swap-space storage manager is used to allocate and deallocate the blocks from the raw partition. This
manager uses algorithms optimized for speed rather than for storage efficiency, because swap space is
accessed much more frequently than file systems (when it is used). Internal fragmentation may
increase, but this trade-off is acceptable because the life of data in the swap space generally is much
shorter than that of files in the file system. Since swap space is reinitialized at boot time, any
fragmentation is short-lived. The raw-partition approach creates a fixed amount of swap space during
disk partitioning. Adding more swap space requires either repartitioning the disk (which involves
moving the other file-system partitions or destroying them and restoring them from backup) or adding
another swap space elsewhere.
Some operating systems are flexible and can swap both in raw partitions and in filesystem space. Linux is an example: the policy and implementation are separate, allowing the
machine’s administrator to decide which type of swapping to use. The trade-off is between the
convenience of allocation and management in the file system and the performance of swapping in raw
partitions.
10.6.3 Swap-Space Management: An Example
We can illustrate how swap space is used by following the evolution of swapping and
paging in various UNIX systems. The traditional UNIX kernel started with an implementation of
swapping that copied entire processes between contiguous disk regions and memory. UNIX later
evolved to a combination of swapping and paging as paging hardware became available. In Solaris 1
(SunOS), the designers changed standard UNIX methods to improve efficiency and reflect
technological developments. When a process executes, text-segment pages containing code are
brought in from the file system, accessed in main memory, and thrown away if selected for page out.

It is more efficient to reread a page from the file system than to write it to swap space
and then reread it from there. Swap space is only used as a backing store for pages of anonymous
memory, which includes memory allocated for the stack, heap, and uninitialized data of a process.
More changes were made in later versions of Solaris. The biggest change is that Solaris now allocates
swap space only when a page is forced out of physical memory, rather than when the virtual memory
page is first created. This scheme gives better performance on modern computers, which have more
physical memory than older systems and tend to page less. Linux is similar to Solaris in that swap
space is used only for anonymous memory—that is, memory not backed by any file. Linux allows one
or more swap areas to be established. A swap area may be in either a swap file on a regular file
system or a dedicated swap partition. Each swap area consists of a series of 4-KB page slots, which
are used to hold swapped pages. Associated with each swap area is a swap map—an array of integer
counters, each corresponding to a page slot in the swap area. If the value of a counter is 0, the
corresponding page slot is available.
Values greater than 0 indicate that the page slot is occupied by a swapped page. The
value of the counter indicates the number of mappings to the swapped page. For example, a value of 3
indicates that the swapped page is mapped to three different processes (which can occur
if the swapped page is storing a region of memory shared by three processes). The data structures for
swapping on Linux systems are shown in Figure 10.10.
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 Disk reliability
 Stable storage implementation
By definition, information residing in stable storage is never lost. To implement such
storage, we need to replicate the required information

on multiple storage devices (usually disks) with independent failure modes. We also need to
coordinate the writing of updates in a way that guarantees that a failure during an update will not
leave all the copies in a damaged state and that, when we are recovering from a failure, we can force
all copies to a consistent and correct value, even if another failure occurs during the recovery. In this
section, we discuss how to meet these needs. A disk write results in one of three outcomes:
1. Successful completion. The data were written correctly on disk.
2. Partial failure. A failure occurred in the midst of transfer, so only some of the sectors
were written with the new data, and the sector being written during the failure may have been
corrupted.
3. Total failure. The failure occurred before the disk write started, so the previous data values
on the disk remain intact.
Whenever a failure occurs during writing of a block, the system needs to detect it and invoke a
recovery procedure to restore the block to a consistent state. To do that, the system must maintain two
physical blocks for each logical block. An output operation is executed as follows:
1. Write the information onto the first physical block.
2. When the first write completes successfully, write the same information onto the second
physical block.
3. Declare the operation complete only after the second write completes successfully.
During recovery from a failure, each pair of physical blocks is examined. If both are
the same and no detectable error exists, then no further action is necessary. If one block contains a
detectable error then we replace its contents with the value of the other block. If neither block
contains a detectable error, but the blocks differ in content, then we replace the content of the first
block with that of the second. This recovery procedure ensures that a write to stable storage either
succeeds completely or results in no change.
We can extend this procedure easily to allow the use of an arbitrarily large number of
copies of each block of stable storage. Although having a large number of copies further reduces the
probability of a failure, it is usually reasonable to simulate stable storage with only two copies. The
data in stable storage are guaranteed to be safe unless a failure destroys all the copies. Because
waiting for disk writes to complete (synchronous I/O) is time consuming, many storage arrays add
NVRAM as a cache. Since the memory is nonvolatile (it usually has battery power to back up the
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unit’s power), it can be trusted to store the data en route to the disks. It is thus considered part of the
stable storage. Writes to it are much faster than to disk, so performance is greatly improved.

 Introduction to clock
Clocks (also called timers) are essential to the operation of any multiprogrammed
system for a variety of reasons. They maintain the time of day and prevent one process from
monopolizing the CPU, among other things. The clock software can take the form of a device driver,
even though a clock is neither a block device, like a disk, nor a character device, like a mouse. Our
examination of clocks will follow the same pattern as in the previous section: first a look at clock
hardware and then a look at the clock software.

 Clock hardware
Two types of clocks are commonly used in computers, and both are quite different
from the clocks and watches used by people. The simpler clocks are tied to the 110- or 220-volt power
line and cause an interrupt on every voltage cycle, at 50 or 60 Hz. These clocks used to dominate, but
are rare nowadays.
The other kind of clock is built out of three components: a crystal oscillator, a
counter, and a holding register, as shown in Fig. 5-28. When a piece of quartz crystal is properly cut
and mounted under tension, it can be made to generate a periodic signal of very great accuracy,
typically in the range of several hundred megahertz to a few gigahertz, depending on the crystal
chosen. Using electronics, this base signal can be multiplied by a small integer to get frequencies up
to several gigahertz or even more. At least one such circuit is usually found in any computer,
providing a synchronizing signal to the computer’s various circuits. This signal is fed into the counter
to make it count down to zero. When the counter gets to zero, it causes a CPU interrupt.

Programmable clocks typically have several modes of operation. In one-shot mode,
when the clock is started, it copies the value of the holding register into the counter and then
decrements the counter at each pulse from the crystal. When the counter gets to zero, it causes an
interrupt and stops until it is explicitly started again by the software. In square-wave mode, after
getting to zero and causing the interrupt, the holding register is automatically copied into the counter,
and the whole process is repeated again indefinitely. These periodic interrupts are called clock ticks.
The advantage of the programmable clock is that its interrupt frequency can be
controlled by software. If a 500-MHz crystal is used, then the counter is pulsed every 2 nsec. With
(unsigned) 32-bit registers, interrupts can be programmed to occur at intervals from 2 nsec to 8.6 sec.
Programmable clock chips usually contain two or three independently programmable clocks and have
many other options as well (e.g., counting up instead of down, interrupts disabled, and more).
To prevent the current time from being lost when the computer’s power is turned off,
most computers have a battery-powered backup clock, implemented with the kind of low-power
circuitry used in digital watches. The battery clock can be read at startup. If the backup clock is not
present, the software may ask the user for the current date and time. There is also a standard way for a
networked system to get the current time from a remote host. In any case the time is then translated
into the number of clock ticks since 12 A.M. UTC (Universal Coordinated Time) (formerly known
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as Greenwich Mean Time) on Jan. 1, 1970, as UNIX does, or since some other benchmark moment.
The origin of time for Windows is Jan. 1, 1980. At every clock tick, the real time is incremented by
one count. Usually utility programs are provided to manually set the system clock and the backup
clock and to synchronize the two clocks.

 Clock software

All the clock hardware does is generating interrupts at known intervals. Everything
else involving time must be done by the software, the clock driver. The exact duties of the clock
driver vary among operating systems, but usually include most of the following:
1. Maintaining the time of day.
2. Preventing processes from running longer than they are allowed to.
3. Accounting for CPU usage.
4. Handling the alarm system call made by user processes.
5. Providing watchdog timers for parts of the system itself.
6. Doing profiling, monitoring, and statistics gathering.
The first clock function, maintaining the time of day (also called the real time) is not
difficult. It just requires incrementing a counter at each clock tick, as mentioned before. The only
thing to watch out for is the number of bits in the time-of day counter. With a clock rate of 60 Hz, a
32-bit counter will overflow in just over 2 years. Clearly the system cannot store the real time as the
number of ticks since Jan. 1, 1970 in 32 bits.
Three approaches can be taken to solve this problem. The first way is to use a 64-bit
counter, although doing so makes maintaining the counter more expensive since it has to be done
many times a second. The second way is to maintain the time of day in seconds, rather than in ticks,
using a subsidiary counter to count ticks until a whole second has been accumulated. Because 232
seconds is more than 136 years, this method will work until the twenty-second century.
The third approach is to count in ticks, but to do that relative to the time the system
was booted, rather than relative to a fixed external moment. When the backup clock is read or the user
types in the real time, the system boot time is calculated from the current time-of-day value and stored
in memory in any convenient form. Later, when the time of day is requested, the stored time of day is
added to the counter to get the current time of day. All three approaches are shown in Fig. 5-29.
The second clock function is preventing processes from running too long. Whenever
a process is started, the scheduler initializes a counter to the value of that process’ quantum in clock
ticks. At every clock interrupt, the clock driver decrements the quantum counters by 1. When it gets to
zero, the clock driver calls the scheduler to set up another process. The third clock function is doing
CPU accounting. The most accurate way to do it is to start a second timer, distinct from the main
system timer, whenever a process is started up. When that process is stopped, the timer can be read
out to tell how long the process has run.

To do things right, the second timer should be saved when an interrupt occurs and restored afterward.
A less accurate, but simpler, way to do accounting is to maintain a pointer to the process table entry
for the currently running process in a global variable. At every clock tick, a field in the current
process’ entry is incremented. In this way, every clock tick is ‘‘charged’’ to the process running at the
time of the tick. A minor problem with this strategy is that if many interrupts occur during a process’
run, it is still charged for a full tick, even though it did not get much work done.
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Properly accounting for the CPU during interrupts is too expensive and is rarely done.
In many systems, a process can request that the operating system give it a warning after a certain
interval. The warning is usually a signal, interrupt, message, or something similar. One application
requiring such warnings is networking, in which a packet not acknowledged within a certain time
interval must be retransmitted. Another application is computer-aided instruction, where a student not
providing a response within a certain time is told the answer. If the clock driver had enough clocks, it
could set a separate clock for each request.
This not being the case, it must simulate multiple virtual clocks with a single physical
clock. One way is to maintain a table in which the signal time for all pending timers is kept, as well as
a variable giving the time of the next one. Whenever the time of day is updated, the driver checks to
see if the closest signal has occurred. If it has, the table is searched for the next one to occur. If many
signals are expected, it is more efficient to simulate multiple clocks by chaining all the pending clock
requests together, sorted on time, in a linked list, as shown in Fig. 5-30. Each entry on the list tells
how many clock ticks following the previous one to wait before causing a signal. In this example,
signals are pending for 4203, 4207, 4213, 4215, and 4216.
In Fig. 5-30, the next interrupt occurs in 3 ticks. On each tick, Next signal is
decremented. When it gets to 0, the signal corresponding to the first item on the list is caused, and that
item is removed from the list. Then Next signal is set to the value in the entry now at the head of the
list, in this example, 4.

Note that during a clock interrupt, the clock driver has several things to do increment the real time,
decrement the quantum and check for 0, do CPU accounting, and decrement the alarm counter.
However, each of these operations has been carefully arranged to be very fast because they have to be
repeated many times a second.
Parts of the operating system also need to set timers. These are called watchdog
timers and are frequently used (especially in embedded devices) to detect problems such as hangs.
For instance, a watchdog timer may reset a system that stops running. While the system is running, it
regularly resets the timer, so that it never expires. In that case, expiration of the timer proves that the
system has not run for a long time, and leads to corrective action—such as a full-system reset. The
mechanism used by the clock driver to handle watchdog timers is the same as for user signals. The
only difference is that when a timer goes off, instead of causing a signal, the clock driver calls a
procedure supplied by the caller. The procedure is part of the caller’s code. The called procedure can
do whatever is necessary, even causing an interrupt, although within the kernel interrupts are often
inconvenient and signals do not exist. That is why the watchdog mechanism is provided. It is worth
nothing that the watchdog mechanism works only when the clock driver and the procedure to be
called are in the same address space.
The last thing in our list is profiling. Some operating systems provide a mechanism
by which a user program can have the system build up a histogram of its program counter, so it can
see where it is spending its time. When profiling is a possibility, at every tick the driver checks to see
if the current process is being profiled, and if so, computes the bin number (a range of addresses)
corresponding to the current program counter.It then increments that bin by one. This mechanism can
also be used to profile the system itself.
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 File concept

6. File systems

Computers can store information on various storage media, such as magnetic disks,
magnetic tapes, and optical disks. So that the computer system will be convenient to use, the operating
system provides a uniform logical view of stored information. The operating system abstracts from
the physical properties of its storage devices to define a logical storage unit, the file. Files are mapped
by the operating system onto physical devices. These storage devices are usually nonvolatile, so the
contents are persistent between system reboots.
A file is a named collection of related information that is recorded on secondary
storage. From a user’s perspective, a file is the smallest allotment of logical secondary storage; that is,
data cannot be written to secondary storage unless they are within a file. Commonly, files represent
programs (both source and object forms) and data. Data files may be numeric, alphabetic,
alphanumeric, or binary. Files may be free form, such as text files, or may be formatted rigidly. In
general, a file is a sequence of bits, bytes, lines, or records, the meaning of which is defined by the
file’s creator and user. The concept of a file is thus extremely general.
The information in a file is defined by its creator. Many different types of information
may be stored in a file—source or executable programs, numeric or text data, photos, music, video,
and so on. A file has a certain defined structure, which depends on its type. A text file is a sequence
of characters organized into lines (and possibly pages). A source file is a sequence of functions, each
of which is further organized as declarations followed by executable statements. An executable file is
a series of code sections that the loader can bring into memory and execute.
11.1.1 File Attributes
A file is named, for the convenience of its human users, and is referred to by its
name. A name is usually a string of characters, such as example.c. Some systems differentiate
between uppercase and lowercase characters in names, whereas other systems do not. When a file is
named, it becomes independent of the process, the user, and even the system that created it. For
instance, one user might create the file example.c, and another user might edit that file by specifying
its name. The file’s owner might write the file to a USB disk, send it as an e-mail attachment, or copy
it across a network, and it could still be called example.c on the destination system. A file’s attributes
vary from one operating system to another but typically consist of these:
• Name. The symbolic file name is the only information kept in human readable form.
• Identifier. This unique tag, usually a number, identifies the file within the file system; it is the nonhuman-readable name for the file.
• Type. This information is needed for systems that support different types of files.
• Location. This information is a pointer to a device and to the location of the file on that device.
• Size. The current size of the file (in bytes, words, or blocks) and possibly the maximum allowed size
are included in this attribute.
• Protection. Access-control information determines who can do reading, writing, executing, and so
on.
• Time, date, and user identification. This information may be kept for creation, last modification,
and last use. These data can be useful for protection, security, and usage monitoring.
Some newer file systems also support extended file attributes, including character
encoding of the file and security features such as a file checksum. Figure 11.1 illustrates a file info
window on Mac OS X, which displays a file’s attributes.
The information about all files is kept in the directory structure, which also resides on
secondary storage. Typically, a directory entry consists of the file’s name and its unique identifier.
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The identifier in turn locates the other file attributes. It may take more than a kilobyte to record this
information for each file. In a system with many files, the size of the directory itself may be
megabytes. Because directories, like files, must be nonvolatile, they must be stored on the device and
brought into memory piecemeal, as needed.
11.1.2 File Operations
A file is an abstract data type. To define a file properly, we need to consider the
operations that can be performed on files. The operating system can provide system calls to create,
write, read, reposition, delete, and truncate files. Let’s examine what the operating system must do to
perform each of these six basic file operations. It should then be easy to see how other similar
operations, such as renaming a file, can be implemented.
• Creating a file. Two steps are necessary to create a file. First, space in the file system must be found
for the file. We discuss how to allocate space for the file in Chapter 12. Second, an entry for the new
file must be made in the directory.
• Writing a file. To write a file, we make a system call specifying both the name of the file and the
information to be written to the file. Given the name of the file, the system searches the directory to
find the file’s location. The system must keep a write pointer to the location in the file where the next
write is to take place. The write pointer must be updated whenever a write occurs.
• Reading a file. To read from a file, we use a system call that specifies the name of the file and
where (in memory) the next block of the file should be put. Again, the directory is searched for the
associated entry, and the system needs to keep a read pointer to the location in the file where the next
read is to take place. Once the read has taken place, the read pointer is updated. Because a process is
usually either reading from or writing to a file, the current operation location can be kept as a perprocess current file- position pointer. Both the read and write operations use this same pointer,
saving space and reducing system complexity.
• Repositioning within a file. The directory is searched for the appropriate entry, and the current-fileposition pointer is repositioned to a given value. Repositioning within a file need not involve any
actual I/O. This file operation is also known as a file seek.
• Deleting a file. To delete a file, we search the directory for the named file. Having found the
associated directory entry, we release all file space, so that it can be reused by other files, and erase
the directory entry.
• Truncating a file. The user may want to erase the contents of a file but keep its attributes. Rather
than forcing the user to delete the file and then recreate it, this function allows all attributes to remain
unchanged—except for file length—but lets the file be reset to length zero and its file space released.
These six basic operations comprise the minimal set of required file operations. Other
common operations include appending new information to the end of an existing file and renaming an
existing file. These primitive operations can then be combined to perform other file operations. For
instance, we can create a copy of a file—or copy the file to another I/O device, such as a printer or a
display—by creating a new file and then reading from the old and writing to the new. We also want to
have operations that allow a user to get and set the various attributes of a file. For example, we may
want to have operations that allow a user to determine the status of a file, such as the file’s length, and
to set file attributes, such as the file’s owner.
Most of the file operations mentioned involve searching the directory for the entry
associated with the named file. To avoid this constant searching, many systems require that an open()
system call be made before a file is first used. The operating system keeps a table, called the open-file
table, containing information about all open files. When a file operation is requested, the file is
specified via an index into this table, so no searching is required. When the file is no longer being
actively used, it is closed by the process, and the operating system removes its entry from the openfile table. create() and delete() are system calls that work with closed rather than open files.
Some systems implicitly open a file when the first reference to it is made. The file is
automatically closed when the job or program that opened the file terminates. Most systems, however,
require that the programmer open a file explicitly with the open() system call before that file can be
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used. The open() operation takes a file name and searches the directory, copying the directory entry
into the open-file table. The open() call can also accept access mode information—create, read-only,
read–write, append-only, and so on.
This mode is checked against the file’s permissions. If the request mode is allowed,
the file is opened for the process. The open() system call typically returns a pointer to the entry in the
open-file table. This pointer, not the actual file name, is used in all I/O operations, avoiding any
further searching and simplifying the system-call interface.
The implementation of the open() and close() operations is more complicated in an
environment where several processes may open the file simultaneously. This may occur in a system
where several different applications open the same file at the same time. Typically, the operating
system uses two levels of internal tables: a per-process table and a system-wide table. The per
process table tracks all files that a process has open. Stored in this table is information regarding the
process’s use of the file? For instance, the current file pointer for each file is found here. Access rights
to the file and accounting information can also be included.
Each entry in the per-process table in turn points to a system-wide open-file table.
The system-wide table contains process-independent information, such as the location of the file on
disk, access dates, and file size. Once a file has been opened by one process, the system-wide table
includes an entry for the file. When another process executes an open() call, a new entry is simply
added to the process’s open-file table pointing to the appropriate entry in the system-wide table.
Typically, the open-file table also has an open count associated with each file to indicate how many
processes have the file open. Each close() decreases this open count, and when the open count reaches
zero, the file is no longer in use, and the file’s entry is removed from the open-file table.
In summary, several pieces of information are associated with an open file.
• File pointer. On systems that do not include a file offset as part of the read() and write() system
calls, the system must track the last read– write location as a current-file-position pointer. This pointer
is unique to each process operating on the file and therefore must be kept separate from the on-disk
file attributes.
• File-open count. As files are closed, the operating system must reuse its open-file table entries, or it
could run out of space in the table. Multiple processes may have opened a file, and the system must
wait for the last file to close before removing the open-file table entry. The file-open count tracks the
number of opens and closes and reaches zero on the last close.
The system can then remove the entry.
• Disk location of the file. Most file operations require the system to modify data within the file. The
information needed to locate the file on disk is kept in memory so that the system does not have to
read it from disk for each operation.
• Access rights. Each process opens a file in an access mode. This information is stored on the perprocess table so the operating system can allow or deny subsequent I/O requests.
Some operating systems provide facilities for locking an open file (or sections of a
file). File locks allow one process to lock a file and prevent other processes from gaining access to it.
File locks are useful for files that are shared by several processes—for example, a system log file that
can be accessed and modified by a number of processes in the system. File locks provide functionality
similar to reader–writer locks, covered in Section 5.7.2. A shared lock is akin to a reader lock in that
several processes can acquire the lock concurrently. An exclusive lock behaves like a writer lock;
only one process at a time can acquire such a lock. It is important to note that not all operating
systems provide both types of locks: some systems only provide exclusive file locking. Furthermore,
operating systems may provide either mandatory or advisory file-locking mechanisms. If a lock is
mandatory, then once a process acquires an exclusive lock, the operating system will prevent any
other process from accessing the locked file. For example, assume a process acquires an exclusive
lock on the file system.log. If we attempt to open system.log from another process—for example, a
text editor—the operating system will prevent access until the exclusive lock is released. This occurs
even if the text editor is not written explicitly to acquire the lock. Alternatively, if the lock is advisory,
then the operating system will not prevent the text editor from acquiring access to system.log. Rather,
the text editor must be written so that it manually acquires the lock before accessing the file. In other

146

Preeti Patel
words, if the locking scheme is mandatory, the operating system ensures locking integrity. For
advisory locking, it is up to software developers to ensure that locks are appropriately acquired and
released. As a general rule, Windows operating systems adopt mandatory locking, and UNIX systems
employ advisory locks.
The use of file locks requires the same precautions as ordinary process
synchronization. For example, programmers developing on systems with mandatory locking must be
careful to hold exclusive file locks only while they are accessing the file. Otherwise, they will prevent
other processes from accessing the file as well. Furthermore, some measures must be taken to ensure
that two or more processes do not become involved in a deadlock while trying to acquire file locks.
11.1.3 File Types
When we design a file system—indeed, an entire operating system—we always
consider whether the operating system should recognize and support file types. If an operating system
recognizes the type of a file, it can then operate on the file in reasonable ways. For example, a
common mistake occurs when a user tries to output the binary-object form of a program. This attempt
normally produces garbage; however, the attempt can succeed if the operating system has been told
that the file is a binary-object program.
A common technique for implementing file types is to include the type as part of the
file name. The name is split into two parts—a name and an extension, usually separated by a period
(Figure 11.3). In this way, the user and the operating system can tell from the name alone what the
type of a file is. Most operating systems allow users to specify a file name as a sequence of characters
followed by a period and terminated by an extension made up of additional characters. Examples
include resume.docx, server.c, and ReaderThread.cpp.
The system uses the extension to indicate the type of the file and the type of
operations that can be done on that file. Only a file with a .com, .exe, or .sh extension can be
executed, for instance. The .com and .exe files are two forms of binary executable files, whereas the
.sh file is a shell script containing, in ASCII format, commands to the operating system. Application
programs also use extensions to indicate file types in which they are interested. For example, Java
compilers expect source files to have a .java extension, and the Microsoft Word processor expects its
files to end with a .doc or .docx extension. These extensions are not always required, so a user may
specify a file without the extension (to save typing), and the application will look for a file with
the given name and the extension it expects. Because these extensions are not supported by the
operating system, they can be considered “hints” to the applications that operate on them.
Consider, too, the Mac OS X operating system. In this system, each file has a type,
such as .app (for application). Each file also has a creator attribute containing the name of the program
that created it. This attribute is set by the operating system during the create() call, so its use is
enforced and supported by the system. For instance, a file produced by a word processor has the word
processor’s name as its creator. When the user opens that file, by double-clicking the mouse on the
icon representing the file, the word processor is invoked automatically and the file is loaded, ready to
be edited.
The UNIX system uses a crude magic number stored at the beginning of some files
to indicate roughly the type of the file—executable program, shell script, PDF file, and so on. Not all
files have magic numbers, so system features cannot be based solely on this information. UNIX does
not record the name of the creating program, either. UNIX does allow file-name-extension hints, but
these extensions are neither enforced nor depended on by the operating system; they are meant mostly
to aid users in determining what type of contents the file contains. Extensions can be used or ignored
by a given application, but that is up to the application’s programmer.
11.1.4 File Structure
File types also can be used to indicate the internal structure of the file. As mentioned
in Section 11.1.3, source and object files have structures that match the expectations of the programs
that read them. Further, certain files must conform to a required structure that is understood by the
operating system. For example, the operating system requires that an executable file have a specific
structure so that it can determine where in memory to load the file and what the location of the first
instruction is. Some operating systems extend this idea into a set of system-supported file structures,
with sets of special operations for manipulating files with those structures.
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This point brings us to one of the disadvantages of having the operating system
support multiple file structures: the resulting size of the operating system is cumbersome. If the
operating system defines five different file structures, it needs to contain the code to support these file
structures.
In addition, it may be necessary to define every file as one of the file types supported
by the operating system. When new applications require information structured in ways not supported
by the operating system, severe problems may result.
For example, assume that a system supports two types of files: text files (composed of
ASCII characters separated by a carriage return and line feed) and executable binary files. Now, if we
(as users) want to define an encrypted file to protect the contents from being read by unauthorized
people, we may find neither file type to be appropriate. The encrypted file is not ASCII text lines but
rather is (apparently) random bits. Although it may appear to be a binary file, it is not executable. As a
result, we may have to circumvent or misuse the operating system’s file-type mechanism or abandon
our encryption scheme.
Some operating systems impose (and support) a minimal number of file structures.
This approach has been adopted in UNIX, Windows, and others. UNIX considers each file to be a
sequence of 8-bit bytes; no interpretation of these bits is made by the operating system. This scheme
provides maximum flexibility but little support. Each application program must include its own code
to interpret an input file as to the appropriate structure. However, all operating systems must support
at least one structure—that of an executable file—so that the system is able to load and run programs.
11.1.5 Internal File Structure
Internally, locating an offset within a file can be complicated for the operating
system. Disk systems typically have a well-defined block size determined by the size of a sector. All
disk I/O is performed in units of one block (physical record), and all blocks are the same size. It is
unlikely that the physical record size will exactly match the length of the desired logical record.
Logical records may even vary in length. Packing a number of logical records into physical blocks is a
common solution to this problem.
For example, the UNIX operating system defines all files to be simply streams of
bytes. Each byte is individually addressable by its offset from the beginning (or end) of the file. In this
case, the logical record size is 1 byte. The file system automatically packs and unpacks bytes into
physical disk blocks— say, 512 bytes per block—as necessary.
The logical record size, physical block size, and packing technique determine how
many logical records are in each physical block. The packing can be done either by the user’s
application program or by the operating system. In either case, the file may be considered a sequence
of blocks. All the basic I/O functions operate in terms of blocks.

The conversion from logical records to physical blocks is a relatively simple software problem.
Because disk space is always allocated in blocks, some portion of the last block of each file is
generally wasted. If each block were 512 bytes, for example, then a file of 1,949 bytes would be
allocated four blocks (2,048 bytes); the last 99 bytes would be wasted. The waste incurred to keep
everything in units of blocks (instead of bytes) is internal fragmentation. All file systems suffer from
internal fragmentation; the larger the block size, the greater the internal fragmentation.

 File support

 Access methods
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Files store information. When it is used, this information must be accessed and read
into computer memory. The information in the file can be accessed in several ways. Some systems
provide only one access method for files. while others support many access methods, and choosing
the right one for a particular application is a major design problem.
11.2.1 Sequential Access
The simplest access method is sequential access. Information in the file is processed
in order, one record after the other. This mode of access is by far the most common; for example,
editors and compilers usually access files in this fashion.
Reads and writes make up the bulk of the operations on a file. A read operation—read
next()—reads the next portion of the file and automatically advances a file pointer, which tracks the
I/O location. Similarly, the write operation—write next()—appends to the end of the file and advances
to the end of the newly written material (the new end of file). Such a file can be reset to the beginning,
and on some systems, a program may be able to skip forward or backward n records for some integer
n—perhaps only for n = 1. Sequential access, which is depicted in Figure 11.4, is based on a tape
model of a file and works as well on sequential-access devices as it does on random-access ones.
11.2.2 Direct Access
Another method is direct access (or relative access). Here, a file is made up of fixedlength logical records that allow programs to read and write records rapidly in no particular order.
The direct-access method is based on a disk model of a file, since disks allow random access to any
file block. For direct access, the file is viewed as a numbered sequence of blocks or records. Thus, we
may read block 14, then read block 53, and then write block 7. There are no restrictions on the order
of reading or writing for a direct-access file. Direct-access files are of great use for immediate access
to large amounts of information. Databases are often of this type.
When a query concerning a particular subject arrives, we compute which block
contains the answer and then read that block directly to provide the desired information. As a simple
example, on an airline-reservation system, we might store all the information about a particular flight
(for example, flight 713) in the block identified by the flight number. Thus, the number of available
seats for flight 713 is stored in block 713 of the reservation file. To store information about a larger
set, such as people, we might compute a hash function on the people’s names or search a small inmemory index to determine a block to read and search.
For the direct-access method, the file operations must be modified to include the
block number as a parameter. Thus, we have read(n), where n is the block number, rather than read
next(), and write(n) rather than write next(). An alternative approach is to retain read next() and write
next(), as with sequential access, and to add an operation position file(n) where n is the block number.
Then, to effect a read(n), we would position file(n) and then read next().
The block number provided by the user to the operating system is normally a relative
block number. A relative block number is an index relative to the beginning of the file. Thus, the first
relative block of the file is 0, the next is 1, and so on, even though the absolute disk address may be
14703 for the first block and 3192 for the second. The use of relative block numbers allows the
operating system to decide where the file should be placed (called the allocation problem, as we
discuss in Chapter 12) and helps to prevent the user from accessing portions of the file system that
may not be part of her file. Some systems start their relative block numbers at 0; others start at 1.
How, then, does the system satisfy a request for record N in a file? Assuming we have
a logical record length L, the request for record N is turned into an I/O request for L bytes starting at
location L ∗ (N) within the file (assuming the first record is N = 0). Since logical records are of a
fixed size, it is also easy to read, write, or delete a record.
Not all operating systems support both sequential and direct access for files. Some
systems allow only sequential file access; others allow only direct access. Some systems require that a
file be defined as sequential or direct when it is created. Such a file can be accessed only in a manner
consistent with its declaration. We can easily simulate sequential access on a direct-access file by
simply keeping a variable cp that defines our current position, as shown in Figure 11.5. Simulating a
direct-access file on a sequential-access file, however, is extremely inefficient and clumsy.
11.2.3 Other Access Methods
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Other access methods can be built on top of a direct-access method. These methods
generally involve the construction of an index for the file. The index, like an index in the back of a
book, contains pointers to the various blocks. To find a record in the file, we first search the index and
then use the pointer to access the file directly and to find the desired record.

For example, a retail-price file might list the universal product codes (UPCs) for
items, with the associated prices. Each record consists of a 10-digit UPC and a 6-digit price, for a 16byte record. If our disk has 1,024 bytes per block, we can store 64 records per block. A file of 120,000
records would occupy about 2,000 blocks (2 million bytes). By keeping the file sorted by UPC, we
can define an index consisting of the first UPC in each block. This index would have 2,000 entries of
10 digits each, or 20,000 bytes, and thus could be kept in memory. To find the price of a particular
item, we can make a binary search of the index.
From this search, we learn exactly which block contains the desired record and access
that block. This structure allows us to search a large file doing little I/O. With large files, the index
file itself may become too large to be kept in memory. One solution is to create an index for the index
file. The primary index file contains pointers to secondary index files, which point to the actual data
items.
For example, IBM’s indexed sequential-access method (ISAM) uses a small master
index that points to disk blocks of a secondary index. The secondary index blocks point to the actual
file blocks. The file is kept sorted on a defined key. To find a particular item, we first make a binary
search of the master index, which provides the block number of the secondary index. This block is
read in, and again a binary search is used to find the block containing the desired record. Finally, this
block is searched sequentially. In this way, any record can be located from its key by at most two
direct-access reads. Figure 11.6 shows a similar situation as implemented by VMS index and relative
files.

 Allocation methods

The direct-access nature of disks gives us flexibility in the implementation of files. In
almost every case, many files are stored on the same disk. The main problem is how to allocate space
to these files so that disk space is utilized effectively and files can be accessed quickly. Three major
methods of allocating disk space are in wide use: contiguous, linked, and indexed. Each method has
advantages and disadvantages. Although some systems support all three, it is more common for a
system to use one method for all files within a file-system type.
12.4.1 Contiguous Allocation
Contiguous allocation requires that each file occupy a set of contiguous blocks on
the disk. Disk addresses define a linear ordering on the disk. With this ordering, assuming that only
one job is accessing the disk, accessing block b + 1 after block b normally requires no head
movement. When head movement is needed (from the last sector of one cylinder to the first sector of
the next cylinder), the head need only move from one track to the next. Thus, the number of disk
seeks required for accessing contiguously allocated files is minimal, as is seek time when a seek is
finally needed.
Contiguous allocation of a file is defined by the disk address and length (in block
units) of the first block. If the file is n blocks long and starts at location b, then it occupies blocks b, b
+ 1, b + 2, ..., b + n − 1. The directory entry for each file indicates the address of the starting block
and the length of the area allocated for this file (Figure 12.5).

150

Preeti Patel
Accessing a file that has been allocated contiguously is easy. For sequential access,
the file system remembers the disk address of the last block referenced and, when necessary, reads the
next block. For direct access to block i of a file that starts at block b, we can immediately access block
b + i.

Thus, both sequential and direct access can be supported by contiguous allocation.
Contiguous allocation has some problems, however. One difficulty is finding space for a new file. The
system chosen to manage free space determines how this task is accomplished; these management
systems are discussed in Section 12.5. Any management system can be used, but some are slower than
others.
The contiguous-allocation problem can be seen as a particular application of the
general dynamic storage-allocation problem discussed in Section 8.3, which involves how to satisfy
a request of size n from a list of free holes. First fit and best fit are the most common strategies used to
select a free hole from the set of available holes. Simulations have shown that both first fit and best fit
are more efficient than worst fit in terms of both time and storage utilization. Neither first fit nor best
fit is clearly best in terms of storage utilization, but first fit is generally faster.
All these algorithms suffer from the problem of external fragmentation. As files are
allocated and deleted, the free disk space is broken into little pieces. External fragmentation exists
whenever free space is broken into chunks. It becomes a problem when the largest contiguous chunk
is insufficient for a request; storage is fragmented into a number of holes, none of which is large
enough to store the data. Depending on the total amount of disk storage and the average file size,
external fragmentation may be a minor or a major problem.
One strategy for preventing loss of significant amounts of disk space to external
fragmentation is to copy an entire file system onto another disk. The original disk is then freed
completely, creating one large contiguous free space. We then copy the files back onto the original
disk by allocating contiguous space from this one large hole. This scheme effectively compacts all
free space into one contiguous space, solving the fragmentation problem. The cost of this compaction
is time, however, and the cost can be particularly high for large hard disks. Compacting these disks
may take hours and may be necessary on a weekly basis. Some systems require that this function be
done off-line, with the file system unmounted. During this down time, normal system operation
generally cannot be permitted, so such compaction is avoided at all costs on production machines.
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Most modern systems that need defragmentation can perform it on-line during normal system
operations, but the performance penalty can be substantial.
Another problem with contiguous allocation is determining how much space is
needed for a file. When the file is created, the total amount of space it will need must be found and
allocated. How does the creator (program or person) know the size of the file to be created? In some
cases, this determination may be fairly simple (copying an existing file, for example). In general,
however, the size of an output file may be difficult to estimate.
If we allocate too little space to a file, we may find that the file cannot be extended.
Especially with a best-fit allocation strategy, the space on both sides of the file may be in use. Hence,
we cannot make the file larger in place. Two possibilities then exist. First, the user program can be
terminated, with an appropriate error message. The user must then allocate more space and run the
program again. These repeated runs may be costly. To prevent them, the user will normally
overestimate the amount of space needed, resulting in considerable wasted space. The other
possibility is to find a larger hole, copy the contents of the file to the new space, and release the
previous space.
This series of actions can be repeated as long as space exists, although it can be time
consuming. The user need never be informed explicitly about what is happening, however; the system
continues despite the problem, although more and more slowly. Even if the total amount of space
needed for a file is known in advance, Pre allocation may be inefficient. A file that will grow slowly
over a long period (months or years) must be allocated enough space for its final size, even though
much of that space will be unused for a long time. The file therefore has a large amount of internal
fragmentation.
To minimize these drawbacks, some operating systems use a modified contiguousallocation scheme. Here, a contiguous chunk of space is allocated initially. Then, if that amount
proves not to be large enough, another chunk of contiguous space, known as an extent, is added. The
location of a file’s blocks is then recorded as a location and a block count, plus a link to the first block
of the next extent. On some systems, the owner of the file can set the extent size, but this setting
results in inefficiencies if the owner is incorrect. Internal fragmentation can still be a problem if the
extents are too large, and external fragmentation can become a problem as extents of varying sizes are
allocated and deallocated. The commercial Veritas file system uses extents to optimize performance.
Veritas is a high-performance replacement for the standard UNIX UFS.
12.4.2 Linked Allocation
Linked allocation solves all problems of contiguous allocation. With linked
allocation, each file is a linked list of disk blocks; the disk blocks may be scattered anywhere on the
disk. The directory contains a pointer to the first and last blocks of the file.
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For example, a file of five blocks might start at block 9 and continue at block 16, then
block 1, then block 10, and finally block 25 (Figure 12.6). Each block contains a pointer to the next
block. These pointers are not made available to the user. Thus, if each block is 512 bytes in size, and a
disk address (the pointer) requires 4 bytes, then the user sees blocks of 508bytes.
To create a new file, we simply create a new entry in the directory. With linked
allocation, each directory entry has a pointer to the first disk block of the file. This pointer is
initialized to null (the end-of-list pointer value) to signify an empty file. The size field is also set to 0.
A write to the file causes the free-space management system to find a free block, and this new block is
written to and is linked to the end of the file. To read a file, we simply read blocks by following the
pointers from block to block. There is no external fragmentation with linked allocation, and any free
block on the free-space list can be used to satisfy a request. The size of a file need not be declared
when the file is created. A file can continue to grow as long as free blocks are available.
Consequently, it is never necessary to compact disk space.
Linked allocation does have disadvantages, however. The major problem is that it can
be used effectively only for sequential-access files. To find the ith block of a file, we must start at the
beginning of that file and follow the pointers until we get to the ith block. Each access to a pointer
requires a disk read, and some require a disk seek. Consequently, it is inefficient to support a directaccess capability for linked-allocation files.
Another disadvantage is the space required for the pointers. If a pointer requires 4
bytes out of a 512-byte block, then 0.78 percent of the disk is being used for pointers, rather than for
information. Each file requires slightly more space than it would otherwise.
The usual solution to this problem is to collect blocks into multiples, called clusters,
and to allocate clusters rather than blocks. For instance, the file system may define a cluster as four
blocks and operate on the disk only in cluster units. Pointers then use a much smaller percentage of
the file’s disk space. This method allows the logical-to-physical block mapping to remain simple but
improves disk throughput (because fewer disk-head seeks are required) and decreases the space
needed for block allocation and free-list management.
The cost of this approach is an increase in internal fragmentation, because more space
is wasted when a cluster is partially full than when a block is partially full. Clusters can be used to
improve the disk-access time for many other algorithms as well, so they are used in most file systems.
Yet another problem of linked allocation is reliability. Recall that the files are linked together by
pointers scattered all over the disk, and consider what would happen if a pointer were lost or
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damaged. A bug in the operating-system software or a disk hardware failure might result in picking up
the wrong pointer. This error could in turn result in linking into the free-space list or into another file.
One partial solution is to use doubly linked lists, and another is to store the file name and relative
block number in each block. However, these schemes require even more overhead for each file.
An important variation on linked allocation is the use of a file-allocation table
(FAT). This simple but efficient method of disk-space allocation was used by the MS-DOS operating
system. A section of disk at the beginning of each volume is set aside to contain the table. The table
has one entry for each disk block and is indexed by block number. The FAT is used in much the same
way as a linked list. The directory entry contains the block number of the first block of the file. The
table entry indexed by that block number contains the block number of the next block in the file. This
chain continues until it reaches the last block, which has a special end-of-file value as the table entry.
An unused block is indicated by a table value of 0. Allocating a new block to a file is
a simple matter of finding the first 0-valued table entry and replacing the previous end-of-file value
with the address of the new block. The 0 is then replaced with the end-of-file value. An illustrative
example is the FAT structure shown in Figure 12.7 for a file consisting of disk blocks 217, 618, and
339. The FAT allocation scheme can result in a significant number of disk head seeks, unless the FAT
is cached. The disk head must move to the start of the volume to read the FAT and find the location of
the block in question, then move to the location of the block itself. In the worst case, both moves
occur for each of the blocks. A benefit is that random-access time is improved, because the disk head
can find the location of any block by reading the information in the FAT.

12.4.3 Indexed Allocation
Linked allocation solves the external-fragmentation and size-declaration problems of
contiguous allocation. However, in the absence of a FAT, linked allocation cannot support efficient
direct access, since the pointers to the blocks are scattered with the blocks themselves all over the disk
and must be retrieved in order. Indexed allocation solves this problem by bringing all the pointers
together into one location: the index block.
Each file has its own index block, which is an array of disk-block addresses. The ith
entry in the index block points to the ith block of the file. The directory contains the address of the
index block (Figure 12.8).
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To find and read the ith block, we use the pointer in the ith index-block entry. This scheme is similar
to the paging scheme.
When the file is created, all pointers in the index block are set to null. When the ith
block is first written, a block is obtained from the free-space manager, and its address is put in the ith
index-block entry. Indexed allocation supports direct access, without suffering from external
fragmentation, because any free block on the disk can satisfy a request for more space. Indexed
allocation does suffer from wasted space, however. The pointer overhead of the index block is
generally greater than the pointer overhead of linked allocation. Consider a common case in which we
have a file of only one or two blocks. With linked allocation, we lose the space of only one pointer per
block. With indexed allocation, an entire index block must be allocated, even if only one or two
pointers will be non-null.
This point raises the question of how large the index block should be. Every file must
have an index block, so we want the index block to be as small as possible. If the index block is too
small, however, it will not be able to hold enough pointers for a large file, and a mechanism will have
to be available to deal with this issue. Mechanisms for this purpose include the following:
• Linked scheme. An index block is normally one disk block. Thus, it can be read and written directly
by itself. To allow for large files, we can link together several index blocks. For example, an index
block might contain a small header giving the name of the file and a set of the first 100 disk-block
addresses. The next address (the last word in the index block) is null (for a small file) or is a pointer to
another index block (for a large file).
• Multilevel index. A variant of linked representation uses a first-level index block to point to a set of
second-level index blocks, which in turn point to the file blocks. To access a block, the operating
system uses the first-level index to find a second-level index block and then uses that block to find the
desired data block. This approach could be continued to a third or fourth level, depending on the
desired maximum file size. With 4,096-byte blocks, we could store 1,024 four-byte pointers in an
index block. Two levels of indexes allow 1,048,576 data blocks and a file size of up to 4 GB.

• Combined scheme. Another alternative, used in UNIX-based file systems, is to keep the first, say,
15 pointers of the index block in the file’s inode. The first 12 of these pointers point to direct blocks;
that is, they contain addresses of blocks that contain data of the file. Thus, the data for small files (of
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no more than 12 blocks) do not need a separate index block.If the block size is 4 KB, then up to 48
KB of data can be accessed directly. The next three pointers point to indirect blocks. The first points
to a single indirect block, which is an index block containing not data but the addresses of blocks that
do contain data.The second points to a double indirect block, which contains the address of a block
that contains the addresses of blocks that contain pointers to the actual data blocks. The last pointer
contains the address of a triple indirect block. (A UNIX inode is shown in Figure 12.9.)
Under this method, the number of blocks that can be allocated to a file exceeds the
amount of space addressable by the 4-byte file pointers used by many operating systems. A 32-bit file
pointer reaches only 232 bytes, or 4 GB. Many UNIX and Linux implementations now support 64-bit
file pointers, which allows files and file systems to be several exbibytes in size.
The ZFS file system supports 128-bit file pointers. Indexed-allocation schemes suffer
from some of the same performance problems as does linked allocation. Specifically, the index blocks
can be cached in memory, but the data blocks may be spread all over a volume.

12.4.4 Performance
The allocation methods that we have discussed vary in their storage efficiency and
data-block access times. Both are important criteria in selecting the proper method or methods for an
operating system to implement. Before selecting an allocation method, we need to determine how the
systems will be used. A system with mostly sequential access should not use the same method as a
system with mostly random access.
For any type of access, contiguous allocation requires only one access to get a disk
block. Since we can easily keep the initial address of the file in memory, we can calculate
immediately the disk address of the ith block (or the next block) and read it directly.
For linked allocation, we can also keep the address of the next block in memory and
read it directly. This method is fine for sequential access; for direct access, however, an access to the
ith block might require i disk reads. This problem indicates why linked allocation should not be used
for an application requiring direct access. As a result, some systems support direct-access files by
using contiguous allocation and sequential-access files by using linked allocation. For these systems,
the type of access to be made must be declared when the file is created.
A file created for sequential access will be linked and cannot be used for direct
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access. A file created for direct access will be contiguous and can support both direct access and
sequential access, but its maximum length must be declared when it is created. In this case, the
operating system must have appropriate data structures and algorithms to support both allocation
methods. Files can be converted from one type to another by the creation of a new file of the desired
type, into which the contents of the old file are copied. The old file may then be deleted and the new
file renamed.
Indexed allocation is more complex. If the index block is already in memory, then the
access can be made directly. However, keeping the index block in memory requires considerable
space. If this memory space is not available, then we may have to read first the index block and then
the desired data block. For a two-level index, two index-block reads might be necessary. For an
extremely large file, accessing a block near the end of the file would require reading in all the index
blocks before the needed data block finally could be read. Thus, the performance of indexed
allocation depends on the index structure, on the size of the file, and on the position of the block
desired.
Some systems combine contiguous allocation with indexed allocation by using
contiguous allocation for small files (up to three or four blocks) and automatically switching to an
indexed allocation if the file grows large. Since most files are small, and contiguous allocation is
efficient for small files, average performance can be quite good.
Many other optimizations are in use. Given the disparity between CPU speed and
disk speed, it is not unreasonable to add thousands of extra instructions to the operating system to
save just a few disk-head movements. Furthermore, this disparity is increasing over time, to the point
where hundreds of thousands of instructions could reasonably be used to optimize head movements.

 Directory systems
The directory can be viewed as a symbol table that translates file names into their
directory entries. If we take such a view, we see that the directory itself can be organized in many
ways. The organization must allow us to insert entries, to delete entries, to search for a named entry,
and to list all the entries in the directory. In this section, we examine several schemes for defining the
logical structure of the directory system. When considering a particular directory structure, we need to
keep in mind the operations that are to be performed on a directory:
• Search for a file. We need to be able to search a directory structure to find the entry for a particular
file. Since files have symbolic names, and similar names may indicate a relationship among files, we
may want to be able to find all files whose names match a particular pattern.
• Create a file. New files need to be created and added to the directory.
• Delete a file. When a file is no longer needed, we want to be able to remove it from the directory.
• List a directory. We need to be able to list the files in a directory and the contents of the directory
entry for each file in the list.
• Rename a file. Because the name of a file represents its contents to its users, we must be able to
change the name when the contents or use of the file changes. Renaming a file may also allow its
position within the directory structure to be changed.
• Traverse the file system. We may wish to access every directory and every file within a directory
structure. For reliability, it is a good idea to save the contents and structure of the entire file system at
regular intervals. Often, we do this by copying all files to magnetic tape. This technique provides a
backup copy in case of system failure. In addition, if a file is no longer in use, the file can be copied to
tape and the disk space of that file released for reuse by another file.
In the following sections, we describe the most common schemes for defining the logical
structure of a directory.
11.3.3 Single-Level Directory
The simplest directory structure is the single-level directory. All files are contained in
the same directory, which is easy to support and understand (Figure 11.9).
A single-level directory has significant limitations, however, when the number of
files increases or when the system has more than one user. Since all files are in the same directory,
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they must have unique names. If two users call their data file test.txt, then the unique-name rule is
violated.

For example, in one programming class, 23 students called the program for their second assignment
prog2.c; another 11 called it assign2.c. Fortunately, most file systems support file names of up to 255
characters, so it is relatively easy to select unique file names.
Even a single user on a single-level directory may find it difficult to remember the
names of all the files as the number of files increases. It is not uncommon for a user to have hundreds
of files on one computer system and an equal number of additional files on another system. Keeping
track of so many files is a daunting task.
11.3.4 Two-Level Directory
As we have seen, a single-level directory often leads to confusion of file names
among different users. The standard solution is to create a separate directory for each user.
In the two-level directory structure, each user has his own user file directory (UFD).
The UFDs have similar structures, but each lists only the files of a single user. When a user job starts
or a user logs in, the system’s master file directory (MFD) is searched. The MFD is indexed by user
name or account number, and each entry points to the UFD for that user (Figure 11.10).
When a user refers to a particular file, only his own UFD is searched. Thus, different
users may have files with the same name, as long as all the file names within each UFD are unique.
To create a file for a user, the operating system searches only that user’s UFD to ascertain whether
another file of that name exists. To delete a file, the operating system confines its search to the local
UFD; thus, it cannot accidentally delete another user’s file that has the same name.

The user directories themselves must be created and deleted as necessary. A special system program
is run with the appropriate user name and account information. The program creates a new UFD and
adds an entry for it to the MFD. The execution of this program might be restricted to system
administrators. The allocation of disk space for user directories can be handled with the techniques.
Although the two-level directory structure solves the name-collision problem, it still
has disadvantages. This structure effectively isolates one user from another. Isolation is an advantage
when the users are completely independent but is a disadvantage when the users want to cooperate on
some task and to access one another’s files. Some systems simply do not allow local user files to be
accessed by other users.
If access is to be permitted, one user must have the ability to name a file in another
user’s directory. To name a particular file uniquely in a two-level directory, we must give both the
user name and the file name. A two-level directory can be thought of as a tree, or an inverted tree, of
height 2. The root of the tree is the MFD. Its direct descendants are the UFDs. The descendants of the
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UFDs are the files themselves. The files are the leaves of the tree. Specifying a user name and a file
name defines a path in the tree from the root (the MFD) to a leaf (the specified file). Thus, a user
name and a file name define a path name. Every file in the system has a path name. To name a file
uniquely, a user must know the path name of the file desired.
For example, if user A wishes to access her own test file named test.txt, she can
simply refer to test.txt. To access the file named test.txt of user B (with directory-entry name userb),
however, she might have to refer to /userb/test.txt. Every system has its own syntax for naming files
in directories other than the user’s own.
Additional syntax is needed to specify the volume of a file. For instance, in Windows
a volume is specified by a letter followed by a colon. Thus, a file specification might be C:\userb\test.
Some systems go even further and separate the volume, directory name, and file name parts of the
specification. In VMS, for instance, the file login.com might be specified as: u:[sst.jdeck]login.com;1,
where u is the name of the volume, sst is the name of the directory, jdeck is the name of the
subdirectory, and 1 is the version number. Other systems—such as UNIX and Linux—simply treat the
volume name as part of the directory name. The first name given is that of the volume, and the rest is
the directory and file. For instance, /u/pbg/test might specify volume u, directory pbg, and file test.
A special instance of this situation occurs with the system files. Programs provided as
part of the system—loaders, assemblers, compilers, utility routines, libraries, and so on—are generally
defined as files. When the appropriate commands are given to the operating system, these files are
read by the loader and executed. Many command interpreters simply treat such a command as the
name of a file to load and execute. In the directory system as we defined it above, this file name
would be searched for in the current UFD. One solution would be to copy the system files into each
UFD. However, copying all the system files would waste an enormous amount of space. (If the
system files require 5 MB, then supporting 12 users would require 5 × 12 = 60 MB just for copies of
the system files.)
The standard solution is to complicate the search procedure slightly. A special user
directory is defined to contain the system files (for example, user 0). Whenever a file name is given to
be loaded, the operating system first searches the local UFD. If the file is found, it is used. If it is not
found, the system automatically searches the special user directory that contains the system files. The
sequence of directories searched when a file is named is called the search path. The search path can
be extended to contain an unlimited list of directories to search when a command name is given. This
method is the one most used in UNIX and Windows. Systems can also be designed so that each user
has his own search path.
11.3.5 Tree-Structured Directories
Once we have seen how to view a two-level directory as a two-level tree, the natural
generalization is to extend the directory structure to a tree of arbitrary height (Figure 11.11). This
generalization allows users to create their own subdirectories and to organize their files accordingly.
A tree is the most common directory structure. The tree has a root directory, and every file in the
system has a unique path name.
A directory (or subdirectory) contains a set of files or subdirectories. A directory is
simply another file, but it is treated in a special way. All directories have the same internal format.
One bit in each directory entry defines the entry as a file (0) or as a subdirectory (1). Special system
calls are used to create and delete directories.
In normal use, each process has a current directory. The current directory should
contain most of the files that are of current interest to the process. When reference is made to a file,
the current directory is searched. If a file is needed that is not in the current directory, then the user
usually must either specify a path name or change the current directory to be the directory holding that
file.
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To change directories, a system call is provided that takes a directory name as a parameter and uses it
to redefine the current directory. Thus, the user can change her current directory whenever she wants.
From one change directory() system call to the next, all open() system calls search the current
directory for the specified file. Note that the search path may or may not contain a special entry that
stands for “the current directory.”
The initial current directory of a user’s login shell is designated when the user job
starts or the user logs in. The operating system searches the accounting file (or some other predefined
location) to find an entry for this user (for accounting purposes). In the accounting file is a pointer to
(or the name of) the user’s initial directory. This pointer is copied to a local variable for this user that
specifies the user’s initial current directory. From that shell, other processes can be spawned. The
current directory of any subprocesses is usually the current directory of the parent when it was
spawned.
Path names can be of two types: absolute and relative. An absolute path name
begins at the root and follows a path down to the specified file, giving the directory names on the
path. A relative path name defines a path from the current directory. For example, in the treestructured file system of Figure 11.11, if the current directory is root/spell/mail, then the relative path
name prt/first refers to the same file as does the absolute path name root/spell/mail/prt/first. Allowing
a user to define her own subdirectories permits her to impose a structure on her files. This structure
might result in separate directories for files associated with different topics (for example, a
subdirectory was created to hold the text of this book) or different forms of information (for example,
the directory programs may contain source programs; the directory bin may store all the binaries).
An interesting policy decision in a tree-structured directory concerns how to handle
the deletion of a directory. If a directory is empty, its entry in the directory that contains it can simply
be deleted. However, suppose the directory to be deleted is not empty but contains several files or
subdirectories. One of two approaches can be taken. Some systems will not delete a directory unless it
is empty. Thus, to delete a directory, the user must first delete all the files in that directory. If any
subdirectories exist, this procedure must be applied recursively to them, so that they can be deleted
also. This approach can result in a substantial amount of work. An alternative approach, such as that
taken by the UNIX rm command, is to provide an option: when a request is made to delete a directory,
all that directory’s files and subdirectories are also to be deleted. Either approach is fairly easy to
implement; the choice is one of policy.
The latter policy is more convenient, but it is also more dangerous, because an entire
directory structure can be removed with one command. If that command is issued in error, a large
number of files and directories will need to be restored (assuming a backup exists). With a treestructured directory system, users can be allowed to access, in addition to their files, the files of other
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users. For example, user B can access a file of user A by specifying its path names. User B can
specify either an absolute or a relative path name. Alternatively, user B can change her current
directory to be user A’s directory and access the file by its file names.
11.3.6 Acyclic-Graph Directories
Consider two programmers who are working on a joint project. The files associated
with that project can be stored in a subdirectory, separating them from other projects and files of the
two programmers. But since both programmers are equally responsible for the project, both want the
subdirectory to be in their own directories. In this situation, the common subdirectory should be
shared. A shared directory or file exists in the file system in two (or more) places at once.
A tree structure prohibits the sharing of files or directories. An acyclic graph —that
is, a graph with no cycles—allows directories to share subdirectories and files (Figure 11.12). The
same file or subdirectory may be in two different directories. The acyclic graph is a natural
generalization of the tree-structured directory scheme.
It is important to note that a shared file (or directory) is not the same as two copies of
the file. With two copies, each programmer can view the copy rather than the original, but if one
programmer changes the file, the changes will not appear in the other’s copy.With a shared file, only
one actual file exists, so any changes made by one person are immediately visible to the other.
Sharing is particularly important for subdirectories; a new file created by one person will
automatically appear in all the shared subdirectories.
When people are working as a team, all the files they want to share can be put into
one directory. The UFD of each team member will contain this directory of shared files as a
subdirectory. Even in the case of a single user, the user’s file organization may require that some file
be placed in different subdirectories. For example, a program written for a particular project should be
both in the directory of all programs and in the directory for that project. Shared files and
subdirectories can be implemented in several ways. A common way, exemplified by many of the
UNIX systems, is to create a new directory entry called a link. A link is effectively a pointer to
another file or subdirectory.

For example, a link may be implemented as an absolute or a relative path name. When a reference to
a file is made, we search the directory. If the directory entry is marked as a link, then the name of the
real file is included in the link information. We resolve the link by using that path name to locate the
real file. Links are easily identified by their format in the directory entry (or by having a special type
on systems that support types) and are effectively indirect pointers. The operating system ignores
these links when traversing directory trees to preserve the acyclic structure of the system. Another
common approach to implementing shared files is simply to duplicate all information about them in
both sharing directories. Thus, both entries are identical and equal. Consider the difference between
this approach and the creation of a link. The link is clearly different from the original directory entry;
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thus, the two are not equal. Duplicate directory entries, however, make the original and the copy
indistinguishable. A major problem with duplicate directory entries is maintaining consistency when a
file is modified.
An acyclic-graph directory structure is more flexible than a simple tree structure, but
it is also more complex. Several problems must be considered carefully. A file may now have
multiple absolute path names. Consequently, distinct file names may refer to the same file. This
situation is similar to the aliasing problem for programming languages. If we are trying to traverse the
entire file system—to find a file, to accumulate statistics on all files, or to copy all files to backup
storage—this problem becomes significant, since we do not want to traverse shared structures more
than once.
Another problem involves deletion. When can the space allocated to a shared file be
deallocated and reused? One possibility is to remove the file whenever anyone deletes it, but this
action may leave dangling pointers to the now-nonexistent file. Worse, if the remaining file pointers
contain actual disk addresses, and the space is subsequently reused for other files, these dangling
pointers may point into the middle of other files.
In a system where sharing is implemented by symbolic links, this situation is
somewhat easier to handle. The deletion of a link need not affect the original file; only the link is
removed. If the file entry itself is deleted, the space for the file is deallocated, leaving the links
dangling. We can search for these links and remove them as well, but unless a list of the associated
links is kept with each file, this search can be expensive. Alternatively, we can leave the links until an
attempt is made to use them. At that time, we can determine that the file of the name given by the link
does not exist and can fail to resolve the link name; the access is treated just as with any other illegal
file name. (In this case, the system designer should consider carefully what to do when a file is
deleted and another file of the same name is created, before a symbolic link to the original file is
used.) In the case of UNIX, symbolic links are left when a file is deleted, and it is up to the user to
realize that the original file is gone or has been replaced. Microsoft Windows uses the same approach.
Another approach to deletion is to preserve the file until all references to it are
deleted. To implement this approach, we must have some mechanism for determining that the last
reference to the file has been deleted. We could keep a list of all references to a file (directory entries
or symbolic links). When a link or a copy of the directory entry is established, a new entry is added to
the file-reference list. When a link or directory entry is deleted, we remove its entry on the list. The
file is deleted when its file-reference list is empty. The trouble with this approach is the variable and
potentially large size of the file-reference list. However, we really do not need to keep the entire list—
we need to keep only a count of the number of references. Adding a new link or directory entry
increments the reference count. Deleting a link or entry decrements the count. When the count is 0,
the file can be deleted; there are no remaining references to it. The UNIX operating system uses this
approach for no symbolic links (or hard links), keeping a reference count in the file information
block (or inode; see Section A.7.2). By effectively prohibiting multiple references to directories, we
maintain an acyclic-graph structure. To avoid problems such as the ones just discussed, some systems
simply do not allow shared directories or links.
11.3.7 General Graph Directory
A serious problem with using an acyclic-graph structure is ensuring that there are no
cycles. If we start with a two-level directory and allow users to create subdirectories, a tree-structured
directory results. It should be fairly easy to see that simply adding new files and subdirectories to an
existing tree-structured directory preserves the tree-structured nature. However, when we add links,
the tree structure is destroyed, resulting in a simple graph structure (Figure 11.13).
The primary advantage of an acyclic graph is the relative simplicity of the algorithms
to traverse the graph and to determine when there are no more references to a file. We want to avoid
traversing shared sections of an acyclic graph twice, mainly for performance reasons. If we have just
searched a major shared subdirectory for a particular file without finding it, we want to avoid
searching that subdirectory again; the second search would be a waste of time. If cycles are allowed to
exist in the directory, we likewise want to avoid searching any component twice, for reasons of
correctness as well as performance. A poorly designed algorithm might result in an infinite loop
continually searching through the cycle and never terminating. One solution is to limit arbitrarily
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the number of directories that will be accessed during a search. A similar problem exists when we are
trying to determine when a file can be deleted. With acyclic-graph directory structures, a value of 0 in
the reference count means that there are no more references to the file or directory, and the file can be
deleted. However, when cycles exist, the reference count may not be 0 even when it is no longer
possible to refer to a directory or file.
This anomaly results from the possibility of self-referencing (or a cycle) in the
directory structure. In this case, we generally need to use a garbage collection scheme to determine
when the last reference has been deleted and the disk space can be reallocated. Garbage collection
involves traversing the entire file system, marking everything that can be accessed. Then, a second
pass collects everything that is not marked onto a list of free space. (A similar marking procedure can
be used to ensure that a traversal or search will cover everything in the file system once and only
once.) Garbage collection for a disk-based file system, however, is extremely time consuming and is
thus seldom attempted.
Garbage collection is necessary only because of possible cycles in the graph. Thus, an
acyclic-graph structure is much easier to work with. The difficulty is to avoid cycles as new links are
added to the structure. How do we know when a new link will complete a cycle? There are algorithms
to detect cycles in graphs; however, they are computationally expensive, especially when the graph is
on disk storage. A simpler algorithm in the special case of directories and links is to bypass links
during directory traversal. Cycles are avoided, and no extra overhead is incurred.

 File protection
When information is stored in a computer system, we want to keep it safe from
physical damage (the issue of reliability) and improper access (the issue of protection). Reliability is
generally provided by duplicate copies of files. Many computers have systems programs that
automatically (or through computer-operator intervention) copy disk files to tape at regular intervals
(once per day or week or month) to maintain a copy should a file system be accidentally destroyed.
File systems can be damaged by hardware problems (such as errors in reading or writing), power
surges or failures, head crashes, dirt, temperature extremes, and vandalism. Files may be deleted
accidentally. Bugs in the file-system software can also cause file contents to be lost.
Protection can be provided in many ways. For a single-user laptop system, we might
provide protection by locking the computer in a desk drawer or file cabinet. In a larger multiuser
system, however, other mechanisms are needed.
11.6.1 Types of Access
The need to protect files is a direct result of the ability to access files. Systems that do
not permit access to the files of other users do not need protection. Thus, we could provide complete
protection by prohibiting access. Alternatively, we could provide free access with no protection. Both
approaches are too extreme for general use. What is needed is controlled access. Protection
mechanisms provide controlled access by limiting the types of file access that can be made. Access is
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permitted or denied depending on several factors, one of which is the type of access requested.
Several different types of operations may be controlled:
• Read. Read from the file.
• Write. Write or rewrite the file.
• Execute. Load the file into memory and execute it.
• Append. Write new information at the end of the file.
• Delete. Delete the file and free its space for possible reuse.
• List. List the name and attributes of the file.
Other operations, such as renaming, copying, and editing the file, may also be
controlled. For many systems, however, these higher-level functions may be implemented by a system
program that makes lower-level system calls. Protection is provided at only the lower level. For
instance, copying a file may be implemented simply by a sequence of read requests. In this case, a
user with read access can also cause the file to be copied, printed, and so on. Many protection
mechanisms have been proposed. Each has advantages and disadvantages and must be appropriate for
its intended application. A small computer system that is used by only a few members of a research
group, for example, may not need the same types of protection as a large corporate computer that is
used for research, finance, and personnel operations.
11.6.2 Access Control
The most common approach to the protection problem is to make access dependent
on the identity of the user. Different users may need different types of access to a file or directory.
The most general scheme to implement identity dependent access is to associate with each file and
directory an access-control list (ACL) specifying user names and the types of access allowed for
each user. When a user requests access to a particular file, the operating system checks the access list
associated with that file. If that user is listed for the requested access, the access is allowed.
Otherwise, a protection violation occurs, and the user job is denied access to the file.
This approach has the advantage of enabling complex access methodologies. The
main problem with access lists is their length. If we want to allow everyone to read a file, we must list
all users with read access. This technique has two undesirable consequences:
• Constructing such a list may be a tedious and unrewarding task, especially if we do not
know in advance the list of users in the system.
• The directory entry, previously of fixed size, now must be of variable size, resulting in more
complicated space management.
These problems can be resolved by use of a condensed version of the access list. To condense the
length of the access-control list, many systems recognize three classifications of users in connection
with each file:
• Owner. The user who created the file is the owner.
• Group. A set of users who are sharing the file and need similar access is a group, or work
group.
• Universe. All other users in the system constitute the universe.
The most common recent approach is to combine access-control lists with the more
general (and easier to implement) owner, group, and universe access control scheme just described.
For example, Solaris uses the three categories of access by default but allows access-control lists to be
added to specific files and directories when more fine-grained access control is desired.
To illustrate, consider a person, Sara, who is writing a new book. She has hired three
graduate students (Jim, Dawn, and Jill) to help with the project. The text of the book is kept in a file
named book.tex. The protection associated with this file is as follows:
• Sara should be able to invoke all operations on the file.
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• Jim, Dawn, and Jill should be able only to read and write the file; they should not be allowed
to delete the file.
• All other users should be able to read, but not write, the file. (Sara is interested in letting as
many people as possible read the text so that she can obtain feedback.)
To achieve such protection, we must create a new group—say, text— with members
Jim, Dawn, and Jill. The name of the group, text, must then be associated with the file book.tex, and
the access rights must be set in accordance with the policy we have outlined.
Now consider a visitor to whom Sara would like to grant temporary access to Chapter
1. The visitor cannot be added to the text group because that would give him access to all chapters.
Because a file can be in only one group, Sara cannot add another group to Chapter 1.With the addition
of access-control-list functionality, though, the visitor can be added to the access control list of
Chapter 1.
For this scheme to work properly, permissions and access lists must be controlled
tightly. This control can be accomplished in several ways. For example, in the UNIX system, groups
can be created and modified only by the manager of the facility (or by any super user). Thus, control
is achieved through human interaction. Access lists are discussed further in Section 14.5.2. With the
more limited protection classification, only three fields are needed to define protection. Often, each
field is a collection of bits, and each bit either allows or prevents the access associated with it. For
example, the UNIX system defines three fields of 3 bits each—rwx, where r controls read access, w
controls write access, and x controls execution. A separate field is kept for the file owner, for the file’s
group, and for all other users. In this scheme, 9 bits per file are needed to record protection
information. Thus, for our example, the protection fields for the file book.tex are as follows: for the
owner Sara, all bits are set; for the group text, the r and w bits are set; and for the universe, only the r
bit is set.
One difficulty in combining approaches comes in the user interface. Users must be
able to tell when the optional ACL permissions are set on a file. In the Solaris example, a “+” is
appended to the regular permissions, as in:
19 -rw-r--r--+ 1 jim staff 130 May 25 22:13 file1
A separate set of commands, setfacl and getfacl, is used to manage the ACLs.
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Windows users typically manage access-control lists via the GUI. Figure 11.16 shows
a file-permission window on Windows 7 NTFS file system. In this example, user “guest” is
specifically denied access to the file ListPanel.java. Another difficulty is assigning precedence when
permission and ACLs conflict. For example, if Joe is in a file’s group, which has read permission,
but the file has an ACL granting Joe read and write permission, should a write by Joe be granted or
denied? Solaris gives ACLs precedence (as they are more fine-grained and are not assigned by
default). This follows the general rule that specificity should have priority.
11.6.3 Other Protection Approaches
Another approach to the protection problem is to associate a password with each file.
Just as access to the computer system is often controlled by a password, access to each file can be
controlled in the same way. If the passwords are chosen randomly and changed often, this scheme
may be effective in limiting access to a file. The use of passwords has a few disadvantages, however.
First, the number of passwords that a user needs to remember may become large, making the scheme
impractical. Second, if only one password is used for all the files, then once it is discovered, all files
are accessible; protection is on an all-or-none basis. Some systems allow a user to associate a
password with a subdirectory, rather than with an individual file, to address this problem.
In a multilevel directory structure, we need to protect not only individual files but
also collections of files in subdirectories; that is, we need to provide a mechanism for directory
protection. The directory operations that must be protected are somewhat different from the file
operations. We want to control the creation and deletion of files in a directory. In addition, we
probably want to control whether a user can determine the existence of a file in a directory.
Sometimes, knowledge of the existence and name of a file is significant in itself.
Thus, listing the contents of a directory must be a protected operation. Similarly, if a path name refers
to a file in a directory, the user must be allowed access to both the directory and the file In systems
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where files may have numerous path names (such as acyclic and general graphs), a given user may
have different access rights to a particular file, depending on the path name used.

 Free space management
Since disk space is limited, we need to reuse the space from deleted files for new
files, if possible. (Write-once optical disks allow only one write to any given sector, and thus reuse is
not physically possible.) To keep track of free disk space, the system maintains a free-space list. The
free-space list records all free disk blocks—those not allocated to some file or directory. To create a
file, we search the free-space list for the required amount of space and allocate that space to the new
file. This space is then removed from the free-space list. When a file is deleted, its disk space is added
to the free-space list. The free-space list, despite its name, may not be implemented as a list, as we
discuss next.
12.5.1 Bit Vector
Frequently, the free-space list is implemented as a bit map or bit vector. Each block
is represented by 1 bit. If the block is free, the bit is 1; if the block is allocated, the bit is 0. For
example, consider a disk where blocks 2, 3, 4, 5, 8, 9, 10, 11, 12, 13, 17, 18, 25, 26, and 27 are free
and the rest of the blocks are allocated. The free-space bit map would be
001111001111110001100000011100000 ...
The main advantage of this approach is its relative simplicity and its efficiency in
finding the first free block or n consecutive free blocks on the disk. Indeed, many computers supply
bit-manipulation instructions that can be used effectively for that purpose. One technique for finding
the first free block on a system that uses a bit-vector to allocate disk space is to sequentially check
each word in the bit map to see whether that value is not 0, since a 0-valued word contains only 0 bits
and represents a set of allocated blocks. The first non-0 word is scanned for the first 1 bit, which is the
location of the first free block. The calculation of the block number is (number of bits per word) ×
(number of 0-value words) + offset of first 1 bit. Again, we see hardware features driving software
functionality.
Unfortunately, bit vectors are inefficient unless the entire vector is kept in main
memory (and is written to disk occasionally for recovery needs). Keeping it in main memory is
possible for smaller disks but not necessarily for larger ones. A 1.3-GB disk with 512-byte blocks
would need a bit map of over 332 KB to track its free blocks, although clustering the blocks in groups
of four reduces this number to around 83 KB per disk.A1-TB disk with 4-KB blocks requires 256 MB
to store its bit map. Given that disk size constantly increases, the problem with bit vectors will
continue to escalate as well.
12.5.2 Linked List
Another approach to free-space management is to link together all the free disk
blocks, keeping a pointer to the first free block in a special location on the disk and caching it in
memory. This first block contains a pointer to the next free disk block, and so on. Recall our earlier
example (Section 12.5.1), in which blocks 2, 3, 4, 5, 8, 9, 10, 11, 12, 13, 17, 18, 25, 26, and 27 were
free and the rest of the blocks were allocated. In this situation, we would keep a pointer to block 2 as
the first free block. Block 2 would contain a pointer to block 3, which would point to block 4, which
would point to block 5, which would point to block 8, and so on (Figure 12.10). This scheme is not
efficient; to traverse the list, we must read each block, which requires substantial I/O time.
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Fortunately, however, traversing the free list is not a frequent action. Usually, the operating system
simply needs a free block so that it can allocate that block to a file, so the first block in the free list is
used. The FAT method incorporates free-block accounting into the allocation data structure. No
separate method is needed.
12.5.3 Grouping
A modification of the free-list approach stores the addresses of n free blocks in the
first free block. The first n−1 of these blocks are actually free. The last block contains the addresses of
another n free blocks, and so on. The addresses of a large number of free blocks can now be found
quickly, unlike the situation when the standard linked-list approach is used.
12.5.4 Counting
Another approach takes advantage of the fact that, generally, several contiguous
blocks may be allocated or freed simultaneously, particularly when space is allocated with the
contiguous-allocation algorithm or through clustering. Thus, rather than keeping a list of n free disk
addresses, we can keep the address of the first free block and the number (n) of free contiguous blocks
that follow the first block. Each entry in the free-space list then consists of a disk address and a count.
Although each entry requires more space than would a simple disk address, the overall list is shorter,
as long as the count is generally greater than 1. Note that this method of tracking free space is similar
to the extent method of allocating blocks. These entries can be stored in a balanced tree, rather than a
linked list, for efficient lookup, insertion, and deletion.
12.5.5 Space Maps
Oracle’s ZFS file system (found in Solaris and other operating systems) was designed
to encompass huge numbers of files, directories, and even file systems (in ZFS,we can create filesystem hierarchies).On these scales, metadata I/O can have a large performance impact. Consider, for
example, that if the free-space list is implemented as a bit map, bit maps must be modified both when
blocks are allocated and when they are freed. Freeing 1 GB of data on a 1-TB disk could cause
thousands of blocks of bit maps to be updated, because those data blocks could be scattered over the
entire disk. Clearly, the data structures for such a system could be large and inefficient. In its
management of free space, ZFS uses a combination of techniques to control the size of data structures
and minimize the I/O needed to manage those structures. First, ZFS creates metaslabs to divide the
space on the device into chunks of manageable size. A given volume may contain hundreds of
metaslabs. Each metaslab has an associated space map. ZFS uses the counting algorithm to store
information about free blocks. Rather than write counting structures to disk, it uses log-structured filesystem techniques to record them.
The space map is a log of all block activity (allocating and freeing), in time order, in
counting format. When ZFS decides to allocate or free space from a metaslab, it loads the associated
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space map into memory in a balanced-tree structure (for very efficient operation), indexed by offset,
and replays the log into that structure. The in-memory space map is then an accurate representation of
the allocated and free space in the metaslab. ZFS also condenses the map as much as possible by
combining contiguous free blocks into a single entry.
Finally, the free-space list is updated on disk as part of the transaction-oriented
operations of ZFS. During the collection and sorting phase, block requests can still occur, and ZFS
satisfies these requests from the log. In essence, the log plus the balanced tree is the free list.

7. Protection & Security

 Protection- Goals of protection

The processes in an operating system must be protected from one another’s activities.
To provide such protection, we can use various mechanisms to ensure that only processes that have
gained proper authorization from the operating system can operate on the files, memory segments,
CPU, and other resources of a system.
Protection refers to a mechanism for controlling the access of programs, processes, or
users to the resources defined by a computer system. This mechanism must provide a means for
specifying the controls to be imposed, together with a means of enforcement. We distinguish between
protection and security, which is a measure of confidence that the integrity of a system and its data
will be preserved. In this chapter, we focus on protection.
As computer systems have become more sophisticated and pervasive in their
applications, the need to protect their integrity has also grown. Protection was originally conceived as
an adjunct to multiprogramming operating systems, so that untrustworthy users might safely share a
common logical name space, such as a directory of files, or share a common physical name space,
such as memory. Modern protection concepts have evolved to increase the reliability of any complex
system that makes use of shared resources.
We need to provide protection for several reasons. The most obvious is the need to
prevent the mischievous, intentional violation of an access restriction by a user. Of more general
importance, however, is the need to ensure that each program component active in a system uses
system resources only in ways consistent with stated policies. This requirement is an absolute one for
a reliable system.
Protection can improve reliability by detecting latent errors at the interfaces between
component subsystems. Early detection of interface errors can often prevent contamination of a
healthy subsystem by a malfunctioning subsystem. Also, an unprotected resource cannot defend
against use (or misuse) by an unauthorized or incompetent user. A protection-oriented system
provides means to distinguish between authorized and unauthorized usage.
The role of protection in a computer system is to provide a mechanism for the
enforcement of the policies governing resource use. These policies can be established in a variety of
ways. Some are fixed in the design of the system, while others are formulated by the management of a
system. Still others are defined by the individual users to protect their own files and programs. A
protection system must have the flexibility to enforce a variety of policies. Policies for resource use
may vary by application, and they may change over time. For these reasons, protection is no longer
the concern solely of the designer of an operating system.
The application programmer needs to use protection mechanisms as well, to guard
resources created and supported by an application subsystem against misuse. In this chapter, we
describe the protection mechanisms the operating system should provide, but application designers
can use them as well in designing their own protection software. Note that mechanisms are distinct
from policies. Mechanisms determine how something will be done; policies decide what will be done.
The separation of policy and mechanism is important for flexibility. Policies are likely to change from
place to place or time to time. In the worst case, every change in policy would require a change in the
underlying mechanism. Using general mechanisms enables us to avoid such a situation.

 Domain of protection
A computer system is a collection of processes and objects. By objects, we mean both
hardware objects (such as the CPU, memory segments, printers, disks, and tape drives) and software
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objects (such as files, programs, and semaphores). Each object has a unique name that differentiates it
from all other objects in the system, and each can be accessed only through well-defined and
meaningful operations. Objects are essentially abstract data types. The operations that are possible
may depend on the object. For example, on a CPU, we can only execute. Memory segments can be
read and written, whereas a CD-ROM or DVD-ROM can only be read. Tape drives can be read,
written, and rewound. Data files can be created, opened, read, written, closed, and deleted; program
files can be read, written, executed, and deleted.
A process should be allowed to access only those resources for which it has
authorization. Furthermore, at any time, a process should be able to access only those resources that it
currently requires to complete its task. This second requirement, commonly referred to as the need-toknow principle, is useful in limiting the amount of damage a faulty process can cause in the system.
For example, when process p invokes procedure A(), the procedure should be allowed to access only
its own variables and the formal parameters passed to it; it should not be able to access all the
variables of process p. Similarly, consider the case in which process p invokes a compiler to compile a
particular file. The compiler should not be able to access files arbitrarily but should have access only
to a well-defined subset of files (such as the source file, listing file, and so on) related to the file to be
compiled. Conversely, the compiler may have private files used for accounting or optimization
purposes that process p should not be able to access. The need-to-know principle is similar to the
principle of least privilege discussed in Section 14.2 in that the goals of protection are to minimize the
risks of possible security violations.
14.3.1 Domain Structure
To facilitate the scheme just described, a process operates within a protection
domain, which specifies the resources that the process may access. Each domain defines a set of
objects and the types of operations that may be invoked on each object. The ability to execute an
operation on an object is an access right. A domain is a collection of access rights, each of which is
an ordered pair <object-name, rights-set>. For example, if domain D has the access right <file F,
{read,write}>, then a process executing in domain D can both read and write file F. It cannot,
however, perform any other operation on that object.
Domains may share access rights. For example, in Figure 14.1, we have three
domains: D1, D2, and D3. The access right <O4, {print}> is shared by D2 and D3, implying that a
process executing in either of these two domains can print object O4. Note that a process must be
executing in domain D1 to read and write object O1, while only processes in domain D3 may execute
object O1. The association between a process and a domain may be either static, if the set of
resources available to the process is fixed throughout the process’s lifetime, or dynamic. As might be
expected, establishing dynamic protection domains is more complicated than establishing static
protection domains.
If the association between processes and domains is fixed, and we want to adhere to
the need-to-know principle, then a mechanism must be available to change the content of a domain.
The reason stems from the fact that a process may execute in two different phases and May, for
example, need read access in one phase and write access in another. If a domain is static, we must
define the domain to include both read and write access. However, this arrangement provides more
rights than are needed in each of the two phases, since we have read access in the phase where we
need only write access, and vice versa.
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Thus, the need-to-know principle is violated. We must allow the contents of a domain to be modified
so that the domain always reflects the minimum necessary access rights.
If the association is dynamic, a mechanism is available to allow domain switching,
enabling the process to switch from one domain to another.We may also want to allow the content of
a domain to be changed. If we cannot change the content of a domain, we can provide the same effect
by creating a new domain with the changed content and switching to that new domain when we want
to change the domain content.
A domain can be realized in a variety of ways:
• Each user may be a domain. In this case, the set of objects that can be accessed
depends on the identity of the user. Domain switching occurs when the user is changed—generally
when one user logs out and another user logs in.
• Each process may be a domain. In this case, the set of objects that can be accessed
depends on the identity of the process. Domain switching occurs when one process sends a message to
another process and then waits for a response.
• Each procedure may be a domain. In this case, the set of objects that can be
accessed corresponds to the local variables defined within the procedure. Domain switching occurs
when a procedure call is made.
We discuss domain switching in greater detail in Section 14.4.
Consider the standard dual-mode (monitor–user mode) model of operating-system execution. When a
process executes in monitor mode, it can execute privileged instructions and thus gain complete
control of the computer system. In contrast, when a process executes in user mode, it can invoke only
nonprivileged instructions. Consequently, it can execute only within its predefined memory space.
These two modes protect the operating system (executing in monitor domain) from the user processes
(executing in user domain). In a Multiprogrammed operating system, two protection domains are
insufficient, since users also want to be protected from one another. Therefore, a more elaborate
scheme is needed. We illustrate such a scheme by examining two influential operating systems UNIX
and MULTICS to see how they implement these concepts.
14.3.2 An Example: UNIX
In the UNIX operating system, a domain is associated with the user. Switching the
domain corresponds to changing the user identification temporarily. This change is accomplished
through the file system as follows. Owner identification and a domain bit (known as the setuid bit)
are associated with each file. When the setuid bit is on, and a user executes that file, the userID is set
to that of the owner of the file. When the bit is off, however, the userID does not change. For
example, when a user A (that is, a user with userID = A) starts executing a file owned by B, whose
associated domain bit is off, the userID of the process is set to A. When the setuid bit is on, the userID
is set to that of the owner of the file: B. When the process exits, this temporary userID change ends.
Other methods are used to change domains in operating systems in which userIDs are
used for domain definition, because almost all systems need to provide such a mechanism. This
mechanism is used when an otherwise privileged facility needs to be made available to the general
user population. For instance, it might be desirable to allow users to access a network without letting
them write their own networking programs. In such a case, on a UNIX system, the setuid bit on a
networking program would be set, causing the userID to change when the program was run. The
userID would change to
that of a user with network access privilege (such as root, the most powerful userID). One problem
with this method is that if a user manages to create a file with userID root and with its setuid bit on,
that user can become root and do anything and everything on the system. The setuid mechanism is
discussed
further in Appendix A.
An alternative to this method used in some other operating systems is to place
privileged programs in a special directory. The operating system is designed to change the userID of
any program run from this directory, either to the equivalent of root or to the userID of the owner of
the directory. This eliminates one security problem, which occurs when intruders create programs to
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manipulate the setuid feature and hide the programs in the system for later use (using obscure file or
directory names). This method is less flexible than that used in UNIX, however.
Even more restrictive, and thus more protective, are systems that simply do not allow
a change of userID. In these instances, special techniques must be used to allow users access to
privileged facilities. For instance, a daemon process may be started at boot time and run as a special
userID. Users then run a separate program, which sends requests to this process whenever they need
to use the facility. This method is used by the TOPS-20 operating system. In any of these systems,
great care must be taken in writing privileged programs. Any oversight can result in a total lack of
protection on the system. Generally, these programs are the first to be attacked by people trying to
break into a system. Unfortunately, the attackers are frequently successful.
For example, security has been breached on many UNIX systems because of the
setuid feature.
14.3.3 An Example: MULTICS
In the MULTICS system, the protection domains are organized hierarchically into a
ring structure. Each ring corresponds to a single domain (Figure 14.2). The rings are numbered from 0
to 7. Let Di and Dj be any two domain rings. If j < i, then Di is a subset of Dj . That is, a process
executing in domain Dj has more privileges than does a process executing in domain Di. A process
executing in domain D0 has the most privileges. If only two rings exist, this scheme is equivalent to
the monitor–user mode of execution, where monitor mode corresponds to D0 and user mode
corresponds to D1. MULTICS has a segmented address space; each segment is a file, and each
segment is associated with one of the rings. A segment description includes an entry that identifies the
ring number. In addition, it includes three access bits

to control reading, writing, and execution. The association between segments and rings is a policy
decision with which we are not concerned here. A current-ring-number counter is associated with
each process, identifying the ring in which the process is executing currently. When a process is
executing in ring i, it cannot access a segment associated with ring j (j < i). It can access a segment
associated with ring k (k ≥ i). The type of access, however, is restricted according to the access bits
associated with that segment. Domain switching in MULTICS occurs when a process crosses from
one ring to another by calling a procedure in a different ring. Obviously, this switch must be done in a
controlled manner; otherwise, a process could start executing in ring 0, and no protection would be
provided. To allow controlled domain switching, we modify the ring field of the segment descriptor to
include the following:
• Access bracket. A pair of integers, b1 and b2, such that b1 ≤ b2.
• Limit. An integer b3 such that b3 > b2.
• List of gates. Identifies the entry points (or gates) at which the segments may be called.
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If a process executing in ring i calls a procedure (or segment) with access bracket (b1,b2), then the
call is allowed if b1 ≤ i ≤ b2, and the current ring number of the process remains i. Otherwise, a trap
to the operating system occurs, and the situation is handled as follows:
• If i < b1, then the call is allowed to occur, because we have a transfer to a ring (or
domain)with fewer privileges. However, if parameters are passed that refer to segments in a lower
ring (that is, segments not accessible to the called procedure), then these segments must be copied into
an area that can be accessed by the called procedure.
• If i > b2, then the call is allowed to occur only if b3 is greater than or equal to i and the call
has been directed to one of the designated entry points in the list of gates. This scheme allows
processes with limited access rights to call procedures in lower rings that have more access rights, but
only in a carefully controlled manner.
The main disadvantage of the ring (or hierarchical) structure is that it does not allow
us to enforce the need-to-know principle. In particular, if an object must be accessible in domain Dj
but not accessible in domain Di , then we must have j < i. But this requirement means that every
segment accessible in Di is also accessible in Dj .
The MULTICS protection system is generally more complex and less efficient than
are those used in current operating systems. If protection interferes with the ease of use of the system
or significantly decreases system performance, then its use must be weighed carefully against the
purpose of the system. For instance, we would want to have a complex protection system on a
computer used by a university to process students’ grades and also used by students for classwork. A
similar protection system would not be suited to a computer being used for number crunching, in
which performance is of utmost importance.We would prefer to separate the mechanism from the
protection policy, allowing the same system to have complex or simple protection depending on the
needs of its users. To separate mechanism from policy, we require a more general model of
protection.

 Access matrix
Our general model of protection can be viewed abstractly as a matrix, called an
access matrix. The rows of the access matrix represent domains, and the columns represent objects.
Each entry in the matrix consists of a set of access rights. Because the column defines objects
explicitly, we can omit the object name from the access right. The entry access(i,j) defines the set of
operations that a process executing in domain Di can invoke on object Oj .
To illustrate these concepts, we consider the access matrix shown in Figure 14.3.
There are four domains and four objects—three files (F1, F2, F3) and one laser printer. A process
executing in domain D1 can read files F1 and F3. A process executing in domain D4 has the same
privileges as one executing in

domain D1; but in addition, it can also write onto files F1 and F3. The laser printer can be accessed
only by a process executing in domain D2. The access-matrix scheme provides us with the
mechanism for specifying a variety of policies. The mechanism consists of implementing the access
matrix and ensuring that the semantic properties we have outlined hold. More specifically, we must
ensure that a process executing in domain Di can access only those objects specified in row i, and then
only as allowed by the
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access-matrix entries.
The access matrix can implement policy decisions concerning protection. The policy
decisions involve which rights should be included in the (i, j)th entry. We must also decide the
domain in which each process executes. This last policy is usually decided by the operating system.
The users normally decide the contents of the access-matrix entries. When a user creates a new object
Oj , the column Oj is added to the access matrix with the appropriate initialization entries, as dictated
by the creator. The user may decide to enter some rights in some entries in column j and other rights
in other entries, as needed.
The access matrix provides an appropriate mechanism for defining and implementing
strict control for both static and dynamic association between processes and domains. When we
switch a process from one domain to another, we are executing an operation (switch) on an object (the
domain). We can control domain switching by including domains among the objects of the access
matrix. Similarly, when we change the content of the access matrix, we are performing an operation
on an object: the access matrix. Again, we can control these changes by including the access matrix
itself as an object.
Actually, since each entry in the access matrix can be modified individually, we must
consider each entry in the access matrix as an object to be protected. Now, we need to consider only
the operations possible on these new objects (domains and the access matrix) and decide how we want
processes to be able to execute these operations. Processes should be able to switch from one domain
to another. Switching from domain Di to domain Dj is allowed if and only if the access right switch ∈
access(i, j). Thus, in Figure 14.4, a process executing in domain D2 can switch

to domain D3 or to domain D4. A process in domain D4 can switch to D1, and one in domain D1 can
switch to D2. Allowing controlled change in the contents of the access-matrix entries requires three
additional operations: copy, owner, and control. We examine these operations next.
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The ability to copy an access right from one domain (or row) of the access matrix to
another is denoted by an asterisk (*) appended to the access right. The copy right allows the access
right to be copied only within the column (that is, for the object) for which the right is defined. For
example, in Figure 14.5(a), a process executing in domain D2 can copy the read operation into any
entry associated with file F2. Hence, the access matrix of Figure 14.5(a) can be modified to the access
matrix shown in Figure 14.5(b).This scheme has two additional variants:
1. A right is copied from access(i, j) to access(k, j); it is then removed from access(i, j). This
action is a of a right, rather than a copy.
2. Propagation of the copy right may be limited. That is, when the right R∗ is copied from
access(i, j) to access(k, j), only the right R (not R∗ ) is created. A process executing in domain Dk
cannot further copy the right R.
A system may select only one of these three copy rights, or it may provide all three
by identifying them as separate rights: copy, transfer, and limited copy. We also need a mechanism to
allow addition of new rights and removal of some rights. The owner right controls these operations. If
access(i, j) includes the owner right, then a process executing in domain Di can add and remove

any right in any entry in column j. For example, in Figure 14.6(a), domain D1 is the owner of F1 and
thus can add and delete any valid right in column F1. Similarly, domain D2 is the owner of F2 and F3
and thus can add and remove any valid right within these two columns. Thus, the access matrix of
Figure 14.6(a) can be modified to the access matrix shown in Figure 14.6(b).
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The copy and owner rights allow a process to change the entries in a column. A mechanism is also
needed to change the entries in a row. The control right is applicable only to domain objects. If
access(i, j) includes the control right, then a process executing in domain Di can remove any access
right from row j. For example, suppose that, in Figure 14.4, we include the control right in access (D2,
D4). Then, a process executing in domain D2 could modify domain D4, as shown in Figure 14.7.
The copy and owner rights provide us with a mechanism to limit the propagation of
access rights. However, they do not give us the appropriate tools for preventing the propagation (or
disclosure) of information. The problem of guaranteeing that no information initially held in an object
can migrate outside of its execution environment is called the confinement problem. This problem is
in general unsolvable. These operations on the domains and the access matrix are not in themselves
important, but they illustrate the ability of the access-matrix model to allow us to implement and
control dynamic protection requirements. New objects and new domains can be created dynamically
and included in the access-matrix model. However, we have shown only that the basic mechanism
exists. System designers and users must make the policy decisions concerning which domains are to
have access to which objects in which ways.

 Implementation of access matrix
How can the access matrix be implemented effectively? In general, the matrix will be
sparse; that is, most of the entries will be empty. Although data structure techniques are available for
representing sparse matrices, they are the protection facility is used. Here, we first describe several
methods of implementing the access matrix and then compare the methods.
14.5.1 Global Table
The simplest implementation of the access matrix is a global table consisting of a set
of ordered triples <domain, object, rights-set>. Whenever an operation M is executed on an object Oj
within domain Di , the global table is searched for a triple <Di , Oj , Rk>, with M ∈ Rk . If this triple
is found, the operation is allowed to continue; otherwise, an exception (or error) condition is raised.
This implementation suffers from several drawbacks. The table is usually large and thus cannot be
kept in main memory, so additional I/O is needed. Virtual memory techniques are often used for
managing this table. In addition, it is difficult to take advantage of special groupings of objects or
domains. For example, if everyone can read a particular object, this object must have a separate entry
in every domain.
14.5.2 Access Lists for Objects
Each column in the access matrix can be implemented as an access list for one object,
as described in Section 11.6.2. Obviously, the empty entries can be discarded. The resulting list for
each object consists of ordered pairs <domain, rights-set>, which define all domains with a nonempty
set of access rights for that object. This approach can be extended easily to define a list plus a default
set of access rights. When an operation M on an object Oj is attempted in domain M ∈ Rk . If the
entry is found, we allow the operation; if it is not, we check the default set. If M is in the default set,
we allow the access. Otherwise, access is denied, and an exception condition occurs. For efficiency,
we may check the default set first and then search the access list.
14.5.3 Capability Lists for Domains
Rather than associating the columns of the access matrix with the objects as access
lists, we can associate each row with its domain. A capability list for a domain is a list of objects
together with the operations allowed on those objects. An object is often represented by its physical
name or address, called a capability. To execute operation M on object Oj , the process executes the
operation M, specifying the capability (or pointer) for object Oj as a parameter.
Simple possession of the capability means that access is allowed. The capability list
is associated with a domain, but it is never directly accessible to a process executing in that domain.
Rather, the capability list is itself a protected object, maintained by the operating system and accessed
by the user only indirectly. Capability-based protection relies on the fact that the capabilities are never
allowed to migrate into any address space directly accessible by a user process (where they could be
modified). If all capabilities are secure, the object they protect is also secure against unauthorized
access.

176

Preeti Patel
Capabilities were originally proposed as a kind of secure pointer, to meet the need for
resource protection that was foreseen as multiprogrammed computer systems came of age. The idea of
an inherently protected pointer provides a foundation for protection that can be extended up to the
application level. To provide inherent protection, we must distinguish capabilities from other kinds of
objects, and they must be interpreted by an abstract machine on which higher-level programs run.
Capabilities are usually distinguished from other data in one of two ways:
• Each object has a tag to denote whether it is a capability or accessible data. The tags
themselves must not be directly accessible by an application program. Hardware or firmware support
may be used to enforce this restriction. Although only one bit is necessary to distinguish between
capabilities and other objects, more bits are often used. This extension allows all objects to be tagged
with their types by the hardware. Thus, the hardware can distinguish integers, floating-point numbers,
pointers, Booleans, characters, instructions, capabilities, and uninitialized values by their tags.
• Alternatively, the address space associated with a program can be split into two parts. One
part is accessible to the program and contains the program’s normal data and instructions. The other
part, containing the capability list, is accessible only by the operating system. A segmented memory
space (Section 8.4) is useful to support this approach.
14.5.4 A Lock–Key Mechanism
The lock–key scheme is a compromise between access lists and capability lists. Each
object has a list of unique bit patterns, called locks. Similarly, each domain has a list of unique bit
patterns, called keys. A process executing in a domain can access an object only if that domain has a
key that matches one of the locks of the object. As with capability lists, the list of keys for a domain
must be managed by the operating system on behalf of the domain. Users are not allowed to examine
or modify the list of keys (or locks) directly.
14.5.5 Comparison
As you might expect, choosing a technique for implementing an access matrix
involves various trade-offs. Using a global table is simple; however, the table can be quite large and
often cannot take advantage of special groupings of objects or domains. Access lists correspond
directly to the needs of users. When a user creates an object, he can specify which domains can access
the object, as well as what operations are allowed. However, because access-right information for a
particular domain is not localized, determining the set of access rights for each domain is difficult. In
addition, every access to the object must be checked, requiring a search of the access list. In a large
system with long access lists, this search can be time consuming.
Capability lists do not correspond directly to the needs of users, but they are useful
for localizing information for a given process. The process attempting access must present a capability
for that access. Then, the protection system needs only to verify that the capability is valid.
Revocation of capabilities, however, may be inefficient The lock–key mechanism, as mentioned, is a
compromise between access lists and capability lists. The mechanism can be both effective and
flexible, depending on the length of the keys. The keys can be passed freely from domain to domain.
In addition, access privileges can be effectively revoked by the simple technique of changing some of
the locks associated with the object.
Most systems use a combination of access lists and capabilities. When a process first
tries to access an object, the access list is searched. If access is denied, an exception condition occurs.
Otherwise, a capability is created and attached to the process. Additional references use the capability
to demonstrate swiftly that access is allowed. After the last access, the capability is destroyed. This
strategy is used in the MULTICS system and in the CAL system. As an example of how such a
strategy works, consider a file system in which each file has an associated access list. When a process
opens a file, the directory structure is searched to find the file, access permission is checked, and
buffers are allocated. All this information is recorded in a new entry in a file table associated with the
process. The operation returns an index into this table for the newly opened file. All operations on the
file are made by specification of the index into the file table. The entry in the file table then points to
the file and its buffers. When the file is closed, the file-table entry is deleted. Since the file table is
maintained by the operating system, the user cannot accidentally corrupt it. Thus, the user can access
only those files that have been opened. Since access is checked when the file is opened, protection is
ensured. This strategy is used in the UNIX system.
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The right to access must still be checked on each access, and the file-table entry has a
capability only for the allowed operations. If a file is opened for reading, then a capability for read
access is placed in the file-table entry. If an attempt is made to write onto the file, the system
identifies this protection violation by comparing the requested operation with the capability in the filetable entry.

 Revocation of access rights
In a dynamic protection system, we may sometimes need to revoke access rights to
objects shared by different users. Various questions about revocation may arise:
• Immediate versus delayed. Does revocation occur immediately, or is it delayed? If
revocation is delayed, can we find out when it will take place?
• Selective versus general. When an access right to an object is revoked, does it affect all the
users who have an access right to that object, or can we specify a select group of users whose access
rights should be revoked?
• Partial versus total. Can a subset of the rights associated with an object be revoked, or
must we revoke all access rights for this object?
• Temporary versus permanent. Can access be revoked permanently (that is, the revoked
access right will never again be available), or can access be revoked and later be obtained again?
With an access-list scheme, revocation is easy. The access list is searched for any
access rights to be revoked, and they are deleted from the list. Revocation is immediate and can be
general or selective, total or partial, and permanent or temporary.
Capabilities, however, present a much more difficult revocation problem, as
mentioned earlier. Since the capabilities are distributed throughout the system, we must find them
before we can revoke them. Schemes that implement revocation for capabilities include the following:
• Reacquisition. Periodically, capabilities are deleted from each domain. If a process wants to
use a capability, it may find that that capability has been deleted. The process may then try to
reacquire the capability. If access has been revoked, the process will not be able to reacquire the
capability.
• Back-pointers. A list of pointers is maintained with each object, pointing to all capabilities
associated with that object. When revocation is required, we can follow these pointers, changing the
capabilities as necessary. This scheme was adopted in the MULTICS system. It is quite general, but
its implementation is costly.
• Indirection. The capabilities point indirectly, not directly, to the objects. Each capability
points to a unique entry in a global table, which in turn points to the object. We implement revocation
by searching the global table for the desired entry and deleting it. Then, when an access is attempted,
the capability is found to point to an illegal table entry. Table entries can be reused for other
capabilities without difficulty, since both the capability and the table entry contain the unique name of
the object. The object for a capability and its table entry must match. This scheme was adopted in the
CAL system. It does not allow selective revocation.
• Keys. A key is a unique bit pattern that can be associated with a capability. This key is
defined when the capability is created, and it can be neither modified nor inspected by the process that
owns the capability. A master key is associated with each object; it can be defined or replaced with
the set-key operation. When a capability is created, the current value of the master key is associated
with the capability. When the capability is exercised, its key is compared with the master key. If the
keys match, the operation is allowed to continue; otherwise, an exception condition is raised.
Revocation replaces the master key with a new value via the set-key operation, invalidating all
previous capabilities for this object.
This scheme does not allow selective revocation, since only one master key is
associated with each object. If we associate a list of keys with each object, then selective revocation
can be implemented. Finally, we can group all keys into one global table of keys. A capability is valid
only if its Key matches some key in the global table. We implement revocation by removing the
matching key from the table. With this scheme, a key can be associated with several objects, and
several keys can be associated with each object, providing maximum flexibility.

178

Preeti Patel
In key-based schemes, the operations of defining keys, inserting them into lists, and
deleting them from lists should not be available to all users. In particular, it would be reasonable to
allow only the owner of an object to set the keys for that object. This choice, however, is a policy
decision that the protection system can implement but should not define.

 Security-The security problem
In many applications, ensuring the security of the computer system is worth
considerable effort. Large commercial systems containing payroll or other financial data are inviting
targets to thieves. Systems that contain data pertaining to corporate operations may be of interest to
unscrupulous competitors. Furthermore, loss of such data, whether by accident or fraud, can seriously
impair the ability of the corporation to function.
We discussed mechanisms that the operating system can provide (with appropriate
aid from the hardware) that allow users to protect their resources, including programs and data. These
mechanisms work well only as long as the users conform to the intended use of and access to these
resources. We say that a system is secure if its resources are used and accessed as intended under all
circumstances. Unfortunately, total security cannot be achieved. Nonetheless, we must have
mechanisms to make security breaches a rare occurrence, rather than the norm.
Security violations (or misuse) of the system can be categorized as intentional
(malicious) or accidental. It is easier to protect against accidental misuse than against malicious
misuse. For the most part, protection mechanisms are the core of protection from accidents. The
following list includes several forms of accidental and malicious security violations. We should note
that in our discussion of security, we use the terms intruder and cracker for those attempting to
breach security. In addition, a threat is the potential for a security violation, such as the discovery of a
vulnerability, whereas an attack is the attempt to break security.
• Breach of confidentiality. This type of violation involves unauthorized reading of data (or
theft of information). Typically, a breach of confidentiality is the goal of an intruder. Capturing secret
data from a system or a data stream, such as credit-card information or identity information for
identity theft, can result directly in money for the intruder.
• Breach of integrity. This violation involves unauthorized modification of data. Such attacks
can, for example, result in passing of liability to an innocent party or modification of the source code
of an important commercial application.
• Breach of availability. This violation involves unauthorized destruction of data. Some
crackers would rather wreak havoc and gain status or bragging rights than gain financially. Website
defacement is a common example of this type of security breach.
• Theft of service. This violation involves unauthorized use of resources. For example, an
intruder (or intrusion program) may install a daemon on a system that acts as a file server.
• Denial of service. This violation involves preventing legitimate use of the system. Denialof-service (DOS) attacks are sometimes accidental. The original Internet worm turned into a DOS
attack when a bug failed to delay its rapid spread.
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Attackers use several standard methods in their attempts to breach security. The most
common is masquerading, in which one participant in a communication pretends to be someone else
(another host or another person). By masquerading, attackers breach authentication, the correctness
of identification; they can then gain access that they would not normally be allowed or escalate their
privileges—obtain privileges to which they would not normally be entitled. Another common attack is
to replay a captured exchange of data. A replay attack consists of the malicious or fraudulent repeat
of a valid data transmission. Sometimes the replay comprises the entire attack— for example, in a
repeat of a request to transfer money. But frequently it is done along with message modification,
again to escalate privileges. Consider the damage that could be done if a request for authentication
had a legitimate user’s information replaced with an unauthorized user’s. Yet another kind of attack is
the man-in-the-middle attack, in which an attacker sits in the data flow of a communication,
masquerading as the sender to the receiver, and vice versa. In a network communication, a man-inthe-middle attack may be preceded by a session hijacking, in which an active communication session
is intercepted. Several attack methods are depicted in Figure 15.1.
As we have already suggested, absolute protection of the system from malicious
abuse is not possible, but the cost to the perpetrator can be made sufficiently high to deter most
intruders. In some cases, such as a denial-of service attack, it is preferable to prevent the attack but
sufficient to detect the
Attack so that countermeasures can be taken.
To protect a system, we must take security measures at four levels:
1. Physical. The site or sites containing the computer systems must be physically secured
against armed or surreptitious entry by intruders. Both the machine rooms and the terminals or
workstations that have access to the machines must be secured.
2. Human. Authorization must be done carefully to assure that only appropriate users have
access to the system. Even authorized users, however,may be “encouraged” to let others use their
access (in exchange for a bribe, for example). They may also be tricked into allowing access via
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social engineering. One type of social-engineering attack is phishing. Here, a legitimate-looking email or web page misleads a user into entering confidential information. Another technique is
dumpster diving, a general term for attempting to gather information in order to gain unauthorized
access to the computer (by looking through trash, finding phone books, or finding notes containing
passwords, for example). These security problems are management and personnel issues, not
problems pertaining to operating systems.
3. Operating system. The system must protect itself from accidental or purposeful security
breaches. A runaway process could constitute an accidental denial-of-service attack. A query to a
service could reveal passwords. A stack overflow could allow the launching of an unauthorized
process. The list of possible breaches is almost endless.
4. Network. Much computer data in modern systems travels over private leased lines, shared
lines like the Internet, wireless connections, or dial-up lines. Intercepting these data could be just as
harmful as breaking into a computer, and interruption of communications could constitute a remote
denial-of-service attack, diminishing users’ use of and trust in the system.
Security at the first two levels must be maintained if operating-system security is to
be ensured. A weakness at a high level of security (physical or human) allows circumvention of strict
low-level (operating-system) security measures. Thus, the old adage that a chain is only as strong as
its weakest link is especially true of system security. All of these aspects must be addressed for
security to be maintained.
Furthermore, the system must provide protection (Chapter 14) to allow the
implementation of security features. Without the ability to authorize users and processes, to control
their access, and to log their activities, it would be impossible for an operating system to implement
security measures or to run securely. Hardware protection features are needed to support an overall
protection scheme. For example, a system without memory protection cannot be secure. New
hardware features are allowing systems to be made more secure, as we shall discuss.
Unfortunately, little in security is straightforward. As intruders exploit security
vulnerabilities, security countermeasures are created and deployed. This causes intruders to become
more sophisticated in their attacks. For example, recent security incidents include the use of spyware
to provide a conduit for spam through innocent systems. This cat-and-mouse game is likely to
continue, with more security tools needed to block the escalating intruder techniques and activities. In
the remainder of this chapter, we address security at the network and operating-system levels.
Security at the physical and human levels, although important, is for the most part beyond the scope
of this text. Security within the operating system and between operating systems is implemented in
several ways, ranging from passwords for authentication through guarding against viruses to detecting
intrusions. We start with an exploration of security threats.

 Authentication
 One-Time passwords
To avoid the problems of password sniffing and shoulder surfing, a system can use a
set of paired passwords. When a session begins, the system randomly selects and presents one part
of a password pair; the user must supply the other part. In this system, the user is challenged and must
respond with the correct answer to that challenge.
This approach can be generalized to the use of an algorithm as a password. Such
algorithmic passwords are not susceptible to reuse. That is, a user can type in a password, and no
entity intercepting that password will be able to reuse it. In this scheme, the system and the user share
a symmetric password. The password pw is never transmitted over a medium that allows exposure.
Rather, the password is used as input to the function, along with a challenge ch presented by the
system. The user then computes the function H(pw, ch). The result of this function is transmitted as
the authenticator to the computer. Because the computer also knows pw and ch, it can perform the
same computation. If the results match, the user is authenticated. The next time the user needs to be
authenticated, another ch is generated, and the same steps ensue. This time, the authenticator is
different. This one-time password system is one of only a few ways to prevent improper
authentication due to password exposure.

181

Preeti Patel
One-time password systems are implemented in various ways. Commercial
implementations use hardware calculators with a display or a display and numeric keypad. These
calculators generally take the shape of a credit card, a key-chain dongle, or a USB device. Software
running on computers or smartphones provides the user with H(pw, ch); pw can be input by the user
or generated by the calculator in synchronization with the computer. Sometimes, pw is just a personal
identification number (PIN). The output of any of these systems shows the one-time password. A
one-time password generator that requires input by the user involves two-factor authentication. Two
different types of components are needed in this case—for example, a one-time password generator
that generates the correct response only if the PIN is valid. Two-factor authentication offers far better
authentication protection than single-factor authentication because it requires “something you have”
as well as “something you know.”
Another variation on one-time passwords uses a code book, or one-time pad, which
is a list of single-use passwords. Each password on the list is used once and then is crossed out or
erased. The commonly used S/Key system uses either a software calculator or a code book based on
these calculations as a source of one-time passwords. Of course, the user must protect his code book,
and it is helpful if the code book does not identify the system to which the codes are authenticators.

 Threat
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