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Unit-1 

1) What are transmission impairments? Explain the various impairments affecting the 

wired medium?  

Note: - Answer in Edu-clash notes 

2) What is Data Communication & What are the components of data communication? 

Note: - Answer in Edu-clash notes 

3) Explain the IP addressing System along its classes. What do you mean by Subnet 

Masking?  

Answer: - 

1) In order to provide computer to computer communication via Internet, we need a 

global addressing scheme. Such an addressing is provided by Internet Protocol (IP) at 

the network layer. 

2) It is a 32-bit address This is called an IP address or logical address. Which is made 

up of the network ID, plus a unique host ID.? This address is typically represented 

with the decimal value of each octet separated by a period (for example, 

192.168.7.27).  Every Host and router on the internet has an IP Address. This IP 

address is unique and no two devices on the Internet can have the same address at the 

same time.  

3) These numbers are assigned by ISP (Internet Service Provider), and IP address can be 

used to identify the country or region from which a computer is connecting to the 

WEB. The IP address can either be Static or dynamic.  

4) In static address is to be given manually. But in dynamic a DHCP server is to be 

configured to give ip address to the connected hosts automatically. This address is 

used to uniquely identify each Network host over the network. p address is divided 

into 5 category usually called classes. This allocation has come to be called class full 

addressing. 

Following are the classes of ip:-   

               

            CLASSES                  Range                                            

            Class A                         1.0.0.0      to 127.255.255.255       

            Class B                         128.0.0.0  to 191.255.255.255  

            Class C                         192.0.0.0  to 223.255.255.255  

            Class D                          224.0.0.0  to 239.255.255.255      

            Class E                          240.0.0.0  to 255.255.255.255  

http://ecomputernotes.com/fundamental/introduction-to-computer/what-is-computer
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5) IP addressing supports five different address classes: A, B, C, D and E. Only classes 

A, Band C are available for commercial use.We can find the class of an address when 

given the address in binary notation or dotted decimal notation. If the address is given 

in binary notation, the first few bits can tell us the class of the address. If the address 

is given in dotted decimal notation, the first byte defines the class.  

6) Class A addresses 

A) Class A addresses are designed for large organizations with a large number of 

hosts or routers.  

B) In this the first octet of the address identifies the network and the next three octets 

are used to identify the host.  

C) The first bit of first octet is always 0 and the remaining 7 bits are used to identify 

the network address.  

D) The next three octets i.e. 24 bits are used to identify the host.  

E) The class support addresses from 0.0.0.0 to 0.255.255.255  

F) The first block of network address starts with 1.0.0.0 and the last block of 

network address starts with 127.0.0.0.  

G) As there are 7 bits in network address, 2
7
 = 128 blocks of network address are 

possible. Out of these two network blocks are reserved. Hence total 126 address 

blocks are used.  

H) Each network blocks can have 2
24

--- 2 hosts i.e. 16,777,214 host address. Two 

addresses are less as one address is reserved for the broadcast address and one 

address is reserved for the network.  

I) A block in class A is too large for almost any organization. This means most of 

the addresses in class A are wasted and are not used.  

7) Class B address 

A) The class B addresses are designed for medium sized organizations with tens of 

thousands of attached hosts or routers.  

B) In this, the first two octets of the address identify the network and the next two 

octets identify the host within the network.  

C) The first two bits (high order bits) of first octet are always 1,0. Thus the 

remaining 14 bits identify the network  

D) The third and fourth octet i.e. 6 bits are used to identify the host.  

E) The first network block of this class covers the addresses from 128.0.0.0 to 

128.0.255.255 (net id 128.0). The last network block of this class covers 

addresses from 191.255.255.255 (net id 191.255)  

F) The maximum number of network blocks in class B is 2
14

 = 16384.  

G) Each network block in class B can have 2
16

--- 2 = 65,534 hosts.  

H) A block in class B is also very large and most of the address in class B is also 

wasted.  

8) Class C address 
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A) The class C addresses is designed for small organizations with a small number of 

attached hosts or routers.  

B) In class C, the first three octets of address are used for network and the last octet 

is used to identify the host.  

C) The first three bits of first octet are always set to 1, 1, 0.  

D) The remaining 24 - 3 = 21 bits are used for network identification and only 8 bits 

are used for host.  

E) In class C, 2
21

 = 2,097,152 network blocks are possible.  

F) Thus, each block in class C address can have 2
8
 - 2 = 254 hosts.  

G)  The first block of network covers addresses from 192.0.0.0 to 192.0.0.255.  

H) The last block of network covers the addresses form 223.255.255.0 to 

223.255.255.255  

I) The class C addresses are too less for many organizations as it supports only 254 

hosts in a network.  

9) Class D address 

A) Class D addresses are used for multicast groups (multicasting)  

B) The concept of division of octets into network id and host id does not apply to 

class D.  

C) The first four bits of first octet in class D are always set to 1,1,1,0.  

D) The address range is 224.0.0.0 to 239.255.255.255  

10) Class E address 

A) The Class E address are reserved for future use and are experimental.  

B) The concept of network id and hostid does not apply on class E also.  

C) The first four bits of first octet are always set to 1,1,1,1.  

D) The address range for class E is 240.0.0.0 to 255.255.255.255.  
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E) A Router has more than one IP address because router connects two or more 

different networks. But A computer or host can only have one and a unique ip 

address. A routers function is to inspect incoming packet and determine whether it 

belongs to local network or to a Remote Network, if a local packet is determined 

then there is no need of routing and if a Remote packet is determined then it will 

route that packet according to the routing table other wise the packet will be 

discarded.  

F) In the virtual hosting environment, a single machine can act like multiple 

machines (with multiple domain names and IP addresses.  

G) IP address format 
A) The 32-bit IP address is grouped eight bits at a time, separated by dots and 

represented in decimal format. This is known as dotted decimal notation as shown 

in fig.  

B) Each bit in the octet has a binary weight (128,64,32, 16,8,4,2, 1).  

C) The minimum value for an octet is 0, and the maximum value for an octet is 255.  

http://ecomputernotes.com/images/IP-Address-Class-ABCD-and-E-and-Various-Feature-of-IP-Address-Classes.jpg
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H) Subnetting: -  

A) The process of subnetting involves dividing a network up into smaller networks 

called subnets or sub networks. Each of these subnets has its own specific 

address. To create these additional networks we use a subnet mask. The subnet 

mask simply determines which portion of the IP address belongs to the host. The 

subnet address is created by dividing the host address into network address and 

host address. 
B) The network address specifies the type of subnetwork in the network and the host 

address specifies the host of that subnet. Subnets are under local administration. 

As such, the outside world sees an organization as a single network and has no 

detailed knowledge of the organization's intema1 structure. Subnetting provides 

the network administrator with several benefits, including extra flexibility, more 

efficient use of network address and the capability to contain broadcast traffic. A 

given .network address can be broken up into may subnetworks. For example, 

172.16.1.0, 172.16.2.0, 172.16.3.0 and 172.16.4.0 are all subnets within network 

171.16.0.0.  
C) A subnet address is created by. borrowing bits from the host field and designating 

them as subnet field. The number of bits borrowed varies and is specified by the 

subnet mask. Fig. shows how bits are borrowed from the host address field to 

create the subnet address field.  

http://ecomputernotes.com/images/IP-Address-Format.jpg
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D) The subnet mask does not alter the class of the IP address; it simply "borrows" 

bits from the host portion and uses these to create subnets. This naturally reduces 

the maximum number of hosts your network can have, because you are using 

some of your host bits for your subnet bits.  

I) Subnet-Mask: - 

A) Subnet mask uses the same format and representation technique as IP 
addresses.Subnet mask has binary is in all bits specifying the network and 
subnetwork fields, and binary Os in all bits specifying the host field. A 
subnet address is created by borrowing the bits from host field. Subnet 
mask bits should come from the high-order (left most) bits of the host 
field.  

B) Various types of subnet mask exist for class Band C subnets.  
C) The default subnet mask for a class B address that has no subnetting is 

255.255.0.0, while the subnet mask for a class B address 171.16.0.0 that 
specifies eight bits of subnetting is 255.255.255.0. The reason for this is 
that eight bits of subnetting or 28 - 2 (1 for the network address and 1 for 
the broadcast address) = 254 subnets possible, with 28 - 2 = 254 hosts per 
subnet. 

                       

 

D) • The subnet mask for a class C address 192.168.2.0 that specifies five bits 
of subnetting is 255.255.255.248 with five bits available for subnetting, 25 - 
2 = 30 subnets possible, with 23 - 2 = 6 hosts per subnet.  

http://ecomputernotes.com/images/Subnet-Mask-For-Class-B-Address.jpg
http://ecomputernotes.com/images/A Sample Subnet-Mask.jpg
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E)                              

 

How subnet masks are used to determine the network number  

 

F) The router performs a set process to determine the network (or more 
specifically, the subnetwork) address.  

G) First, the router extracts the IP destination address from the incoming 
packet and retrieves the internal subnet mask.  

H) It then performs a logical AND operation to obtain the network number. 
In logical AND operation, 1 "ANDed" with 1 yields 1 and 1 "ANDed" with 0 
yields 0.  

I) This causes the host portion of the IP destination address to be removed, 
while the destination network number remains.  

 

J) The router then looks up the destination network number and matches it 
with an outgoing interface.  

K) Finally, it forwards the frame to the destination IP address.  
L) Figure shows that when a logical AND of the destination IP address and 

the subnet mask is performed, the sub-network number remains, which 
the router uses to forward the packet.  

http://ecomputernotes.com/images/Subnet-Mask-Bits-Come-from-the-high-order-bits-of-host-field.jpg
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Unit-2 

1) Explain types of Network?   (LAN ,MAN,WAN) 

Answer: - 

1) The category into which a network falls is determined by its size. A LAN normally 

covers an area less than 2 mi; a WAN can be worldwide. Networks of a size in 

between are normally referred to as metropolitan area networks and span tens of 

miles. 

2) Local Area Network 

A) A local area network (LAN) is usually privately owned and links the devices in a 

single office, building, or campus (see Figure 1.10). Depending on the needs of an 

organization and the type of technology used, a LAN can be as simple as two PCs 

and a printer in someone's home office; or it can extend throughout a company 

and include audio and video peripherals. Currently, LAN size is limited to a few 

kilo meters. 

B) LANs are designed to allow resources to be shared between personal computers 

or workstations. The resources to be shared can include hardware (e.g., a printer), 

software (e.g., an application program), or data. A common example of a LAN, 

found in many business environments, links a workgroup of task-related 

computers, for example, engineering workstations or accounting PCs. One of the 

computers may be given a large capacity disk drive and may become a server to 

clients. Software can be stored on this central server and used as needed by the 

whole group. 

 
3) Wide Area Network 

A) A wide area network (WAN) provides long-distance transmission of data, image, 

audio, and video information over large geographic areas that may comprise a 

country, a continent, or even the whole world. A WAN can be as complex as the 
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backbones that connect the Internet or as simple as a dial-up line that connects a 

home computer to the Internet. 

B) The switched WAN connects the end systems, which usually comprise a router 

(internetworking connecting device) that connects to another LAN or WAN. The 

point-to-point WAN is normally a line leased from a telephone or cable TV 

provider that connects a home computer or a small LAN to an Internet service 

provider (lSP). This type of WAN is often used to provide Internet access. 

C) A good example of a switched WAN is the asynchronous transfer mode (ATM) 

network, which is a network with fixed-size data unit packets called cells. 

 
4) Metropolitan Area Networks 

A) A metropolitan area network (MAN) is a network with a size between a LAN and 

a WAN. It normally covers the area inside a town or a city. It is designed for 

customers who need a high-speed connectivity, normally to the Internet, and have 

endpoints spread over a city or part of city. A good example of a MAN is the part 

of the telephone company network that can provide a high-speed DSL line to the 

customer. Another example is the cable TV network that originally was designed 

for cable TV, but today can also be used for high-speed data connection to the 

Internet. 

2) Explain in terms: - Intranet, Internet, and Extranet? 

Answer: - 

Intranet: - Intranet An intranet is a private network (LAN) that uses the Internet model. 

However, access to the network is limited to the users inside the organization. The 

network uses application programs defined for the global Internet, such as HTTP, and 

may have Web servers, print servers, file servers, and so on. 

Extranet: - An extranet is the same as an intranet with one major difference: Some 

resources may be accessed by specific groups of users outside the organization under the 

control of the network administrator. For example, an organization may allow authorized 

customers access to product specifications, availability, and online ordering. A university 

or a college can allow distance learning student’s access to the computer lab after 

passwords have been checked. 
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Internet: -The Internet has revolutionized many aspects of our daily lives. It has affected 

the way we do business as well as the way we spend our leisure time. Count the ways 

you've used the Internet recently. Perhaps you've sent electronic mail (e-mail) to a 

business associate, paid a utility bill, read a newspaper from a distant city, or looked up a 

local movie schedule-all by using the Internet. Or maybe you researched a medical topic, 

booked a hotel reservation, chatted with a fellow Trekkie, or comparison-shopped for a 

car. The Internet is a communication system that has brought a wealth of information to 

our fingertips and organized it for our use. A network is a group of connected 

communicating devices such as computers and printers. An internet (note the lowercase 

letter i) is two or more networks that can communicate with each other. The most notable 

internet is called the Internet (uppercase letter I), a collaboration of more than hundreds 

of thousands of interconnected networks. Private individuals as well as various 

organizations such as government agencies, schools, research facilities, corporations, and 

libraries in more than 100 countries use the Internet. Millions of people are users. 

authorities made a decision to split TCP into two protocols: Transmission Control 

Protocol (TCP) and Internetworking Protocol (lP). IP would handle datagram routing 

while TCP would be responsible for higher-level functions such as segmentation, 

reassembly, and error detection. The internetworking protocol became known as 

TCPI/IP. 

3) Explain Modes Of Communication? 

Answer: - 

Communication between two devices can be simplex, half-duplex, or full-duplex. 

1) Simplex 

A) In simplex mode, the communication is unidirectional, as on a one-way street. 

Only one of the two devices on a link can transmit; the other can only receive. 

Keyboards and traditional monitors are examples of simplex devices. The 

keyboard can only introduce input; the monitor can only accept output. The 

simplex mode can use the entire capacity of the channel to send data in one 

direction. 

2) Half-Duplex 

A) In half-duplex mode, each station can both transmit and receive, but not at the 

same time. : When one device is sending, the other can only receive, and vice 

versa. 

B) The half-duplex mode is like a one-lane road with traffic allowed in both 

directions. When cars are traveling in one direction, cars going the other way 

must wait. In a half-duplex transmission, the entire capacity of a channel is taken 

over by whichever of the two devices is transmitting at the time. Walkie-talkies 

and CB (citizens band) radios are both half-duplex systems. The half-duplex 

mode is used in cases where there is no need for communication in both directions 
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at the same time; the entire capacity of the channel can be utilized for each 

direction. 

3) Full-Duplex 

A) In full-duplex mode (also called duplex), both stations can transmit and receive 

simultaneously. The full-duplex mode is like a two-way street with traffic flowing 

in both directions at the same time.  

B) In full-duplex mode, signals going in one direction share the capacity of the link: 

with signals going in the other direction. This sharing can occur in two ways: 

Either the link must contain two physically separate transmission paths, one for 

sending and the other for receiving; or the capacity of the channel is divided 

between signals traveling in both directions. 

C)  One common example of full-duplex communication is the telephone network. 

When two people are communicating by a telephone line, both can talk and listen 

at the same time.  

D) The full-duplex mode is used when communication in both directions is required 

all the time. The capacity of the channel, however, must be divided between the 

two directions. 
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4) Explain TCP/IP Model? ( Internet Model) 

Answer: - 

1) The ability to connect multiple networks in a seamless way was one of the major 

design goals. This architecture later became known as the TCP/IP Reference 

Model, after its two primary protocols. 

2) the DoD’s worry that some of its precious hosts, routers, and internetwork 

gateways might get blown to pieces at a moment’s notice by an attack from the 

Soviet Union, another major goal was that the network be able to survive loss of 

subnet hardware, without existing conversations being broken off. In other words, 

the DoD wanted connections to remain intact as long as the source and destination 

machines were functioning, even if some of the machines or transmission lines in 

between were suddenly put out of operation. 

 
3) Link Layer: - 

A) The lowest layer in the model, the link layer describes what links such as 

serial lines and classic Ethernet must do to meet the needs of this 

connectionless internet layer. It is not really a layer at all, in the normal sense 

of the term, but rather an interface between hosts and transmission links. 

4) Internet Layer: - 

A) The internet layer is the linchpin that holds the whole architecture together. It 

is shown in Fig. 

B) Its job is to permit hosts to inject packets into any network and have them 

travel independently to the destination (potentially on a different network). 

They may even arrive in a completely different order than they were sent, in 

which case it is the job of higher layers to rearrange them, if in-order delivery 

is desired. Note that ‘‘internet’’ is used here in a generic sense, even though 

this layer is present in the Internet. 

C) The internet layer defines an official packet format and protocol called IP 

(Internet Protocol), plus a companion protocol called ICMP (Internet Control 



Computer Network Unit-2 
 

Prathamesh Jadhav Notes Page 6 
 

Message Protocol) that helps it function. The job of the internet layer is to 

deliver IP packets where they are supposed to go. Packet routing is clearly a 

major issue here, as is congestion (though IP has not proven effective at 

avoiding congestion). 

5) Transport Layer: - 

A) The layer above the internet layer in the TCP/IP model is now usually called 

the transport layer. It is designed to allow peer entities on the source and 

destination hosts to carry on a conversation, just as in the OSI transport layer.  

B) Two end-to-end transport protocols have been defined here. The first one, 

TCP (Transmission Control Protocol), is a reliable connection-oriented 

protocol that allows a byte stream originating on one machine to be delivered 

without error on any other machine in the internet.  

C) It segments the incoming byte stream into discrete messages and passes each 

one on to the internet layer. At the destination, the receiving TCP process 

reassembles the received messages into the output stream. TCP also handles 

flow control to make sure a fast sender cannot swamp a slow receiver with 

more messages than it can handle.  

D) The second protocol in this layer, UDP (User Datagram Protocol), is 

unreliable, connectionless protocols for applications that do not want TCP’s 

sequencing or flow control and wish to provide their own. It is also widely 

used for one-shot, client-server-type request-reply queries and applications in 

which prompt delivery is more important than accurate delivery, such as 

transmitting speech or video. 

6) Application Layer: - 

A) The TCP/IP model does not have session or presentation layers. No need for 

them was perceived. Instead, applications simply include any session and 

presentation functions that they require. 

B) The transport layer is the application layer. It contains all the higher-level 

protocols. The early ones included virtual terminal (TELNET), file transfer 

(FTP), and electronic mail (SMTP). Many other protocols have been added to 

these over the years.  

C) It include the Domain Name System (DNS), for mapping host names onto 

their network addresses, HTTP, the protocol for fetching pages on the World 

Wide Web, and RTP, the protocol for delivering real-time media such as 

voice or movies. 
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5) Why OSI Model Was created? Explain ISO-OSI Reference Model? Difference 

between ISO-OSI VS TCP/IP? 

Answer: - 

1) The OSI model (minus the physical medium) is shown in Fig. 1-20. This model is 

based on a proposal developed by the International Standards Organization (ISO) 

as a first step toward international standardization of the protocols used in the 

various layers. 

2) The model is called the ISO OSI (Open Systems Interconnection) Reference 

Model because it deals with connecting open systems—that is, systems that are 

open for communication with other systems. 

3) The OSI model has seven layers. The principles that were applied to arrive at the 

seven layers can be briefly summarized as follows: 

A) A layer should be created where a different abstraction is needed.  

B) Each layer should perform a well-defined function.  

C) The function of each layer should be chosen with an eye toward defining 

internationally standardized protocols. 

D) The layer boundaries should be chosen to minimize the information flow 

across the interfaces.  

E) The number of layers should be large enough that distinct functions need not 

be thrown together in the same layer out of necessity and small enough that 

the architecture does not become unwieldy. 

4) Note that the OSI model itself is not an network architecture because it does not 

specify the exact services and protocols to be used in each layer. 

5) Physical Layer: - 

A) The physical layer is concerned with transmitting raw bits over a 

communication channel. The design issues have to do with making sure that 

when one side sends a 1 bit it is received by the other side as a 1 bit, not as a 0 

bit. Typical questions here are what electrical signals should be used to 

represent a 1 and a 0, how many nanoseconds a bit lasts, whether transmission 

may proceed simultaneously in both directions. These design issues largely 

deal with mechanical, electrical, and timing interfaces, as well as the physical 

transmission medium, which lies below the physical layer. 

6) Data Link Layer: - 

A) The main task of the data link layer is to transform a raw transmission facility 

into a line that appears free of undetected transmission errors. It does so by 

masking the real errors so the network layer does not see them. It 

accomplishes this task by having the sender break up the input data into data 

frames (typically a few hundred or a few thousand bytes) and transmits the 

frames sequentially. If the service is reliable, the receiver confirms correct 

receipt of each frame by sending back an acknowledgement frame.  
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B) Another issue that arises in the data link layer (and most of the higher layers 

as well) is how to keep a fast transmitter from drowning a slow receiver in 

data. Some traffic regulation mechanism may be needed to let the transmitter 

know when the receiver can accept more data.  

C) Broadcast networks have an additional issue in the data link layer: how to 

control access to the shared channel. A special sublayer of the data link layer, 

the medium access control sublayer, deals with this problem. 

7) Network Layer: - 

A) The network layer controls the operation of the subnet. A key design issue is 

determining how packets are routed from source to destination. Routes can be 

based on static tables that are ‘‘wired into’’ the network and rarely changed, 

or more often they can be updated automatically to avoid failed components. 

B) If too many packets are present in the subnet at the same time, they will get in 

one another’s way, forming bottlenecks. Handling congestion is also a 

responsibility of the network layer, in conjunction with higher layers that 

adapt the load they place on the network. More generally, the quality of 

service provided (delay, transit time, jitter, etc.) is also a network layer issue. 

C) When a packet has to travel from one network to another to get to its 

destination, many problems can arise. The addressing used by the second 

network may be different from that used by the first one. The second one may 

not accept the packet at all because it is too large. 

8) Transport Layer: - 

A) The basic function of the transport layer is to accept data from above it, split it 

up into smaller units if need be, pass these to the network layer, and ensure 

that the pieces all arrive correctly at the other end. 

B) The transport layer also determines what type of service to provide to the 

session layer, and, ultimately, to the users of the network. The most popular 

type of transport connection is an error-free point-to-point channel that 

delivers messages or bytes in the order in which they were sent. 

C) The transport layer is a true end-to-end layer; it carries data all the way from 

the source to the destination. In other words, a program on the source machine 

carries on a conversation with a similar program on the destination machine, 

using the message headers and control messages. 

9) Session Layer: - 

A) The session layer allows users on different machines to establish sessions 

between them. Sessions offer various services, including dialog control 

(keeping track of whose turn it is to transmit), token management (preventing 

two parties from attempting the same critical operation simultaneously), and 

synchronization (check-pointing long transmissions to allow them to pick up 

from where they left off in the event of a crash and subsequent recovery). 
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10) Presentation Layer: - 

A) The presentation layer is concerned with the syntax and semantics of the 

information transmitted. In order to make it possible for computers with 

different internal data representations to communicate, the data structures to 

be exchanged can be defined in an abstract way, along with a standard 

encoding to be used ‘‘on the wire.’’ The presentation layer manages these 

abstract data structures and allows higher-level data structures (e.g., banking 

records) to be defined and exchanged. 

11) Application Layer: - 

A) The application layer contains a variety of protocols that are commonly 

needed by users. One widely used application protocol is HTTP (Hyper-Text 

Transfer Protocol), which is the basis for the World Wide Web. When a 

browser wants a Web page, it sends the name of the page it wants to the server 

hosting the page using HTTP. 
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6) Difference between Intranets, Internet? 

Answer: - 

 
7) Discuss the different types of topology in the network? 

Answer: - 

1) The topology of a network is the geometric representation of the relationship of 

all the links and linking devices (usually called nodes) to one another. There are 

four basic topologies possible: mesh, star, bus, and ring. 
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2) Mesh Topology: - 

 
A) In a mesh topology, every device has a dedicated point-to-point link to every 

other device. The term dedicated means that the link carries traffic only 

between the two devices it connects. To find the number of physical links in a 

fully connected mesh network with n nodes, we first consider that each node 

must be connected to every other node. Node 1 must be connected to n - I 

nodes, node 2 must be connected to n - 1 nodes, and finally node n must be 

connected to n - 1 nodes. We need n(n - 1) physical links. 

B) A mesh offers several advantages over other network topologies.  

C) First, the use of dedicated links guarantees that each connection can carry its 

own data load, thus eliminating the traffic problems that can occur when links 

must be shared by multiple devices.  

D) Second, a mesh topology is robust. If one link becomes un-usable, it does not 

incapacitate the entire system.  
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E) Third, there is the advantage of privacy or security. When every message 

travels along a dedicated line, only the intended recipient sees it. Physical 

boundaries prevent other users from gaining access to messages.  

F) Finally, point-to-point links make fault identification and fault isolation easy. 

Traffic can be routed to avoid links with suspected problems. This facility 

enables the network manager to discover the precise location of the fault and 

aids in finding its cause and solution. 

3) Star Topology: - 

 
A) In a star topology, each device has a dedicated point-to-point link only to a 

central controller, usually called a hub. The devices are not directly linked to 

one another. Unlike a mesh topology, a star topology does not allow direct 

traffic between devices. The controller acts as an exchange: If one device 

wants to send data to another, it sends the data to the controller, which then 

relays the data to the other connected device. 

B) A star topology is less expensive than a mesh topology. In a star, each device 

needs only one link and one I/O port to connect it to any number of others. 

This factor also makes it easy to install and reconfigure. Far less cabling needs 

to be housed, and additions, moves, and deletions involve only one 

connection: between that device and the hub. 

C) Other advantages include robustness. If one link fails, only that link is 

affected. All other links remain active. This factor also lends itself to easy 

fault identification and fault isolation. As long as the hub is working, it can be 

used to monitor link problems and bypass defective links.  

D) One big disadvantage of a star topology is the dependency of the whole 

topology on one single point, the hub. If the hub goes down, the whole system 

is dead.  
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E) Although a star requires far less cable than a mesh, each node must be linked 

to a central hub. For this reason, often more cabling is required in a star than 

in some other topologies (such as ring or bus).  

F) The star topology is used in local-area networks (LANs). High-speed LANs 

often use a star topology with a central hub. 

4) Bus Topology 

 
A) A bus topology, on the other hand, is multipoint. One long cable acts as a 

backbone to link all the devices in a network. 

B) Nodes are connected to the bus cable by drop lines and taps. A drop line is a 

connection running between the device and the main cable. A tap is a 

connector that either splices into the main cable or punctures the sheathing ofa 

cable to create a contact with the metallic core. As a signal travels along the 

backbone, some of its energy is transformed into heat. Therefore, it becomes 

weaker and weaker as it travels farther and farther. For this reason there is a 

limit on the number of taps a bus can support and on the distance between 

those taps. 

C) Advantages of a bus topology include ease of installation. Backbone cable can 

be laid along the most efficient path, and then connected to the nodes by drop 

lines of various lengths. In this way, a bus uses less cabling than mesh or star 

topologies. In a star, for example, four network devices in the same room 

require four lengths of cable reaching all the way to the hub. In a bus, this 

redundancy is eliminated. Only the backbone cable stretches through the 

entire facility. Each drop line has to reach only as far as the nearest point on 

the backbone. 

D) Disadvantages include difficult reconnection and fault isolation. A bus is 

usually designed to be optimally efficient at installation. It can therefore be 

difficult to add new devices. Signal reflection at the taps can cause 

degradation in quality. This degradation can be controlled by limiting the 

number and spacing of devices connected to a given length of cable. Adding 

new devices may therefore require modification or replacement of the 

backbone. 

5) Ring Topology 
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A) In a ring topology, each device has a dedicated point-to-point connection with 

only the two devices on either side of it. A signal is passed along the ring in 

one direction, from device to device, until it reaches its destination. Each 

device in the ring incorporates a repeater. When a device receives a signal 

intended for another device, its repeater regenerates the bits and passes them 

along. 

B) A ring is relatively easy to install and reconfigure. Each device is linked to 

only its immediate neighbours (either physically or logically). To add or 

delete a device requires changing only two connections. The only constraints 

are media and traffic considerations (maximum ring length and number of 

devices). In addition, fault isolation is simplified. Generally in a ring, a signal 

is circulating at all times. If one device does not receive a signal within a 

specified period, it can issue an alarm. The alarm alerts the network operator 

to the problem and its location. 

C) Unidirectional traffic can be a disadvantage. In a simple ring, a break in the 

ring (such as a disabled station) can disable the entire network. This weakness 

can be solved by using a dual ring or a switch capable of closing off the break. 

6) Hybrid Topology: - 
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A) A network can be hybrid. For example, we can have a main star topology with 

each branch connecting several stations in a bus topology. 

8) Short note on Ad-Hoc Network?  

Answer: - 

1) Another big wireless network category is ad-hoc networks, where the 

infrastructure is composed as resorts themselves. The latter agreed to play the role 

of the router to allow the passages of information from one device to another, 

without these terminals are connected directly. 

2) An ad hoc network is shown in Figure.  

 

3) Contrary to appearances, ad-hoc networks date back several decades. They aim to 

achieve a communication environment that unfolds without any other 

infrastructure that mobile themselves. In other words, the mobile can act as a 

gateway for allowing a mobile communication to another. Two moving too far 

away from each other to directly communicate can find an intermediate wheel 

able to act as relays.  

4) The main problem caused by this network comes from the definition of the 

network topology: how to identify the neighboring nodes and how to get from one 

node to another node? Two extremes can be compared. The first is that of an ad-

hoc network in which all nodes can communicate with all the other involving 

long-range transmitters. In the second solution, instead, the radio range is as short 

as possible: in a communication between two nodes, it usually go through several 

intermediate machines. The advantage of the first solution is the transmission 

security, since you can go directly from the sender to the receiver, without 

depending on an intermediate device. Network throughput is minimal, the 

frequencies that cannot be reused. In the second case, if a device fails or is turned 

off, the network can be cut into two separate subnets, without communication 

with each other. Obviously, in this case, the overall throughput is optimized, since 

there may be a high frequency reuse.  
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5) The access techniques are the same type as in mobile networks. However, the fact 

that all portable play the role of BSS and are themselves mobile, new properties 

should be made to the management of user addresses and control routing.  

6) The solution developed for ad-hoc networks takes to the foundation IP 

environment. Mobile which acts as gateways - usually all mobile - implement a 

router in the circuits, so that the problems arising essentially return to the Internet 

routing problems, the mobility is managed by IP Mobile.  

7) The benefits of ad-hoc networks are their simple extensions, physical coverage 

and cost. However, to benefit fully, a number of pitfalls to be overcome, such as 

quality of service and security, because of the mobility of nodes.  

8) MANET (Mobile Ad-hoc Network) is the IETF working group that is concerned 

with the standardization of ad-hoc protocols running over IP. This group has 

relied on conventional Internet protocols and improved them so they can work 

with mobile routers.  

9) Two major protocol families were defined: reactive protocols and proactive 

protocols:  

10) Reagents Protocols. The terminals do not maintain routing table but are 

concerned about it when a show is performing. In this case, it is primarily used to 

flood techniques to identify mobile that can participate in the transmission.  

11) Proactive Protocols. Mobile seeks to maintain a consistent routing table, even in 

the absence of communication.  

12) Ad hoc networks are useful in many cases. They allow to set up networks within a 

limited period of time, if, for example, earthquake or a meeting with a large 

number of participants. Another possibility is to extend access to a cell of a 

wireless network such as Wi-Fi. As shown in Figure, a terminal outside of a cell 

can connect to another user's machine located in the cell coverage area. The latter 

serves as an intermediate router to access the antenna of the cell.  

13) The ad-hoc networks pose many problems because of the mobility of all 

equipment. The main one is the routing required transferring packets from one 

point to another point in the network. One of the objectives of MANET group is 

to propose a solution to this problem. For now, four proposals have emerged, two 

reagent types and two proactive types. Among other issues, we find the safety, 

quality of service and mobility management during the call.  
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9) What is the design issues related with ISO-OSI model? 

Answer: - 

1) The key design issues that occur in computer networks will come up in layer after 

layer. 

2) Reliability is the design issue of making a network that operates correctly even 

though it is made up of a collection of components that are themselves unreliable. 

Think about the bits of a packet traveling through the network. There is a chance 

that some of these bits will be received damaged (inverted) due to fluke electrical 

noise, random wireless signals, hardware flaws, software bugs and so on. 

3) One mechanism for finding errors in received information uses codes for error 

detection. Information that is incorrectly received can then be retransmitted until 

it is received correctly. More powerful codes allow for error correction, where the 

correct message is recovered from the possibly incorrect bits that were originally 

received. Both of these mechanisms work by adding redundant information. They 

are used at low layers, to protect packets sent over individual links, and high 

layers, to check that the right contents were received. 

4) Another reliability issue is finding a working path through a network. Often there 

are multiple paths between a source and destination, and in a large network, there 

may be some links or routers that are broken. Suppose that the network is down in 

Germany. Packets sent from London to Rome via Germany will not get through, 

but we could instead send packets from London to Rome via Paris. 

5) A second design issue concerns the evolution of the network. Over time, 

networks grow larger and new designs emerge that need to be connected to the 

existing network. We have recently seen the key structuring mechanism used to 

http://ecomputernotes.com/images/Extended-coverage-through-an-ad-hoc-network.jpg
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support change by dividing the overall problem and hiding implementation 

details: protocol layering. There are many other strategies as well.  

6) Since there are many computers on the network, every layer needs a mechanism 

for identifying the senders and receivers that are involved in a particular message. 

This mechanism is called addressing or naming, in the low and high layers, 

respectively.  

7) An aspect of growth is that different network technologies often have different 

limitations. For example, not all communication channels preserve the order of 

messages sent on them, leading to solutions that number messages. Another 

example is differences in the maximum size of a message that the networks can 

transmit. This leads to mechanisms for disassembling, transmitting, and then 

reassembling messages. This overall topic is called internetworking.  

8) When networks get large, new problems arise. Cities can have traffic jams, a 

shortage of telephone numbers, and it is easy to get lost. Not many people have 

these problems in their own neighbourhood, but citywide they may be a big issue. 

Designs that continue to work well when the network gets large are said to be 

scalable. 

9) A third design issue is resource allocation. Networks provide a service to hosts 

from their underlying resources, such as the capacity of transmission lines. To do 

this well, they need mechanisms that divide their resources so that one host does 

not interfere with another too much. Many designs share network bandwidth 

dynamically, according to the short term needs of hosts, rather than by giving 

each host a fixed fraction of the bandwidth that it may or may not use. This design 

is called statistical multiplexing, meaning sharing based on the statistics of 

demand. It can be applied at low layers for a single link, or at high layers for a 

network or even applications that use the network. An allocation problem that 

occurs at every level is how to keep a fast sender from swamping a slow receiver 

with data. Feedback from the receiver to the sender is often used. This subject is 

called flow control. Sometimes the problem is that the network is oversubscribed 

because too many computers want to send too much traffic, and the network 

cannot deliver it all. This overloading of the network is called congestion. One 

strategy is for each computer to reduce its demand when it experiences 

congestion. It, too, can be used in all layers.  

10) It is interesting to observe that the network has more resources to offer than 

simply bandwidth. For uses such as carrying live video, the timeliness of delivery 

matters a great deal. Most networks must provide service to applications that want 

this real-time delivery at the same time that they provide service to applications 

that want high throughput. Quality of service is the name given to mechanisms 

that reconcile these competing demands. 
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11) The last major design issue is to secure the network by defending it against 

different kinds of threats. One of the threats we have mentioned previously is that 

of eavesdropping on communications. Mechanisms that provide confidentiality 

defend against this threat, and they are used in multiple layers. Mechanisms for 

authentication prevent someone from impersonating someone else. 

10) Difference between Simplex, Half and Full duplex Transmission? 

Answer: - 
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11) Difference between Synchronous and Asynchronous Transmission? 

Answer: - 
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12) Differences between LAN, MAN, WAN? 

Answer: - 
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Unit-3  

1) What is Spanning tree? Describe the steps of creating a spanning tree? 

Answer:  - 

1) In graph theory, a spanning tree is a graph in which there is no loop. In a bridged 

LAN, this means creating a topology in which each LAN can be reached from any 

other LAN through one path only (no loop). 

2) We cannot change the physical topology of the system because of physical 

connections between cables and bridges, but we can create a logical topology that 

overlay the physical one.  

3) Figure shows a system with four LANs and five bridges. We have shown the physical 

system and its representation in graph theory. Although some textbooks represent the 

LANs as nodes and the bridges as the connecting arcs, we have shown both LANs 

and bridges as nodes. 

4)  The connecting arcs show the connection of a LAN to a bridge and vice versa. To 

find the spanning tree, we need to assign a cost (metric) to each arc.  

5) The interpretation of the cost is left up to the systems administrator. It may be the 

path with minimum hops (nodes), the path with minimum delay, or the path with 

maximum bandwidth.  

6) If two ports have the same shortest value, the systems administrator just chooses one. 

We have chosen the minimum hops. 

7) The process to find the spanning tree involves three steps: 

A)  Every bridge has a built-in ID (normally the serial number, which is unique). 

Each bridge broadcasts this ID so that all bridges know which one has the 

smallest ID. The bridge with the smallest ID is selected as the root bridge (root of 

the tree). We assume that bridge B1 has the smallest ID. It is, therefore, selected 

as the root bridge. 

B) The algorithm tries to find the shortest path (a path with the shortest cost) from 

the root bridge to every other bridge or LAN. The shortest path can be found by 

examining the total cost from the root bridge to the destination. Figure 15.9 shows 

the shortest paths.  

C) The combination of the shortest paths creates the shortest tree, which is also 

shown in Figure. 

D) Based on the spanning tree, we mark the ports that are part of the spanning tree, 

the forwarding ports, which forward a frame that the bridge receives. We also 

mark those ports that are not part of the spanning tree, the blocking ports, which 

block the frames received by the bridge. Figure 15.10 shows the physical systems 

of LANs with forwarding points (solid lines) and blocking ports (broken lines). 
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2) Explain Backbone Network? 

Answer: -  

1) A backbone network allows several LANs to be connected. In a backbone network, 

no station is directly connected to the backbone; the stations are part of a LAN, and 

the backbone connects the LANs.  

2) The backbone is itself a LAN that uses a LAN protocol such as Ethernet; each 

connection to the backbone is itself another LAN.  

3) Although much different architecture can be used for a backbone, we discuss only the 

two most common: the bus and the star. 

4) Bus Backbone 

 
A) In a bus backbone, the topology of the backbone is a bus. The backbone itself can 

use one of the protocols that support a bus topology such as lOBase5 or lOBase2. 



Computer Network Unit-3 (Networking Devices) 
 

Prathamesh Jadhav Notes Page 3 
 

B) Bus backbones are normally used as a distribution backbone to connect different 

buildings in an organization. 

C)  Each building can comprise either a single LAN or another backbone (normally a 

star backbone). A good example of a bus backbone is one that connects single- or 

multiple-floor buildings on a campus.  

D) Each single-floor building usually has a single LAN. Each multiple-floor building 

has a backbone (usually a star) that connects each LAN on a floor.  

E) A bus backbone can interconnect these LANs and backbones. Figure shows an 

example of a bridge-based backbone with four LANs. 

F)  If a station in a LAN needs to send a frame to another station in the same LAN, 

the corresponding bridge blocks the frame; the frame never reaches the backbone.  

G) However, if a station needs to send a frame to a station in another LAN, the 

bridge passes the frame to the backbone, which is received by the appropriate 

bridge and is delivered to the destination LAN.  

H) Each bridge connected to the backbone has a table that shows the stations on the 

LAN side of the bridge. The blocking or delivery of a frame is based on the 

contents of this table. 

5) Star Backbone 

 
A) In a star backbone, sometimes called a collapsed or switched backbone, the 

topology of the backbone is a star. In this configuration, the backbone is just one 

switch (that is why it is called, erroneously, a collapsed backbone) that connects 

the LANs. 

B) Star backbones are mostly used as a distribution backbone inside a building. In a 

multi floor building, we usually find one LAN that serves each particular floor. 

C)  A star backbone connects these LANs. The backbone network, which is just a 

switch, can be installed in the basement or the first floor, and separate cables can 

run from the switch to each LAN. 
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D)  If the individual LANs have a physical star topology, either the hubs (or 

switches) can be installed in a closet on the corresponding floor, or all can be 

installed close to the switch.  

E) We often find a rack or chassis in the basement where the backbone switch and all 

hubs or switches are installed. 

3) Explain 2-Layer 3-Layer switch and Bridge and gateway? 

Answer: - 

1) A two-layer switch or a three-layer switch. A three-layer switch is used at the 

network layer; it is a kind of router. The two-layer switch performs at the physical 

and data link layers.  

2) Two-Layer Switches: A two-layer switch is a bridge, a bridge with many ports and a 

design that allows better (faster) performance. A bridge with a few ports can connect 

a few LANs together. A bridge with many ports may be able to allocate a unique port 

to each station, with each station on its own independent entity. This means no 

competing traffic (no collision, as we saw in Ethernet). 

3) A two-layer switch, as a bridge does, makes a filtering decision based on the MAC 

address of the frame it received. However, a two-layer switch can be more 

sophisticated. It can have a buffer to hold the frames for processing. It can have a 

switching factor that forwards the frames faster. Some new two-layer switches, called 

cut-through switches, have been designed to forward the frame as soon as they 

check the MAC addresses in the header of the frame. 

4) Three-Layer Switches: -A three-layer switch is a router, but a faster and more 

sophisticated. The switching fabric in a three-layer switch allows faster table lookup 

and forwarding. In this book, we use the terms router and three-layer switch 

interchangeably. 

5) Routers: -A router is a three-layer device that routes packets based on their logical 

addresses (host-to-host addressing). A router normally connects LANs and WANs in 

the Internet and has a routing table that is used for making decisions about the route. 

The routing tables are normally dynamic and are updated using routing protocols. 

Figure shows a part of the Internet that uses routers to connect LANs and WANs. 

6) Gateway: - A gateway is normally a computer that operates in all five layers of the 

Internet or seven layers of OSI model. A gateway takes an application message, reads 

it, and interprets it. This means that it can be used as a connecting device between two 

internetworks that use different models.  

7) For example, a network designed to use the OSI model can be connected to another 

network using the Internet model. The gateway connecting the two systems can take a 

frame as it arrives from the first system, move it up to the OSI application layer, and 

remove the message. 

8) Gateways can provide security. The gateway is used to filter unwanted application-

layer messages. 
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4) What is router? Explain the internal working of a router? 

Answer: - 

1) Router: -A router is a three-layer device that routes packets based on their logical 

addresses (host-to-host addressing). A router normally connects LANs and WANs in 

the Internet and has a routing table that is used for making decisions about the route. 

The routing tables are normally dynamic and are updated using routing protocols. 

Figure shows a part of the Internet that uses routers to connect LANs and WANs. 

2) Forwarding function—the actual transfer of packets from a router’s incoming links 

to the appropriate outgoing links at that router. 

3) A high-level view of generic router architecture is shown in Figure 4.6. Four router 

components can be identified: 

 
4) Input ports: - An input port performs several key functions. It performs the physical 

layer function of terminating an incoming physical link at a router; this is shown in 

the leftmost box of the input port and the rightmost box of the output port in Figure 

4.6. An input port also performs link-layer functions needed to interoperate with the 

link layer at the other side of the incoming link; this is represented by the middle 

boxes in the input and output ports. Perhaps most crucially, the lookup function is 

also performed at the input port; this will occur in the rightmost box of the input port. 

It is here that the forwarding table is consulted to determine the router output port to 

which an arriving packet will be forwarded via the switching fabric. Control packets 

(for example, packets carrying routing protocol information) are forwarded from an 

input port to the routing processor. Note that the term port here— referring to the 

physical input and output router interfaces—is distinctly different from the software 

ports associated with network applications and sockets. 

5) Switching fabric: - The switching fabric connects the router’s input ports to its 

output ports. This switching fabric is completely contained within the router— a 

network inside of a network router. 

6) Output ports: - An output port stores packet received from the switching fabric and 

transmits these packets on the outgoing link by performing the necessary link-layer 
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and physical-layer functions. When a link is bidirectional (that is, carries traffic in 

both directions), an output port will typically be paired with the input port for that 

link on the same line card (a printed circuit board containing one or more input ports, 

which is connected to the switching fabric). 

7) Routing processor: - The routing processor executes the routing protocols maintains 

routing tables and attached link state information, and computes the forwarding table 

for the router. It also performs the network management functions. 

5) Short note on M/M/1 as a packet processing model? 

6) Explain the spanning tree creation in broadcast routing. Also explain how the 

redundant packets are not received by the nodes?  

7) Why do routers need queuing algorithm? Explain M/M/1 model? 

8) Short note on Intermediate Devices?  (Refer Educlash notes) 

OR 

What are the intermediate devices? Discuss the various intermediate devices used at 

the various layers? 

OR 

What are the connecting devices? Explain the various connecting device used at the 

various layers of the communication model? 

OR 

How many types of different devices are required to interconnect the network? 

9) Short note on Tunnelling? Page no-429 (tanebaum book) 
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Unit-4 

1) Short Note on SMTP?   “(Nov 2013)” 

Answer: - 

1) Message Transfer Agent: SMTP 

2) The actual mail transfer is done through message transfer agents. To send mail, a 

system must have the client MTA, and to receive mail, a system must have a server 

MTA. 

3)  The formal protocol that defines the MTA client and server in the Internet is called 

the Simple Mail Transfer Protocol (SMTP).  

4) As we said before, two pairs of MTA client/server programs are used in the most 

common situation (fourth scenario). Figure shows the range of the SMTP protocol in 

this scenario.  

5) SMTP is used two times, between the sender and the sender's mail server and 

between the two mail servers. As we will see shortly, another protocol is needed 

between the mail server and the receiver. 

6)  SMTP simply defines how commands and responses must be sent back and forth. 

Each network is free to choose a software package for implementation. We discuss 

the mechanism of mail transfer by SMTP in the remainder of the section. 

 
7) Commands and Responses:- SMTP uses commands and responses to transfer 

messages between an MTA client and an MTA server. 
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8) Each command or reply is terminated by a two-character (carriage return and line 

feed) end-of-line token. 

9) Commands: -Commands are sent from the client to the server. The format of a 

command is shown in Figure. It consists of a keyword followed by zero or more 

arguments. SMTP defines 14 commands. The first five are mandatory; every 

implementation must support these five commands. The next three are often used and 

highly recommended. The last six are seldom used. 

10) Responses: -Responses are sent from the server to the client. A response is a three 

digit code that may be followed by additional textual information. Table lists some of 

the responses. 
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2) List types of messages in DNS. Explain? 

Answer: - 

1) DNS has two types of messages: query and response. Both types have the same 

format. The query message consists of a header and question records; the response 

message consists of a header, question records, answer records, authoritative records, 

and additional records. 

 
2) Header: Both query and response messages have the same header format with some 

fields set to zero for the query messages. The header is 12 bytes. 

 
3) The header fields are as follows:  

A) Identification: This is a 16-bit field used by the client to match the response with 

the query. The client uses a different identification number each time it sends a 

query. The server duplicates this number in the corresponding response.  

B)  Flags: This is a 16-bit field consisting of the subfields. 

 
4) A brief description of each flag subfield follows.  

A) QR (query/response). This is a 1-bit subfield that defines the type of message. If 

it is 0, the message is a query. If it is 1, the message is a response.  

B) OpCode. This is a 4-bit subfield that defines the type of query or response (0 if 

standard, 1 if inverse, and 2 if a server status request).  

C) AA (authoritative answer). This is a 1-bit subfield. When it is set (value of 1) it 

means that the name server is an authoritative server. It is used only in a response 

message.  

D)  TC (truncated). This is a 1-bit subfield. When it is set (value of 1), it means that 

the response was more than 512 bytes and truncated to 512. It is used when DNS 

uses the services of UDP (see Section 19.8 on Encapsulation).  
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E) RD (recursion desired). This is a 1-bit subfield. When it is set (value of 1) it 

means the client desires a recursive answer. It is set in the query message and 

repeated in the response message.  

F) RA (recursion available). This is a 1-bit subfield. When it is set in the response, 

it means that a recursive response is available. It is set only in the response 

message. 

  

 

G) Reserved. This is a 3-bit subfield set to 000. h. rCode. This is a 4-bit field that 

shows the status of the error in the response. Of course, only an authoritative 

server can make such a judgment. Table 19.2 shows the possible values for this 

field.  

 

❑ Number of question records. This is a 16-bit field containing the number of 

queries in the question section of the message.  

❑ Number of answer records. This is a 16-bit field containing the number of 

answer records in the answer section of the response message. Its value is zero in the 

query message. 

 ❑ Number of authoritative records. This is a 16-bit field containing the number of 

authoritative records in the authoritative section of a response message. Its value is 

zero in the query message.  

❑ Number of additional records. This is a 16-bit field containing the number of 

additional records in the additional section of a response message. Its value is zero in 

the query message.  

5) Question Section This is a section consisting of one or more question records. It is 

present on both query and response messages. We will discuss the question records in 

a following section. 

6) Answers Section This is a section consisting of one or more resource records. It is 

present only on response messages. This section includes the answer from the server 

to the client (resolver). We will discuss resource records in a following section. 

7) Authoritative Section This is a section consisting of one or more resource records. It 

is present only on response messages. This section gives information (domain name) 

about one or more authoritative servers for the query. 

8) Additional Information Section This is a section consisting of one or more resource 

records. It is present only on response messages. This section provides additional 

information that may help the resolver. For example, a server may give the domain 
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name of an authoritative server to the resolver in the authoritative section, and include 

the IP address of the same authoritative server in the additional information section. 

3) Short Note on FTP? 

Answer: - 

1) File Transfer Protocol (FTP) is the standard mechanism provided by TCP/IP for 

copying a file from one host to another. 

2) FTP differs from other client-server applications in that it establishes two connections 

between the hosts. One connection is used for data transfer, the other for control 

information (commands and responses). Separation of commands and data transfer 

makes FTP more efficient. The control connection uses very simple rules of 

communication. 

3) FTP uses two well-known TCP ports: Port 21 is used for the control connection, and 

port 20 is used for the data connection. 

4) The client has three components: user interface, client control process, and the client 

data transfer process. The server has two components: the server control process and 

the server data transfer process. The control connection is made between the control 

processes. The data connection is made between the data transfer processes. 

5) The control connection remains connected during the entire interactive FTP session. 

The data connection is opened and then closed for each file transferred. It opens each 

time commands that involve transferring files are used, and it closes when the file is 

transferred. 

 
6) Control Connection 
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7) The control connection is created in the same way as other application programs 

described so far. There are two steps: 1. The server issues a passive open on the well-

known port 21 and waits for a client. 2. The client uses an ephemeral port and issues 

an active open. The connection remains open during the entire process. The service 

type, used by the IP protocol, is minimizing delay because this is an interactive 

connection between a user (human) and a server. 

8) Data Connection 

 
9)  The data connection uses the well-known port 20 at the server site. However, the 

creation of a data connection is different from what we have seen so far. The 

following shows how FTP creates a data connection:  

1. The client, not the server, issues a passive open using an ephemeral port. This must 

be done by the client because it is the client that issues the commands for transferring 

files.  
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2. The client sends this port number to the server using the PORT command (we will 

discuss this command shortly.  

3. The server receives the port number and issues an active open using the well-

known port 20 and the received ephemeral port number. 

 

4) Short Note on MIME? 

Answer: - 

1) MIME Electronic mail has a simple structure. Its simplicity, however, comes with a 

price. It can send messages only in NVT 7-bit ASCII format. In other words, it has 

some limitations. It cannot be used for languages other than English (such as French, 

German, Hebrew, Russian, Chinese, and Japanese). Also, it cannot be used to send 

binary files or video or audio data.   

2) Multipurpose Internet Mail Extensions (MIME) is a supplementary protocol that 

allows non-ASCII data to be sent through e-mail. MIME transforms non-ASCII data 

at the sender site to NVT ASCII data and delivers it to the client MTA to be sent 

through the Internet. The message at the receiving site is transformed back to the 

original data.  

3) We can think of MIME as a set of software functions that transforms non-ASCII data 

to ASCII data and vice versa, as shown in Figure – 

 
4) MIME Headers – MIME defines five headers that can be added to the original e-

mail header section to define the transformation parameters:  

a) MIME-Version: - This header defines the version of MIME used. The current 

version is 1.1. 

b) Content-Type: - This header defines the type of data used in the body of the 

message. The content type and the content subtype are separated by a slash. 

Depending on the subtype, the header may contain other parameters. MIME 

allows seven different types of data, listed in Table –  
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c) Content-Transfer-Encoding: - Content-Transfer-Encoding – This header defines 

the method used to encode the messages into 0s and 1s for transport: Content-

Transfer-

Encoding: 

<type> The five 

types of 

encoding 

methods are 

listed in Table  

 

 

d) Content-Id: - This header uniquely identifies the whole message in a multiple 

message environment. 

e) Content-Description: - This header defines whether the body is image, audio, or 

video.   

Figure – shows the MIME headers.  

 

5) Short Note on POP3? 

Answer: - 

1) Post Office Protocol, version 3 (POP3) is simple and limited in functionality. The 

client POP3 software is installed on the recipient computer; the server POP3 software 

is installed on the mail server. Mail access starts with the client when the user needs 

to download its e-mail from the mailbox on the mail server. The client opens a 

connection to the server on TCP port 110. It then sends its user name and password to 

access the mailbox. The user can then list and retrieve the mail messages, one by one. 

Figure shows an example of downloading using POP3. ‘ 

2) POP3 begins when the user agent (the client) opens a TCP connection to the mail 

server (the server) on port 110. With the TCP connection established, POP3 

progresses through three phases: authorization, transaction, and update. During the 

first phase, authorization, the user agent sends a username and a password (in the 
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clear) to authenticate the user. During the second phase, transaction, the user agent 

retrieves messages; also during this phase, the user agent can mark messages for 

deletion, remove deletion marks, and obtain mail statistics. The third phase, update, 

occurs after the client has issued the quit command, ending the POP3 session; at this 

time, the mail server deletes the messages that were marked for deletion. 

3) In a POP3 transaction, the user agent issues commands, and the server responds to 

each command with a reply. There are two possible responses: +OK (sometimes 

followed by server-to-client data), used by the server to indicate that the previous 

command was fine; and -ERR, used by the server to indicate that something was 

wrong with the previous command. 

4) The authorization phase has two principal commands: user <username> and pass 

<password>. To illustrate these two commands, we suggest that you Telnet directly 

into a POP3 server, using port 110, and issue these commands. 

 
5) POP3 has two modes: the delete mode and the keep mode.  

6) In the delete mode, the mail is deleted from the mailbox after each retrieval. In the 

keep mode, the mail remains in the mailbox after retrieval. The delete mode is 

normally used when the user is working at her permanent computer and can save and 

organize the received mail after reading or replying.  

7) The keep mode is normally used when the user accesses her mail away from her 

primary computer (e.g., a laptop). The mail is read but kept in the system for later 

retrieval and organizing. 

8) A problem with this download-and-delete mode is that the recipient, Bob, may be 

nomadic and may want to access his mail messages from multiple machines, for 

example, his office PC, his home PC, and his portable computer. The downloadand-
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delete mode partitions Bob’s mail messages over these three machines; in particular, 

if Bob first reads a message on his office PC, he will not be able to reread the 

message from his portable at home later in the evening. In the download-and keep 

mode, the user agent leaves the messages on the mail server after downloading them. 

In this case, Bob can reread messages from different machines; he can access a 

message from work and access it again later in the week from home. 

9) During a POP3 session between a user agent and the mail server, the POP3 server 

maintains some state information; in particular, it keeps track of which user messages 

have been marked deleted. However, the POP3 server does not carry state 

information across POP3 sessions. This lack of state information across sessions 

greatly simplifies the implementation of a POP3 server. 

6) Short Note on IMAP? 

Answer: - 

1) Definition of IMAP 

2) Internet Mail Accessing Protocol (IMAP) is also a mail accessing agent like POP3. 

But it is more powerful, has more features and is more complex than POP3. The 

POP3 protocol was found deficient in many ways. So IMAP  is introduced to 

overcome these deficiencies. 

3) POP3 does not allow a user to organize mails on the mailbox. The user cannot create 

different folders on the server. The user cannot partially check the content of emails 

before downloading them. The user has to download an email to read it, in POP. 

 
4) IMAP is used to access the mail from the mailbox at the mail server. Using IMAP the 

user can check the email header before downloading it. The user is able to check the 

content of the email for a particular string of character that too before downloading 

the email. 

5) In case, the bandwidth is limited, using IMAP the user can partially download the 

mail. It is useful in case the email contains multimedia with high bandwidth 

requirement. The user can create, delete or rename the mailboxes on the server. The 

user can also create a hierarchy of these mailboxes in a folder. This is how IMAP is 

more powerful than POP3 protocol. 
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7) Short Note on HTTP? 

Answer: - 

1) HTTP is a Hyper Text Transfer Protocol. It helps in accessing data from the World 

Wide Web. HTTP works similar to the combine functions of FTP and SMTP. Similar 

to the functioning of FTP because like FTP, it transfers file using service of TCP. 

But it uses only one TCP connection i.e. data connection, no separate Control 

Connection is used in HTTP. HTTP uses services of TCP on port no 80. 

2) HTTP is similar to SMTP because the data transferred between client and server 

appears like SMTP messages. But HTTP messages are not destined to the humans for 

reading; they are interpreted and read by the web server and web browser. Unlike 

SMTP messages, HTTP messages are delivered immediately instead of storing and 

then forwarding. 

3) The commands from the client side are sent in a request message to the web server. 

The web server sends the requested content in a response message. The HTTP does 

not provide any security, to enable security it is run over the Secure Socket layer. 

8)  Explain architecture of E-mail and give four scenario? 

Answer: - 

1) First Scenario – 

A) In the first scenario, the sender and the receiver of the e-mail are users (or 

application programs) on the same mail server; they are directly connected to a 

shared mail server. The administrator has created one mailbox for each user 

where the received messages are stored.    

B) A mailbox is part of a local hard drive, a special file with permission restrictions. 

Only the owner of the mailbox has access to it. When Alice needs to send a 

message to Bob, she runs a user agent (UA) program to prepare the message and 

store it in Bob’s mailbox.    

C) The message has the sender and recipient mailbox addresses (names of files). Bob 

can retrieve and read the contents of his mailbox at his convenience using a user 

agent. Figure – shows the concept.   

D) This is similar to the traditional memo exchange between employees in an office. 

There is a mail room where each employee has a mailbox with his or her name on 

it.    

E) When Alice needs to send a memo to Bob, she writes the memo and inserts it into 

Bob’s mailbox. When Bob checks his mailbox, he finds Alice’s memo and reads 

it.   

F) When the sender and the receiver of an e-mail are on the same mail server, 

we need only two user agents.   
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2) Second Scenario –  

A) In the second scenario, the sender and the receiver of the e-mail are users (or 

application programs) on two different mail servers. The message needs to be sent 

over the Internet. Here we need user agents (UAs) and message transfer agents 

(MTAs) as shown in Figure –  

B) Alice needs to use a user agent program to send her message to the mail server  at  

own site. The mail server at her site uses a queue (spool) to store messages 

waiting to be sent. Bob also needs a user agent program to retrieve messages 

stored in the mailbox of the system at his site.   

C)  The message, however, needs to be sent through the Internet from Alice’s site to 

Bob’s site. Here two message transfer agents are needed: one client and one 

server. Like most client-server programs on the Internet, the server needs to run 

all of the time because it does not know when a client will ask for a connection.   

D) The client, on the other hand, can be triggered by the system when there is a 

message in the queue to be sent.   

E) When the sender and the receiver of an e-mail are on different mail servers, 

we need two UAs and a pair of MTAs (client and server).   

 
3) Third Scenario  

A) Figure – shows the third scenario. Bob, as in the second scenario, is directly 

connected to his mail server. Alice, however, is separated from her mail server. 

Alice is either connected to the mail server via a point-to-point WAN—such as a 

dial-up modem, a DSL, or a cable modem—or she is connected to a LAN in an 

organization that uses one mail server for handling e-mails; all users need to send 

their messages to this mail server.  

B)  Alice still needs a user agent to prepare her message. She then needs to send the 

message through the LAN or WAN. This can be done through a pair of message 
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transfer agents (client and server). Whenever Alice has a message to send, she 

calls the user agent which, in turn, calls the MTA client.  

C) The MTA client establishes a connection with the MTA server on the system, 

which is running all the time. The system at Alice’s site queues all messages 

received. It then uses an MTA client to send the messages to the system at Bob’s 

site; the system receives the message and stores it in Bob’s mailbox.   

D) At his convenience, Bob uses his user agent to retrieve the message and reads it. 

Note that we need two pairs of MTA client-server programs.   

E) When the sender is connected to the mail server via a LAN or a WAN, we 

need two UAs and two pairs of MTAs (client and server).   

 
4) Fourth Scenario –   

A) In the fourth and most common scenario, Bob is also connected to his mail server 

by a WAN or a LAN. After the message has arrived at Bob’s mail server, Bob 

needs to retrieve it. Here, we need another set of client-server agents, which we 

call message access agents (MAAs). Bob uses an MAA client to retrieve his 

messages.    

B) The client sends a request to the MAA server, which is running all the time, and 

requests the transfer of the messages. The situation is shown in Figure –  

C)  When both sender and receiver are connected to the mail server via a LAN 

or a WAN, we need two UAs, two pairs of MTAs (client and server), and a 

pair of MAAs (client and server). This is the most common situation today.   
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9) Short Note on Telnet? 

Answer: - 

1) Telnet, defined in RFC 854, is a popular application-layer protocol used for remote 

login. It runs over TCP and is designed to work between any pair of hosts. 

2) Telnet is an interactive application. We discuss a Telnet example here, as it nicely 

illustrates TCP sequence and acknowledgment numbers. We note that many users 

now prefer to use the SSH protocol rather than Telnet, since data sent in a Telnet 

connection (including passwords!) is not encrypted, making Telnet vulnerable to 

eavesdropping attacks. 

3) Host A initiates a Telnet session with Host B. Because Host A initiates the session, it 

is labelled the client, and Host B is labelled the server. Each character typed by the 

user (at the client) will be sent to the remote host; the remote host will send back a 

copy of each character, which will be displayed on the Telnet user’s screen. This 

“echo back” is used to ensure that characters seen by the Telnet user have already 

been received and processed at the remote site. Each character thus traverses the 

network twice between the time the user hits the key and the time the character is 

displayed on the user’s monitor. 



Computer Network Unit-4 
 

Prathamesh Jadhav Page 15 
 

 
4) The user types a single letter, ‘C,’and then grabs a coffee. Let’s examine the TCP 

segments that are sent between the client and server. As shown in Figure 3.31, we 

suppose the starting sequence numbers are 42 and 79 for the client and server, 

respectively. Recall that the sequence number of a segment is the sequence number of 

the first byte in the data field. Thus, the first segment sent from the client will have 

sequence number 42; the first segment sent from the server will have sequence 

number 79. Recall that the acknowledgment number is the sequence number of the 

next byte of data that the host is waiting for. After the TCP connection is established 

but before any data is sent, the client is waiting for byte 79 and the server is waiting 

for byte 42. 

5) The first segment is sent from the client to the server, containing the 1-byte ASCII 

representation of the letter ‘C’ in its data field. This first segment also has 42 in its 

sequence number field, as we just described. Also, because the client has not yet 

received any data from the server, this first segment will have 79 in its 

acknowledgment number field. 

6) The second segment is sent from the server to the client. It serves a dual purpose. 

First it provides an acknowledgment of the data the server has received. By putting 43 

in the acknowledgment field, the server is telling the client that it has successfully 

received everything up through byte 42 and is now waiting for bytes 43 onward. The 

second purpose of this segment is to echo back the letter ‘C.’ Thus; the second 

segment has the ASCII representation of ‘C’in its data field. This second segment has 

the sequence number 79, the initial sequence number of the server-to client data flow 

of this TCP connection, as this is the very first byte of data that the server is sending. 

Note that the acknowledgment for client-to-server data is carried in a segment 
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carrying server-to-client data; this acknowledgment is said to be piggybacked on the 

server-to-client data segment. 

7) The third segment is sent from the client to the server. Its sole purpose is to 

acknowledge the data it has received from the server. (Recall that the second segment 

contained data—the letter ‘C’—from the server to the client.) This segment has an 

empty data field (that is, the acknowledgment is not being piggybacked with any 

client-to-server data). The segment has 80 in the acknowledgment number field 

because the client has received the stream of bytes up through byte sequence number 

79 and it is now waiting for bytes 80 onward. You might think it odd that this 

segment also has a sequence number since the segment contains no data. But because 

TCP has a sequence number field, the segment needs to have some sequence number. 

10) Short Note on SNMP? 

Answer: - 

1) The Simple Network Management Protocol (SNMP) is a framework for managing 

devices in an internet using the TCPIIP protocol suite. It provides a set of 

fundamental operations for monitoring and maintaining an internet. 

2) SNMP uses the concept of manager and agent. That is, a manager, usually a host, 

controls and monitors a set of agents, usually routers. 

3) SNMP is an application-level protocol in which a few manager stations control a set 

of agents. The protocol is designed at the application level so that it can monitor 

devices made by different manufacturers and installed on different physical networks. 

In other words, SNMP frees management tasks from both the physical characteristics 

of the managed devices and the underlying networking technology. It can be used in a 

heterogeneous internet made of different LANs and WANs connected by routers 

made by different manufacturers. 

 
4) Managers and Agents 

A) A management station, called a manager, is a host that runs the SNMP client 

program.  

B) A managed station, called an agent, is a router (or a host) that runs the SNMP 

server program. Management is achieved through simple interaction between a 

manager and an agent.  
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C) The agent keeps performance information in a database. The manager has access 

to the values in the database. For example, a router can store in appropriate 

variables the number of packets received and forwarded.  

D) The manager can fetch and compare the values of these two variables to see if the 

router is congested or not. The manager can also make the router perform certain 

actions. For example, a router periodically checks the value of a reboot counter to 

see when it should reboot itself. It reboots itself, for example, if the value of the 

counter is O.  

E) The manager can use this feature to reboot the agent remotely at any time. It 

simply sends a packet to force a 0 value in the counter. Agents can also contribute 

to the management process. The server program running on the agent can check 

the environment, and if it notices something unusual, it can send a warning 

message, called a trap, to the manager. In other words, management with SNMP 

is based on three basic ideas: 

 A manager checks an agent by requesting information that reflects the 

behaviour of the agent.  

 A manager forces an agent to perform a task by resetting values in the 

agent database.  

 An agent contributes to the management process by warning the manager 

of an unusual situation. 

5) Management Components: - SNMP uses two other protocols: Structure of 

Management Information (SMI) and Management Information Base (MIB). In other 

words, management on the Internet is done through the cooperation of the three 

protocols SNMP, SMI, and MIB. 

 
A) Role of SNMP: -SNMP has some very specific roles in network management. It 

defines the format of the packet to be sent from a manager to an agent and vice 

versa. It also interprets the result and creates statistics (often with the help of other 

management software). The packets exchanged contain the object (variable) 
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names and their status (values). SNMP is responsible for reading and changing 

these values. 

B) Role of SMI: -To use SNMP, we need rules. We need rules for naming objects. 

This is particularly important because the objects in SNMP form a hierarchical 

structure (an object may have a parent object and some children objects). Part of a 

name can be inherited from the parent. We also need rules to define the type of 

the objects. What types of objects are handled by SNMP? Can SNMP handle 

simple types or structured types? How many simple types are available? What are 

the sizes of these types? What is the range of these types? In addition, how are 

each of these types encoded? We need these universal rules because we do not 

know the architecture of the computers that send, receive, or store these values. 

The sender may be a powerful computer in which an integer is stored as 8-byte 

data; the receiver may be a small computer that stores an integer as 4-byte data. 

SMI is a protocol that defines these rules. However, we must understand that SMI 

only defines the rules; it does not define how many objects are managed in an 

entity or which object uses which type. SMI is a collection of general rules to 

name objects and to list their types. The association of an object with the type is 

not done by SMI. 

C) Role of MIB: -We hope it is clear that we need another protocol. For each entity 

to be managed, this protocol must define the number of objects, name them 

according to the rules defined by SMI, and associate a type to each named object. 

This protocol is MIB. MIB creates a set of objects defined for each entity similar 

to a database (mostly metadata in a database, names and types without values). 

 

11) Explain Domain Naming System? Explain it all rule and components? 

Answer: - 

1) A user of an e-mail program may know the e-mail address of the recipient; however, 

the IP protocol needs the IP address. The DNS client program sends a request to a 

DNS server to map the e-mail address to the corresponding IP address. 

2) TCPIIP protocols use the IP address, which uniquely identifies the connection of a 

host to the Internet. However, people prefer to use names instead of numeric 

addresses. Therefore, we need a system that can map a name to an address or an 

address to a name. 

3) The Internet was small; mapping was done by using a host file. The host file had only 

two columns: name and address. Every host could store the host file on its disk and 

update it periodically from a master host file. When a program or a user wanted to 

map a name to an address, the host consulted the host file and found the mapping. 

4) It is impossible to have one single host file to relate every address with a name and 

vice versa. The host file would be too large to store in every host. In addition, it 

would be impossible to update all the host files every time there was a change. 
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5) One solution would be to store the entire host file in a single computer and allow 

access to this centralized information to every computer that needs mapping. But we 

know that this would create a huge amount of traffic on the Internet. 

6) Another solution, the one used today, is to divide this huge amount of information 

into smaller parts and store each part on a different computer. In this method, the host 

that needs mapping can contact the closest computer holding the needed information. 

This method is used by the Domain Name System (DNS). 

7) Distribution of Name Space: - The information contained in the domain name space 

must be stored. However, it is very inefficient and also unreliable to have just one 

computer store such a huge amount of information. It is inefficient because 

responding to requests from all over the world places a heavy load on the system. It is 

not unreliable because any failure makes the data inaccessible. 

A) Hierarchy of Name Servers: - The solution to these problems is to distribute the 

information among many computers called DNS servers. One way to do this is to 

divide the whole space into many domains based on the first level. In other words, 

we let the root stand alone and create as many domains (subtrees) as there are 

first-level nodes. Because a domain created in this way could be very large, DNS 

allows domains to be divided further into smaller domains (subdomains). Each 

server can be responsible (authoritative) for either a large or a small domain. 

 
B) Zone: - If a server accepts responsibility for a domain and does not divide the 

domain into smaller domains, the domain and the zone refer to the same thing. 

The server makes a database called a zone file and keeps all the information for 

every node under that domain. The information about the nodes in the 

subdomains is stored in the servers at the lower levels, with the original server 

keeping some sort of reference to these lower-level servers. Of course the original 

server does not free itself from responsibility totally: It still has a zone, but the 

detailed information is kept by the lower-level servers. A server can also divide 

part of its domain and delegate responsibility but still keep part of the domain for 
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itself. In this case, its zone is made of detailed information for the part of the 

domain that is not delegated and references to those parts that are delegated. 

 
C) Root Server: - A root server is a server whose zone consists of the whole tree. A 

root server usually does not store any information about domains but delegates its 

authority to other servers, keeping references to those servers. There are several 

root servers, each covering the whole domain name space. The servers are 

distributed all around the world 

D) Primary and Secondary Servers: - DNS defines two types of servers: primary 

and secondary. A primary server is a server that stores a file about the zone for 

which it is an authority. Itis responsible for creating, maintaining, and updating 

the zone file. It stores the zone file on a local disk. A secondary server is a server 

that transfers the complete information about a zone from another server (primary 

or secondary) and stores the file on its local disk. The secondary server neither 

creates nor updates the zone files. If updating is required, it must be done by the 

primary server, which sends the updated version to the secondary. The primary 

and secondary servers are both authoritative for the zones they serve. The idea is 

not to put the secondary server at a lower level of authority but to create 

redundancy for the data so that if one server fails, the other can continue serving 

clients. Note also that a server can be a primary server for a specific zone and a 

secondary server for another zone. 

12) What is meant by resolution in DNS explain? 

Answer: - 

1) Mapping a name to an address or an address to a name is called name-address 

resolution. 

2) Resolver: - 

A) DNS is designed as a client/server application. A host that needs to map an 

address to a name or a name to an address calls a DNS client called a resolver. 

The resolver accesses the closest DNS server with a mapping request. If the server 

has the information, it satisfies the resolver; otherwise, it either refers the resolver 

to other servers or asks other servers to provide the information. After the resolver 
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receives the mapping, it interprets the response to see if it is a real resolution or an 

error, and finally delivers the result to the process that requested it. 

3) Mapping Names to Addresses 

A) The resolver gives a domain name to the server and asks for the corresponding 

address. In this case, the server checks the generic domains or the country 

domains to find the mapping. If the domain name is from the generic domains 

section, the resolver receives a domain name such as "chal.atc.jhda.edu.". The 

query is sent by the resolver to the local DNS server for resolution. If the local 

server cannot resolve the query, it either refers the resolver to other servers or 

asks other servers directly. If the domain name is from the country domains 

section, the resolver receives a domain name such as "ch.jhda.cu.ca.us.". The 

procedure is the same. 

4) Mapping Addresses to Names 

A) A client can send an IP address to a server to be mapped to a domain name. As 

mentioned before, this is called a PTR query. To answer queries of this kind, DNS 

uses the inverse domain. However, in the request, the IP address is reversed and 

the two labels in-addr and arpa are appended to create a domain acceptable by the 

inverse domain section. For example, if the resolver receives the IF address 

132.34.45.121, the resolver first inverts the address and then adds the two labels 

before sending. The domain name sent is "121.45.34.132.in-addr.arpa." which is 

received by the local DNS and resolved. 

5) Recursive Resolution 

A) The client (resolver) can ask for a recursive answer from a name server. This 

means that the resolver expects the server to supply the final answer. If the server 

is the authority for the domain name, it checks its database and responds. If the 

server is not the authority, it sends the request to another server (the parent 

usually) and waits for the response. If the parent is the authority, it responds; 

otherwise, it sends the query to yet another server. When the query is finally 

resolved, the response travels back until it finally reaches the requesting client. 

This is called recursive resolution and is shown in Figure. 
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6) Iterative Resolution 

A) If the client does not ask for a recursive answer, the mapping can be done 

iteratively. If the server is an authority for the name, it sends the answer. Ifit is 

not, it returns (to the client) the IP address of the server that it thinks can resolve 

the query. The client is responsible for repeating the query to this second server. If 

the newly addressed server can resolve the problem, it answers the query with the 

IP address; otherwise, it returns the IP address of a new server to the client. Now 

the client must repeat the query to the third server. This process is called iterative 

resolution because the client repeats the same query to multiple servers. In Figure 

25.13 the client queries four servers before it gets an answer from the 

mcgraw.com server. 

 
7) Caching 

A) Each time a server receives a query for a name that is not in its domain, it needs to 

search its database for a server IP address. Reduction of this search time would 

increase efficiency. DNS handles this with a mechanism called caching. When a 

server asks for a mapping from another server and receives the response, it stores 

this information in its cache memory before sending it to the client. If the same or 

another client asks for the same mapping, it can check its cache memory and 

solve the problem. Inform the client that the response is coming from the cache 

memory and not from an authoritative source, the server marks the response as 

unauthoritative. 

B) Caching speeds up resolution, but it can also be problematic. If a server caches a 

mapping for a long time, it may send an outdated mapping to the client. To 

counter this, two techniques are used. First, the authoritative server always adds 

information to the mapping called time-to-live (TTL). It defines the time in 

seconds that the receiving server can cache the information. After that time, the 

mapping is invalid and any query must be sent again to the authoritative server. 
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Second, DNS requires that each server keep a TTL counter for each mapping it 

caches. The cache memory must be searched periodically, and those mappings 

with an expired TTL must be purged. 

13) Describe the steps involved in communication between web and HTTP? 

Answer: - 

1) The steps of transferring a Web page from server to client for the case of non-

persistent connections. The page consists of a base HTML file and 10 JPEG images, 

and that all 11 of these objects reside on the same server. Further suppose the URL 

for the base HTML file is 

http://www.someSchool.edu/someDepartment/home.index 

2) The HTTP client process initiates a TCP connection to the server 

www.someSchool.edu on port number 80, which is the default port number for 

HTTP. Associated with the TCP connection, there will be a socket at the client and a 

socket at the server.  

3) The HTTP client sends an HTTP request message to the server via its socket. The 

request message includes the path name /someDepartment/home.index. (We will 

discuss HTTP messages in some detail below.)  

4) The HTTP server process receives the request message via its socket, retrieves the 

object /someDepartment/home.index from its storage (RAM or disk), encapsulates 

the object in an HTTP response message, and sends the response message to the 

client via its socket.  

5) The HTTP server process tells TCP to close the TCP connection. (But TCP doesn’t 

actually terminate the connection until it knows for sure that the client has received 

the response message intact.)  

6) The HTTP client receives the response message. The TCP connection terminates. The 

message indicates that the encapsulated object is an HTML file. The client extracts 

the file from the response message, examines the HTML file, and finds references to 

the 10 JPEG objects.  

7) The first four steps are then repeated for each of the referenced JPEG objects 

8) The browser receives the Web page, it displays the page to the user. Two different 

browsers may interpret (that is, display to the user) a Web page in somewhat different 

ways. HTTP has nothing to do with how a Web page is interpreted by a client. The 

HTTP specifications define only the communication protocol between the client 

HTTP program and the server HTTP program. 

9) The steps above illustrate the use of non-persistent connections, where each TCP 

connection is closed after the server sends the object—the connection does not persist 

for other objects. Note that each TCP connection transports exactly one request 

message and one response message. 

10) With persistent connections, the server leaves the TCP connection open after sending 

a response. Subsequent requests and responses between the same client and server 
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can be sent over the same connection. In particular, an entire Web page (in the 

example above, the base HTML file and the 10 images) can be sent over a single 

persistent TCP connection. Moreover, multiple Web pages residing on the same 

server can be sent from the server to the same client over a single persistent TCP 

connection. These requests for objects can be made back-to-back, without waiting for 

replies to pending requests (pipelining). Typically, the HTTP server closes a 

connection when it isn’t used for a certain time (a configurable timeout interval). 

When the server receives the back-to-back requests, it sends the objects back-to-back. 

The default mode of HTTP uses persistent connections with pipelining. 
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14) Difference between 

A) POP3 vs IMAP 

Answer: - 
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B) SMPTP vs POP3 

Answer: - 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



Computer Network Unit-4 
 

Prathamesh Jadhav Page 27 
 

C) HTTP vs FTP 

Answer: - 
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D) FTP vs TFTP 

Answer: - 
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Unit-5 

1) Difference between TCP vs UDP?  ** 

Answer: - 

 TCP UDP 

Acronym for Transmission Control 

Protocol 

User Datagram Protocol or 

Universal Datagram 

Protocol 

Connection TCP is a connection-

oriented protocol. 

UDP is a connectionless 

protocol. 

Function As a message makes its 

way across the internet 

from one computer to 

another. This is connection 

based. 

UDP is also a protocol 

used in message transport 

or transfer. This is not 

connection based which 

means that one program 

can send a load of packets 

to another and that would 

be the end of the 

relationship. 

Usage TCP is suited for 

applications that require 

high reliability, and 

transmission time is 

relatively less critical. 

UDP is suitable for 

applications that need fast, 

efficient transmission, such 

as games. UDP's stateless 

nature is also useful for 

servers that answer small 

queries from huge numbers 

of clients. 

Use by other protocols 
  

HTTP, HTTPs, FTP, 

SMTP, Telnet 

DNS, DHCP, TFTP, 

SNMP, RIP, VOIP. 

Ordering of data packets 
  

TCP rearranges data 

packets in the order 

specified. 

UDP has no inherent order 

as all packets are 

independent of each other. 

If ordering is required, it 

has to be managed by the 

application layer. 

Speed of transfer The speed for TCP is 

slower than UDP. 

UDP is faster because error 

recovery is not attempted. 

It is a "best effort" 

protocol. 

Reliability 
  

There is absolute guarantee 

that the data transferred 

remains intact and arrives 

in the same order in which 

it was sent. 

There is no guarantee that 

the messages or packets 

sent would reach at all. 

Header Size TCP header size is 20 bytes UDP Header size is 8 
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bytes. 

Weight TCP is heavy-weight. TCP 

requires three packets to 

set up a socket connection, 

before any user data can be 

sent. TCP handles 

reliability and congestion 

control. 

UDP is lightweight. There 

is no ordering of messages, 

no tracking connections, 

etc. It is a small transport 

layer designed on top of IP. 

Acknowledgement 
  

Acknowledgement 

segments  
 

No Acknowledgment 

 

2) Explain the different queue management algorithm used in routers? ** 

OR 

Describe various queue management algorithms used in TCP? ** 

Answer: - 

1) Scheduling: -Packets from different flows arrive at a switch or router for processing. 

A good scheduling technique treats the different flows in a fair and appropriate 

manner. Several scheduling techniques are designed to improve the quality of service. 

We discuss three of them here: FIFO queuing, priority queuing, and weighted fair 

queuing. 

2) FIFO Queuing: - 

 
A) In first-in, first-out (FIFO) queuing, packets wait in a buffer (queue) until the 

node (router or switch) is ready to process them. If the average arrival rate is 

higher than the average processing rate, the queue will fill up and new packets 

will be discarded. A FIFO queue is familiar to those who have had to wait for a 

bus at a bus stop. Figure 24.16 shows a conceptual view of a FIFO queue. 
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3) Priority Queuing: - 

 
 

A) In priority queuing, packets are first assigned to a priority class. Each priority 

class has its own queue. The packets in the highest-priority queue are processed 

first. Packets in the lowest-priority queue are processed last. Note that the system 

does not stop serving a queue until it is empty.  

B) Figure 24.17 shows priority queuing with two priority levels (for simplicity). A 

priority queue can provide better QoS than the FIFO queue because higher 

priority traffic, such as multimedia, can reach the destination with less delay. 

However, there is a potential drawback. If there is a continuous flow in a high-

priority queue, the packets in the lower-priority queues will never have a chance 

to be processed. This is a condition called starvation. 

4) Weighted Fair Queuing: - 

 
A) A better scheduling method is weighted fair queuing. In this technique, the 

packets are still assigned to different classes and admitted to different queues. The 

queues, however, are weighted based on the priority of the queues; higher priority 

means a higher weight.  

B) The system processes packets in each queue in a round-robin fashion with the 

number of packets selected from each queue based on the corresponding weight. 
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For example, if the weights are 3, 2, and 1, three packets are processed from the 

first queue, two from the second queue, and one from the third queue. If the 

system does not impose priority on the classes, all weights can be equal In this 

way, we have fair queuing with priority. 

 

3) What is congestion? Explain the congestion control in TCP? ** 

OR 

What is Congestion control? How it is different form flow control mechanism. 

Explain leaky bucket algorithm to deal with congestion? ** 

Answer: - 

1) Congestion is an important issue that can arise in packet switched network. 

Congestion is a situation in Communication Networks in which too many packets are 

present in a part of the subnet, performance degrades. Congestion in a network may 

occur when the load on the network (i.e. the number of packets sent to the network) is 

greater than the capacity of the network (i.e. the number of packets a network can 

handle.)In other words when too much traffic is offered, congestion sets in and 

performance degrades sharply  

                         

2) Causing of Congestion:  The various causes of congestion in a subnet are:  

A) The input traffic rate exceeds the capacity of the output lines. If suddenly, a 

stream of packet start arriving on three or four input lines and all need the same 

output line. In this case, a queue will be built up. If there is insufficient memory to 

hold all the packets, the packet will be lost. Increasing the memory to unlimited 

size does not solve the problem. This is because, by the time packets reach front 

of the queue, they have already timed out (as they waited the queue). When timer 

goes off source transmits duplicate packet that are also added to the queue. Thus 

http://ecomputernotes.com/fundamental/input-output-and-memory/what-are-the-different-types-of-ram-explain-in-detail
http://ecomputernotes.com/images/Concept-of-Congestion.jpg
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same packets are added again and again, increasing the load all the way to the 

destination.                                                                     

 
B) The routers are too slow to perform bookkeeping tasks (queuing buffers, updating 

tables, etc.).  

C) The routers' buffer is too limited.  

D) Congestion in a subnet can occur if the processors are slow. Slow speed CPU at 

routers will perform the routine tasks such as queuing buffers, updating table etc 

slowly. As a result of this, queues are built up even though there is excess line 

capacity.  

E) Congestion is also caused by slow links. This problem will be solved when high 

speed links are used. But it is not always the case. Sometimes increase in link 

bandwidth can further deteriorate the congestion problem as higher speed links 

may make the network more unbalanced. Congestion can make itself worse. If a 

route!" does not have free buffers, it starts ignoring/discarding the newly arriving 

packets. When these packets are discarded, the sender may retransmit them after 

the timer goes off. Such packets are transmitted by the sender again and again 

until the source gets the acknowledgement of these packets. Therefore multiple 

transmissions of packets will force the congestion to take place at the sending end. 

3) How to correct the Congestion Problem:  

A) Congestion Control refers to techniques and mechanisms that can either prevent 

congestion, before it happens, or remove congestion, after it has happened. 

Congestion control mechanisms are divided into two categories, one category 

prevents the congestion from happening and the other category removes 

congestion after it has taken place. 

http://ecomputernotes.com/fundamental/introduction-to-computer/what-is-cpu
http://ecomputernotes.com/images/Data-from-three-input-lines-at-same-time.jpg
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1) Open loop  

2) Closed loop  

A) Open Loop Congestion Control 

a) In this method, policies are used to prevent the congestion before it 

happens.  

b) Congestion control is handled either by the source or by the destination.  

c) The various methods used for open loop congestion control are:  

1) Retransmission Policy 

 The sender retransmits a packet, if it feels that the packet it has 

sent is lost or corrupted.  

 However retransmission in general may increase the 

congestion in the network. But we need to implement good 

retransmission policy to prevent congestion.  

 The retransmission policy and the retransmission timers need 

to be designed to optimize efficiency and at the same time 

prevent the congestion.  

2) Window Policy 

 To implement window policy, selective reject window method 

is used for congestion control.  

 Selective Reject method is preferred over Go-back-n window 

as in Go-back-n method, when timer for a packet times out, 

several packets are resent, although some may have arrived 

safely at the receiver. Thus, this duplication may make 

congestion worse.  
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 Selective reject method sends only the specific lost or damaged 

packets.  

3) Acknowledgement Policy 

 The acknowledgement policy imposed by the receiver may also 

affect congestion.  

 If the receiver does not acknowledge every packet it receives it 

may slow down the sender and help prevent congestion.  

 Acknowledgments also add to the traffic load on the network. 

Thus, by sending fewer acknowledgements we can reduce load 

on the network.  

 To implement it, several approaches can be used:  

 A receiver may send an acknowledgement only if it has a 

packet to be sent.  

 A receiver may send an acknowledgement when a timer 

expires.  

 A receiver may also decide to acknowledge only N packets at a 

time.  

4) Discarding Policy 

 A router may discard less sensitive packets when congestion is 

likely to happen.  

 Such a discarding policy may prevent congestion and at the 

same time may not harm the integrity of the transmission. 

5) Admission Policy 

 An admission policy, which is a quality-of-service mechanism, 

can also prevent congestion in virtual circuit networks.  

 Switches in a flow first check the resource requirement of a 

flow before admitting it to the network.  

 A router can deny establishing a virtual circuit connection if 

there is congestion in the "network or if there is a possibility of 

future congestion.  

B) Closed Loop Congestion Control 

a) Closed loop congestion control mechanisms try to remove the congestion 

after it happens.  

b) The various methods used for closed loop congestion control are:  

1) Backpressure 
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 Backpressure is a node-to-node congestion control that starts 

with a node and propagates, in the opposite direction of data 

flow.  

                          

 The backpressure technique can be applied only to virtual 

circuit networks. In such virtual circuit each node knows the 

upstream node from which a data flow is coming.  

 In this method of congestion control, the congested node stops 

receiving data from the immediate upstream node or nodes.  

 This may cause the upstream node on nodes to become 

congested, and they, in turn, reject data from their upstream 

node or nodes.  

 As shown in fig node 3 is congested and it stops receiving 

packets and informs its upstream node 2 to slow down. Node 2 

in turns may be congested and informs node 1 to slow down. 

Now node 1 may create congestion and informs the source 

node to slow down. In this way the congestion is alleviated. 

Thus, the pressure on node 3 is moved backward to the source 

to remove the congestion.  

2) Choke Packet 

 

 In this method of congestion control, congested router or node 

sends a special type of packet called choke packet to the source 

to inform it about the congestion.  

 Here, congested node does not inform its upstream node about 

the congestion as in backpressure method.  

http://ecomputernotes.com/images/Backpressure-Method.jpg
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 In choke packet method, congested node sends a warning 

directly to the source station i.e. the intermediate nodes through 

which the packet has traveled are not warned.  

3) Implicit Signaling 

 In implicit signaling, there is no communication between the 

congested node or nodes and the source.  

 The source guesses that there is congestion somewhere in the 

network when it does not receive any acknowledgment. 

Therefore the delay in receiving an acknowledgment is 

interpreted as congestion in the network.  

 On sensing this congestion, the source slows down.  

 This type of congestion control policy is used by TCP.  

4) Explicit Signaling 

 In this method, the congested nodes explicitly send a signal to 

the source or destination to inform about the congestion.  

 Explicit signaling is different from the choke packet method. In 

choke packed method, a separate packet is used for this 

purpose whereas in explicit signaling method, the signal is 

included in the packets that carry data.  

 Explicit signaling can occur in either the forward direction or 

the backward direction.  

 In backward signaling, a bit is set in a packet moving in the 

direction opposite to the congestion. This bit warns the source 

about the congestion and informs the source to slow down.  

 In forward signaling, a bit is set in a packet moving in the 

direction of congestion. This bit warns the destination about the 

congestion. The receiver in this case uses policies such as 

slowing down the acknowledgements to remove the 

congestion.  

3) Congestion control algorithms 

A) Leaky Bucket Algorithm  

 It is a traffic shaping mechanism that controls the amount and the 

rate of the traffic sent to the network.  

 A leaky bucket algorithm shapes bursty traffic into fixed rate 

traffic by averaging the data rate.  

 Imagine a bucket with a small hole at the bottom.  

 The rate at which the water is poured into the bucket is not fixed 

and can vary but it leaks from the bucket at a constant rate. Thus 

(as long as water is present in bucket), the rate at which the water 
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leaks does not depend on the rate at which the water is input to the 

bucket.  

                                

 Also, when the bucket is full, any additional water that enters into the bucket spills over 

the sides and is lost.  

 The same concept can be applied to packets in the network. Consider that data is coming 

from the source at variable speeds. Suppose that a source sends data at 12 Mbps for 4 

seconds. Then there is no data for 3 seconds. The source again transmits data at a rate of 

10 Mbps for 2 seconds. Thus, in a time span of 9 seconds, 68 Mb data has been 

transmitted. 

 If a leaky bucket algorithm is used, the data flow will be 8 Mbps for 9 seconds. Thus 

constant flow is maintained.  

http://ecomputernotes.com/images/Leaky-Bucket.jpg
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2) Token bucket Algorithm 

 The leaky bucket algorithm allows only an average (constant) rate of data flow. Its major 

problem is that it cannot deal with bursty data.  

 A leaky bucket algorithm does not consider the idle time of the host. For example, if the 

host was idle for 10 seconds and now it is willing to sent data at a very high speed for 

another 10 seconds, the total data transmission will be divided into 20 seconds and 

average data rate will be maintained. The host is having no advantage of sitting idle for 

10 seconds.  

 To overcome this problem, a token bucket algorithm is used. A token bucket algorithm 

allows bursty data transfers.  

 A token bucket algorithm is a modification of leaky bucket in which leaky bucket 

contains tokens.  

 In this algorithm, a token(s) are generated at every clock tick. For a packet to be 

transmitted, system must remove token(s) from the bucket.  

 Thus, a token bucket algorithm allows idle hosts to accumulate credit for the future in 

form of tokens.  

 For example, if a system generates 100 tokens in one clock tick and the host is idle for 

100 ticks. The bucket will contain 10,000 tokens.  

 Now, if the host wants to send bursty data, it can consume all 10,000 tokens at once for 

sending 10,000 cells or bytes. 

http://ecomputernotes.com/images/Bursty-data-and-fixed-rate-data.jpg
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 Thus a host can send bursty data as long as bucket is not empty.  

                                 

 

 

 

4) Explain the 4-way termination process of TCP connection termination? ** 

Answer: - 

1) TCP transmits data in full-duplex mode. When two TCPs in two machines are 

connected, they are able to send segments to each other simultaneously. This implies 

that each party must initialize communication and get approval from the other party 

before any data are transferred. 

2) The process starts with the server. The server program tells its TCP that it is ready to 

accept a connection. This is called a request for a passive open. Although the server 

TCP is ready to accept any connection from any machine in the world, it cannot make 

the connection itself. 

http://ecomputernotes.com/images/Token-bucket-Algorithm.jpg
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3) The client program issues a request for an active open. A client that wishes to connect 

to an open server tells its TCP that it needs to be connected to that particular server. 

 

 

Step 1 :  -The client sends the first segment, a SYN segment, in which only the SYN 

flag is set. This segment is for synchronization of sequence numbers. It consumes one 

sequence number. When the data transfer starts, the sequence number is incremented 

by 1. We can say that the SYN segment carries no real data, but we can think of it as 

containing 1 imaginary byte. 

Step 2: -The server sends the second segment, a SYN +ACK segment, with 2 flag 

bits set: SYN and ACK. This segment has a dual purpose. It is a SYN segment for 

communication in the other direction and serves as the acknowledgment for the SYN 

segment. It consumes one sequence number. 

Step 3: -The client sends the third segment. This is just an ACK segment. It 

acknowledges the receipt of the second segment with the ACK flag and 

acknowledgment number field. Note that the sequence number in this segment is the 

same as the one in the SYN segment; the ACK segment does not consume any 

sequence numbers. 

5) What is quality of service? What are the methods used in provide QoS? ** 

Answer: - 

1) The notion of quality of service, or QoS, concerns certain characteristics of a network 

connection under the sole of the network service provider liability. 
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2) A QoS value applies to the whole of a network connection. It must be identical at 

both ends of the connection, even if it is supported by several interconnected 

subnetworks each offering different services.  

3) QoS is described by parameters. Defining a QoS parameter indicates how to measure 

or determine its value, mentioning if necessary the events specified by the network 

service primitives.  

4) Two types of QoS parameters have been defined:  

A) Those whose values are transmitted peer users via the Network service during the 

establishment phase of the network connection. During this transmission, a 

tripartite negotiation can take place between users and the network service 

provider to define a value for the QoS parameters.  

B) Those whose values are transmitted or negotiated between users and network 

service provider. For these QoS parameters, it is possible to obtain, by local 

means, information on the value to the supplier and values to each user of the 

network service.  

5) The main QoS parameters are: 

A) Time of establishment of the network connection. Is the time that elapses 

between a network connection request and confirmation of the connection? This 

QoS parameter indicates the maximum time acceptable to the user.  

B) Probability of failure of the establishment of the network connection. This 

probability is established from the applications which have not been met in the 

normal time limit for establishing the connection.  

C) Flow data transfer. The flow rate defines the number of bytes transported over a 

network connection in a reasonably long time (a few minutes, a few hours or 

days). The difficulty in determining the speed of a connection network comes 

from the asynchronous transport packets. To obtain a value acceptable, observe 

the network on a sequence of several packages and consider number of bytes of 

data transported taking into account the elapsed time since the application or the 

data transfer indication.  

D) Transit time when transferring data. The transit time corresponds to elapsed 

time between a data transfer request and indicating transfer of data. This transit 

time is difficult to calculate because of the geographical distribution ends. The 

satisfaction of a quality service on the transit time may moreover contradict flow 

control.  

E) Residual error rate. Is calculated from the number of packets that arrive 

erroneous, lost or duplicated on the total number of transmitted packets. It is a rate 

Error packet. Also denotes the probability that a packet does not arrive correctly 

to the receiver.  

F) Transfer Probability incident. Is obtained by the ratio of the number of 

incidents listed on the total number of transfer taken. To have a correct estimate 

http://ecomputernotes.com/fundamental/information-technology/what-do-you-mean-by-data-and-information
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of this probability, just consider the number of network disconnection relative to 

the number of transfer taken.  

G) Probability of failure of the network connection. Is calculated from the number 

of release and resetting of a network connection based on the number of transfer 

made.  

H) Release time the network connection. This is the maximum acceptable delay 

between a disconnection request and the actual release.  

I) Probability of failure upon release of the network connection. The number 

Liberation of failure required by the total number requested release.  

6) The following three additional parameters used to characterize the quality of 

Service:  

 

A) Protection of the network connection. Determines the probability that the 

network connection be in working order throughout the period when it is opened 

by the user. There is ways to protect a connection by duplicating or having a 

Backup connection ready to be opened in case of failure. The value for a 

telephone network is 99.999%, the so-called five nines, equivalent to a few 

minutes of downtime per year. The protection is much lower for an IP network, 

with a value of the order of 99.9%, three or nine. This value arises besides 

problem for IP telephony, which requires stronger protection telephone 

connections.  

B) Priority of the network connection. Determines priority of access to a 

connection network, the holding priority of a network connection and priority of 

data connection.  

C) Maximum acceptable cost. Determines if the network connection is tolerable or 

not. The definition of the cost is quite complex since it depends on the use of 

resources for the establishment, maintenance and release of the connection 

network.  

D) Flow Characteristics Traditionally, four types of characteristics are attributed to 

a flow: reliability, delay, jitter and bandwidth.  

a) Reliability 

 Reliability is an important characteristic of flow.  

 Lack of reliability means losing a packet or acknowledgement which 

then requires retransmission.  

 However, the sensitivity of application programs to reliability is not 

the same. For example, it is more important that electronic mail, file 

transfer, and internet access have reliable transmissions than audio 

conferencing or telephony.  

b) Delay 

 Source to destination delay is another flow characteristic.  
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 Applications can tolerate delay in different degrees. In this case, 

telephony, audio conferencing, video conferencing and remote log in 

need minimum delay while delay in file transfer or e-mail is less 

important.  

c) Jitter 
 Jitter is defined as the variation in delay for packets belonging to the 

same flow.  
 High Jitter means the difference between delays is large and low jitter 

means the variation is small.  
 For example, if four packets depart at times 0, 1, 2, 3 and arrive at 20, 

21,22, 23, all have same delay, 20 units of time. On the other hand, if 

the above four packets arrive at 21, 23, 21, and 28 they will have 

different delays of21, 22, 19 and 24.  

d) Bandwidth 
 Different applications need different bandwidths.  
 In video conferencing we need to send millions of bits per second to 

refresh a color screen while the total number of bits in an email may 

not reach even a million. 
7) TECHNIQUES TO IMPROVE QoS 

A) In this section, we discuss some techniques that can be used to improve the 

quality of service. We briefly discuss four common methods: scheduling, traffic 

shaping, admission control, and resource reservation. 

B) Scheduling: - Refer Question No- 4 

C) Traffic Shaping: - Refer Question No- 14 

D) Resource Reservation: -A flow of data needs resources such as a buffer, 

bandwidth, CPU time, and so on. The quality of service is improved if these 

resources are reserved beforehand. We discuss in this section one QoS model 

called Integrated Services, which depends heavily on resource reservation to 

improve the quality of service. 

E) Admission Control: - Admission control refers to the mechanism used by a 

router, or a switch, to accept or reject a flow based on predefined parameters 

called flow specifications. Before a router accepts a flow for processing, it checks 

the flow specifications to see if its capacity (in terms of bandwidth, buffer size, 

CPU speed, etc.) and its previous commitments to other flows can handle the new 

flow. 

6) Explain the timers used in TCP? 

Answer: - 

1) TCP implementations use at least four timers as shown in Figure 15.38. 

2) Retransmission Timer: - To retransmit lost segments, TCP employs one 

retransmission timer (for the whole connection period) that handles the retransmission 

time-out (RTO), the waiting time for an acknowledgment of a segment. We can 

define the following rules for the retransmission timer:  

A) When TCP sends the segment in front of the sending queue, it starts the timer.  
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B) When the timer expires, TCP resends the first segment in front of the queue, and 

restarts the timer.  

C) When a segment (or segments) is cumulatively acknowledged, the segment (or 

segments) is purged from the queue.  

D) If the queue is empty, TCP stops the timer; otherwise, TCP restarts the timer. 

3) Persistence Timer: - To deal with a zero-window-size advertisement, TCP needs 

another timer. If the receiving TCP announces a window size of zero, the sending 

TCP stops transmitting segments until the receiving TCP sends an ACK segment 

announcing a nonzero window size. This ACK segment can be lost. Remember that 

ACK segments are not acknowledged nor retransmitted in TCP. If this 

acknowledgment is lost, the receiving TCP thinks that it has done its job and waits for 

the sending TCP to send more segments. There is no retransmission timer for a 

segment containing only an acknowledgment. The sending TCP has not received an 

acknowledgment and waits for the other TCP to send an acknowledgment advertising 

the size of the window. Both TCPs might continue to wait for each other forever (a 

deadlock). To correct this deadlock, TCP uses a persistence timer for each 

connection. When the sending TCP receives an acknowledgment with a window size 

of zero, it starts a persistence timer. When the persistence timer goes off, the sending 

TCP sends a special segment called a probe. This segment contains only 1 byte of 

new data. It has a sequence number, but its sequence number is never acknowledged; 

it is even ignored in calculating the sequence number for the rest of the data. The 

probe causes the receiving TCP to resend the acknowledgment. 

4) Keep-alive Timer: - A keep-alive timer is used in some implementations to prevent a 

long idle connection between two TCPs. Suppose that a client opens a TCP 

connection to a server, transfers some data, and becomes silent. Perhaps the client has 

crashed. In this case, the connection remains open forever. To remedy this situation, 

most implementations equip a server with a keep-alive timer. Each time the server 

hears from a client, it resets this timer. The time-out is usually 2 hours. If the server 

does not hear from the client after 2 hours, it sends a probe segment. If there is no 

response after 10 probes, each of which is 75 s apart, it assumes that the client is 

down and terminates the connection. 

5) TIME-WAIT Timer: - The TIME-WAIT (2MSL) timer is used during connection 

termination. 

7) Explain the 3-way handshake method for TCP connection establishment? 

Answer: - 

1) TCP transmits data in full-duplex mode. When two TCPs in two machines are 

connected, they are able to send segments to each other simultaneously. This implies 

that each party must initialize communication and get approval from the other party 

before any data are transferred. 
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2) The connection establishment in TCP is called three-way handshaking. In our 

example, an application program, called the client, wants to make a connection with 

another application program, called the server, using TCP as the transport layer 

protocol. 

3) The process starts with the server. The server program tells its TCP that it is ready to 

accept a connection. This request is called a passive open. Although the server TCP 

is ready to accept a connection from any machine in the world, it cannot make the 

connection itself.  

4) The client program issues a request for an active open. A client that wishes to 

connect to an open server tells its TCP to connect to a particular server. TCP can now 

start the three-way handshaking process as shown in Figure 15.9. 

5) The three steps in this phase are as follows. 

 
6) Step-1: - The client sends the first segment, a SYN segment, in which only the SYN 

flag is set. This segment is for synchronization of sequence numbers. The client in our 

example chooses a random number as the first sequence number and sends this 

number to the server. This sequence number is called the initial sequence number 

(ISN). Note that this segment does not contain an acknowledgment number. It does 

not define the window size either; a window size definition makes sense only when a 

segment includes an acknowledgment. 

7) Step-2: - The server sends the second segment, a SYN + ACK segment with two flag 

bits set: SYN and ACK. This segment has a dual purpose. First, it is a SYN segment 

for communication in the other direction. The server uses this segment to initialize a 

sequence number for numbering the bytes sent from the server to the client. The 

server also acknowledges the receipt of the SYN segment from the client by setting 

the ACK flag and displaying the next sequence number it expects to receive from the 
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client. Because it contains an acknowledgment, it also needs to define the receive 

window 

8) Step-3: - The client sends the third segment. This is just an ACK segment. It 

acknowledges the receipt of the second segment with the ACK flag and 

acknowledgment number field. Note that the sequence number in this segment is the 

same as the one in the SYN segment; the ACK segment does not consume any 

sequence numbers. The client must also define the server window size. Some 

implementations allow this third segment in the connection phase to carry the first 

chunk of data from the client. In this case, the third segment must have a new 

sequence number showing the byte number of the first byte in the data. In general, the 

third segment usually does not carry data and consumes no sequence numbers. 

8) Explain Go Back N and Selective Repeat Protocol? Difference between Go Back N 

and Selective Repeat?  

Answer: - 

1) Definition of Go-Back-N: -Go-Back-N protocol is a sliding window protocol. It is a 

mechanism to detect and control the error in datalink layer. During transmission of 

frames between sender and receiver, if a frame is damaged, lost, or an 

acknowledgement is lost then the action performed by sender and receiver is 

explained in the following content. 
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2) Damaged Frame 

a) If a receiver receives a damaged frame or if an error occurs while receiving a 

frame then, the receiver sends the NAK ( negative acknowledgement) for that 

frame along with that frame number, that it expects to be retransmitted. After 

sending NAK, the receiver discards all the frames that it receives, after a damaged 

frame. The receiver does not send any ACK (acknowledgement) for the discarded 

frames. After the sender receives the NAK for the damaged frame, it retransmits 

all the frames onwards the frame number referred by NAK. 

3) Lost frame 

a) The receiver checks the number on each frame, it receives. If a frame number is 

skipped in a sequence, then the receiver easily detects the loss of a frame as the 

newly received frame is received out of sequence. The receiver sends the NAK 

for the lost frame and then the receiver discards all the frames received after a lost 

frame. The receiver does not send any ACK (acknowledgement) for that 

discarded frames. After the sender receives the NAK for the lost frame, it 

retransmits the lost frame referred by NAK and also retransmits all the frames 

which it has sent after the lost frame. 

4) Lost Acknowledgement 

a) If the sender does not receive any ACK or if the ACK is lost or damaged in 

between the transmission. The sender waits for the time to run out and as the time 

run outs, the sender retransmits all the frames for which it has not received the 

ACK. The sender identifies the loss of ACK with the help of a timer. 

b) The ACK number, like NAK (negative acknowledgement) number, shows the 

number of the frame, that receiver expects to be the next in sequence. The 

window size of the receiver is 1 as the data link layers only require the frame 

which it has to send next to the network layer. The sender window size is equal to 

‘w’. If the error rate is high, a lot of bandwidth is lost wasted. 

5) Definition of  Selective Repeat: -Selective repeat is also the sliding window protocol 

which detects or corrects the error occurred in datalink layer. The selective repeat 

protocol retransmits only that frame which is damaged or lost. In selective repeat 

protocol, the retransmitted framed is received out of sequence. The selective repeat 

protocol can perform following actions 

A) The receiver is capable of sorting the frame in a proper sequence, as it receives 

the retransmitted frame whose sequence is out of order of the receiving frame. 

B) The sender must be capable of searching the frame for which the NAK has been 

received. 
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C) The receiver must contain the buffer to store all the previously received frame on 

hold till the retransmitted frame is sorted and placed in a proper sequence. 

D) The ACK number, like NAK number, refers to the frame which is lost or 

damaged. 

E) It requires the less window size as compared to go-back-n protocol. 
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A) Damaged frames 

1) If a receiver receives a damaged frame, it sends the NAK for the frame in which error 

or damage is detected. The NAK number, like in go-back-n also indicate the 

acknowledgement of the previously received frames and error in the current frame. 

The receiver keeps receiving the new frames while waiting for the damaged frame to 

be replaced. The frames that are received after the damaged frame are not be 

acknowledged until the damaged frame has been replaced. 

B) Lost Frame 

1) As in a selective repeat protocol, a frame can be received out of order and further they 

are sorted to maintain a proper sequence of the frames. While sorting, if a frame 

number is skipped, the receiver recognize that a frame is lost and it sends NAK for 

that frame to the sender. After receiving NAK for the lost frame the sender searches 

that frame in its window and retransmits that frame.  If the last transmitted frame is 

lost then receiver does not respond and this silence is a negative  acknowledgement 

for the sender. 

C) Lost Acknowledgement 

1) If the sender does not receive any ACK or the ACK is lost or damaged in between the 

transmission. The sender waits for the time to run out and as the time run outs, the 

sender retransmit all the frames for which it has not received the ACK. The sender 

identifies the loss of ACK with the help of a timer. 
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D) Key Differences Between Go-Back-N and Selective Repeat 

1. Go-Back-N protocol is design to retransmit all the frames that are arrived after the 

damaged or a lost frame. On the other hand, Selective Repeat protocol retransmits only 

that frame that is damaged or lost. 

2. If the error rate is high i.e. more frames are being damaged and then retransmitting all the 

frames that arrived after a damaged frame waste the lots of bandwidth. On the other hand, 

selective repeat protocol re-transmits only damaged frame hence, minimum bandwidth is 

wasted. 

3. All the frames after the damaged frame are discarded and the retransmitted frames arrive 

in a sequence from a damaged frame onwards, so, there is less headache of sorting the 

frames hence it is less complex. On the other hand only damaged or suspected frame is 

retransmitted so, extra logic has to be applied for sorting hence, it is more complicated. 

4. Go-Back-N has a window size of N-1 and selective repeat have a window size 

<=(N+1)/2. 

5. Neither sender nor receiver need the sorting algorithm in Go-Back-N whereas, receiver 

must be able to sort the as it has to maintain the sequence. 

6. In Go-Back-N receiver discards all the frames after the damaged frame hence, it don’t 

need to store any frames. Selective repeat protocol does not discard the frames arrived 

after the damaged frame instead it stores those frames till the damaged frame arrives 

successfully and is sorted in a proper sequence. 

7. In selective repeat NAK frame refers to the damaged frame number and in Go-Back-N, 

NAK frame refers to the next frame expected. 

8. Generally the Go-Back-N is more is use due to its less complex nature instead of 

Selective Repeat protocol. 

E) Conclusion: 

The selective repeat is a more efficient protocol as it does not waste bandwidth for the 

frames which are properly received but, its complexity and expense favors the use of the 

go-back-n protocol. 
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9) Short note on UDP? 

Answer: - 

1) In TCP communications, not only TCP but also UDP (User Datagram Protocol) can meet the 

functional requirements defined in the transport layer. Unlike TCP, UDP is a connectionless 

type protocol in which the sending terminal does not check whether data has been received by 

receiving terminal. In other words, it is a less reliable protocol. However, this protocol makes 

it possible to omit a variety of processes thus reducing the load on the CPU. 

2) The UDP protocol allows applications to exchange datagrams. It uses that the concept of port, 

which allows to distinguish the different applications running on a machine. Besides the 

datagram and its data, a UDP message contains a source port number and destination port 

number. 

UDP provides a connectionless service and without error recovery. It uses no 

acknowledgment, not resequencing the messages and sets up no flow control. It is possible 

that the UDP messages that are lost are duplicated, or delivered out of sequence they arrive 

too early to be processed upon receipt. As previously explained, UDP is a very simple 

message protocol level architecture reference model. It has the advantage of a quick 

execution, taking into account real time constraints or place limitations on a processor. These 

constraints or limitations may not allow the use of heavier protocols, such as TCP. 

Applications that do not require a high level security transmission, and there are many, and 

the management software, which require quizzes resources prefer to use UDP. Search 

requests in directories pass through UDP, for example. To identify the different applications, 

UDP needed to place each fragment in a reference that the port plays role. Figure shows the 

UDP fragment. A reference identifies, much like the next header field in IPv6, which is 

carried in the body of the fragment. The most important applications that use UDP 

correspond to the following port numbers:•7:echoservice;•9: Rejection of service;•53: DNS 

domain name server (Dynamic Name Server);• 67: DHCP configuration server;• 68: 

DHCP configuration client. 

3) The simplicity of the UDP header stems from the unsophisticated nature of the services it 

provides.  

                

4) Following is a brief description of each field:  

http://ecomputernotes.com/images/UDP-datagram.jpg
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A) Source Port this is the port number of the application that is originating the user 

data.  

B) Destination Port this is the port number pertaining to the destination application.  

C) Length This field describes the total length of the UDP datagram, including both 

data and header Information.  

D) UDP Checksum Integrity checking is optional under UDP. If turned on, both 

ends of the communications channel use this field for data integrity checks. At 

this point, it is important to understand the layering concept along with the need 

for headers. 

10) Explain services provided by TCP? 

Answer: - 

1) Stream Delivery Service: - 

A) TCP, on the other hand, allows the sending process to deliver data as a stream of 

bytes and allows the receiving process to obtain data as a stream of bytes. TCP 

creates an environment in which the two processes seem to be connected by an 

imaginary “tube” that carries their bytes across the Internet. This imaginary 

environment is depicted in Figure 15.2. The sending process produces (writes to) 

the stream of bytes and the receiving process consumes (reads from) them.   

 
2) Full-Duplex Communication: - 

A) TCP offers full-duplex service, where data can flow in both directions at the same 

time. Each TCP endpoint then has its own sending and receiving buffer, and 

segments move in both directions. 

3) Multiplexing and De-multiplexing: - 

A) TCP performs multiplexing at the sender and de-multiplexing at the receiver. 

However, since TCP is a connection-oriented protocol, a connection needs to be 

established for each pair of processes. 

4) Connection-Oriented Service: - 

A) TCP, unlike UDP, is a connection-oriented protocol. As shown in Chapter 13, 

when a process at site A wants to send to and receive data from another process at 

site B, the following three phases occur:  

a) The two TCPs establish a virtual connection between them.  

b) Data are exchanged in both directions.  

c) The connection is terminated. 
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11) What is traffic shaping? What are the techniques used for traffic shaping? Explain 

any one technique in brief? 

Answer: - 

1) Traffic shaping is a mechanism to control the amount and the rate of the traffic sent to 

the network. Two techniques can shape traffic: leaky bucket and token bucket. 

2) Leaky Bucket: - 

A) If a bucket has a small hole at the bottom, the water leaks from the bucket at a 

constant rate as long as there is water in the bucket. The rate at which the water 

leaks does not depend on the rate at which the water is input to the bucket unless 

the bucket is empty. The input rate can vary, but the output rate remains constant. 

Similarly, in networking, a technique called leaky bucket can smooth out burst 

traffic. Busty chunks are stored in the bucket and sent out at an average rate. 

 
B) The network has committed a bandwidth of 3 Mbps for a host. The use of the 

leaky bucket shapes the input traffic to make it conform to this commitment. In 

Figure 24.19 the host sends a burst of data at a rate of 12 Mbps for 2 s, for a total 

of 24 Mb bits of data. The host is silent for 5 s and then sends data at a rate of 2 

Mbps for 3 s, for a total of 6 Mb bits of data. In all, the host has sent 30 Mb its of 

data in 10s. The leaky bucket smooths the traffic by sending out data at a rate of3 

Mbps during the same 10 s. Without the leaky bucket, the beginning burst may 

have hurt the network by consuming more bandwidth than is set aside for this 

host. We can also see that the leaky bucket may prevent congestion. As an 

analogy, consider the freeway during rush hour (bursty traffic). If, instead, 

commuters could stagger their working hours, congestion on our freeways could 

be avoided. 

 

C) A simple leaky bucket implementation is shown in Figure 24.20. A FIFO queue 

holds the packets. If the traffic consists of fixed-size packets (e.g., cells in ATM 

networks), the process removes a fixed number of packets from the queue at each 

tick of the clock. If the traffic consists of variable-length packets, the fixed output 
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rate must be based on the number of bytes or bits. The following is an algorithm 

for variable-length packets: 

 
a) Initialize a counter to n at the tick of the clock.  

b) If n is greater than the size of the packet, send the packet and decrement the 

counter by the packet size. Repeat this step until n is smaller than the packet 

size.  

c) Reset the counter and go to step 1. 
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12) Difference between  

A) Flow Control and Congestion Control 
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B) Flow Control and Error Control 

 
13) Explain how the reliable data transfer is achieved using selective repeat protocol? 

OR 

Explain the principles of reliable data transfer in detail? ** 

14) Explain Go-Back-N Protocol? 

Answer: - 

1) In a Go-Back-N (GBN) protocol, the sender is allowed to transmit multiple 

packets (when available) without waiting for an acknowledgment, but is 

constrained to have no more than some maximum allowable number, N, of 

unacknowledged packets in the pipeline. 

2) The sender’s view of the range of sequence numbers in a GBN protocol. If we 

define base to be the sequence number of the oldest unacknowledged packet and 

next seq num to be the smallest unused sequence number (that is, the sequence 

number of the next packet to be sent), then four intervals in the range of sequence 

numbers can be identified. Sequence numbers in the interval [0,base-1] 

correspond to packets that have already been transmitted and acknowledged. The 

interval [base, next seq num-1] corresponds to packets that have been sent but not 
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yet acknowledged. Sequence numbers in the interval [nextseqnum,base+N-1] can 

be used for packets that can be sent immediately, should data arrive from the 

upper layer. Finally, sequence numbers greater than or equal to base+N cannot be 

used until an unacknowledged packet currently in the pipeline (specifically, the 

packet with sequence number base) has been acknowledged. 

 
3) The GBN sender must respond to three types of events: 

4) Invocation from above. When rdt_send() is called from above, the sender first 

checks to see if the window is full, that is, whether there are N outstanding, 

unacknowledged packets. If the window is not full, a packet is created and sent, 

and variables are appropriately updated. If the window is full, the sender simply 

returns the data back to the upper layer, an implicit indication that the window is 

full. The upper layer would presumably then have to try again later. In a real 

implementation, the sender would more likely have either buffered (but not 

immediately sent) this data, or would have a synchronization mechanism (for 

example, a semaphore or a flag) that would allow the upper layer to call 

rdt_send() only when the window is not full.  

5) Receipt of an ACK. In our GBN protocol, an acknowledgment for a packet with 

sequence number n will be taken to be a cumulative acknowledgment, indicating 

that all packets with a sequence number up to and including n have been correctly 

received at the receiver. We’ll come back to this issue shortly when we examine 

the receiver side of GBN.  

6) A timeout event. The protocol’s name, “Go-Back-N,” is derived from the 

sender’s behavior in the presence of lost or overly delayed packets. As in the stop-

and-wait protocol, a timer will again be used to recover from lost data or 

acknowledgment packets. If a timeout occurs, the sender resends all packets that 

have been previously sent but that have not yet been acknowledged. Our sender in 

Figure 3.20 uses only a single timer, which can be thought of as a timer for the 

oldest transmitted but not yet acknowledged packet. If an ACK is received but 

there are still additional transmitted but not yet acknowledged packets, the timer 

is restarted. If there are no outstanding, unacknowledged packets, the timer is 

stopped. 

7) The receiver’s actions in GBN are also simple. If a packet with sequence number 

n is received correctly and is in order (that is, the data last delivered to the upper 

layer came from a packet with sequence number n – 1), the receiver sends an 
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ACK for packet n and delivers the data portion of the packet to the upper layer. In 

all other cases, the receiver discards the packet and resends an ACK for the most 

recently received in-order packet. Note that since packets are delivered one at a 

time to the upper layer, if packet k has been received and delivered, then all 

packets with a sequence number lower than k have also been delivered. Thus, the 

use of cumulative acknowledgments is a natural choice for GBN. In our GBN 

protocol, the receiver discards out-of-order packets. Although it may seem silly 

and wasteful to discard a correctly received (but out-of-order) packet, there is 

some justification for doing so. Recall that the receiver must deliver data in order 

to the upper layer. Suppose now that packet n is expected, but packet n + 1 

arrives. Because data must be delivered in order, the receiver could buffer (save) 

packet n + 1 and then deliver this packet to the upper layer after it had later 

received and delivered packet n. However, if packet n is lost, both it and packet n 

+ 1 will eventually be retransmitted as a result of the GBN retransmission rule at 

the sender. Thus, the receiver can simply discard packet n + 1. The advantage of 

this approach is the simplicity of receiver buffering—the receiver need not buffer 

any out-of-order packets. Thus, while the sender must maintain the upper and 

lower bounds of its window and the position of next seq num within this window, 

the only piece of information the receiver need maintain is the sequence number 

of the next in-order packet. This value is held in the variable expected seq num, 

shown in the receiver FSM in Figure 3.21. Of course, the disadvantage of 

throwing away a correctly received packet is that the subsequent retransmission of 

that packet might be lost or garbled and thus even more retransmissions would be 

required. 
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Unit-6 
1) Explain Unicast Routing? Explain Protocol in Unicast routing? (RIP, OSPF, BGP) 

Answer: - 

1) In unicast communication, there is one source and one destination. The relationship 

between the source and the destination is one-to-one. In this type of communication, 

both the source and destination addresses, in the IP datagram, are the unicast 

addresses assigned to the hosts (or host interfaces, to be more exact).  

 
2) In Figure 22.33, a unicast packet staI1s from the source S1 and passes through routers 

to reach the destination D1. We have shown the networks as a link between the 

routers to simplify the figure. Note that in unicasting, when a router receives a packet, 

it forwards the packet through only one of its interfaces (the one belonging to the 

optimum path) as defined in the routing table. The router may discard the packet if it 

cannot find the destination address in its routing table. 

3) Routing Information Protocol (RIP) is an intra domain (interior) routing protocol 

used inside an autonomous system. It is a very simple protocol based on distance 

vector routing. RIP implements distance vector routing directly with some 

considerations: 

a) In an autonomous system, we are dealing with routers and networks (links), what 

was described as a node.  

b) The destination in a routing table is a network, which means the first column 

defines a network address.  

c) The metric used by RIP is very simple; the distance is defined as the number of 

links (networks) that have to be used to reach the destination. For this reason, the 

metric in RIP is called a hop count.  

d) Infinity is defined as 16, which means that any route in an autonomous system 

using RIP cannot have more than 15 hops.  

e) The next node column defines the address of the router to which the packet is to 

be sent to reach its destination. 
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4) Figure 11.10 shows an autonomous system with seven networks and four routers. The 

table of each router is also shown. Let us look at the routing table for R1. The table 

has seven entries to show how to reach each network in the autonomous system. 

Router R1 is directly connected to networks 130.10.0.0 and 130.11.0.0, which means 

that there are no next hop entries for these two networks. To send a packet to one of 

the three networks at the far left, router R1 needs to deliver the packet to R2. The next 

node entry for these three networks is the interface of router R2 with IP address 

130.10.0.1. To send a packet to the two networks at the far right, router R1 needs to 

send the packet to the interface of router R4 with IP address 130.11.0.1. The other 

tables can be explained similarly 

5) RIP Message Format 

 
a) Command. This 8-bit field specifies the type of message: request (1) or response  

b) Version. This 8-bit field defines the version. In this book we use version 1, but at 

the end of this section, we give some new features of version 2.  
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c) Family. This 16-bit field defines the family of the protocol used. For TCP/IP the 

value is 2. 

d) Network address. The address field defines the address of the destination network. 

RIP has allocated 14 bytes for this field to be applicable to any protocol. 

However, IP currently uses only 4 bytes. The rest of the address is filled with 0s.  

e) Distance. This 32-bit field defines the hop count (cost) from the advertising router 

to the destination network. 

6) Requests and Responses  

 
A) RIP has two types of messages: request and response. 

B) Request A request message is sent by a router that has just come up or by a router 

that has some time-out entries. A request can ask about specific entries or all 

entries. 

C) A response can be either solicited or unsolicited. A solicited response is sent only 

in answer to a request. It contains information about the destination specified in 

the corresponding request. An unsolicited response, on the other hand, is sent 

periodically, every 30 seconds or when there is a change in the routing table. The 

response is sometimes called an update packet. 

7) OSPF 

A) The Open Shortest Path First or OSPF protocol is an intra domain routing 

protocol based on link state routing. Its domain is also an autonomous system. 

B) Areas To handle routing efficiently and in a timely manner, OSPF divides an 

autonomous system into areas.  

C) An area is a collection of networks, hosts, and routers all contained within an 

autonomous system. An autonomous system can be divided into many different 

areas. All networks inside an area must be connected. Routers inside an area flood 

the area with routing information.  

D) At the border of an area, special routers called area border routers summarize the 

information about the area and send it to other areas. Among the areas inside an 

autonomous system is a special area called the backbone; all the areas inside an 

autonomous system must be connected to the backbone. In other words, the 

backbone serves as a primary area and the other areas as secondary areas. This 

does not mean that the routers within areas cannot be connected to each other, 

however.  

E) The routers inside the backbone are called the backbone routers. Note that a 

backbone router can also be an area border router. If, because of some problem, 

the connectivity between a backbone and an area is broken, a virtual link between 
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routers must be created by an administrator to allow continuity of the functions of 

the backbone as the primary area. Each area has area identification. The area 

identification of the backbone is zero. Figure 22.24 shows an autonomous system 

and its areas. 

F) Types of Links in OSPF terminology, a connection is called a link. Four types of 

links have been defined: point-to-point, transient, stub, and virtual. 

 
G) Point-to-Point Link A point-to-point link connects two routers without any other 

host or router in between. In other words, the purpose of the link (network) is just 

to connect the two routers. An example of this type of link is two routers 

connected by a telephone line or a T-line. There is no need to assign a network 

address to this type of link. Graphically, the routers are represented by nodes, and 

the link is represented by a bidirectional edge connecting the nodes. The metrics, 

which are usually the same, are shown at the two ends, one for each direction. In 

other words, each router has only one neighbour at the other side of the link 

 
H) Transient Link A transient link is a network with several routers attached to it. 

The data can enter through any of the routers and leave through any router. All 

LANs and some WANs with two or more routers are of this type. In this case, 

each router has many neighbours. For example, consider the Ethernet in Figure 

11.24a. Router A has routers B, C, D, and E as neighbours. Router B has routers 

A, C, D, and E as neighbours. If we want to show the neighbourhood relationship 

in this situation, we have the graph shown in Figure 11.24b 
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I) Stub Link A stub link is a network that is connected to only one router. The data 

packets enter the network through this single router and leave the network through 

this same router. This is a special case of the transient network. We can show this 

situation using the router as a node and using the designated router for the 

network. However, the link is only one directional, from the router to the network 

(see Figure 11.25). 

 
J) Virtual Link When the link between two routers is broken, the administration 

may create a virtual link between them using a longer path that probably goes 

through several routers. 

8) Border Gateway Protocol (BGP) is an inter domain routing protocol using path 

vector routing. It first appeared in 1989 and has gone through four versions. 

9) Types of Autonomous Systems As we said before, the Internet is divided into 

hierarchical domains called autonomous systems. For example, a large corporation 

that manages its own network and has full control over it is an autonomous system. A 

local ISP that provides services to local customers is an autonomous system. We can 

divide autonomous systems into three categories: stub, multi homed, and transit. o  

10) Stub AS. A stub AS has only one connection to another AS. The inter domain data 

traffic in a stub AS can be either created or terminated in the AS. The hosts in the AS 

can send data traffic to other ASs. The hosts in the AS can receive data coming from 

hosts in other ASs. Data traffic, however, cannot pass through a stub AS. A stub AS 

is either a source or a sink. A good example of a stub AS is a small corporation or a 

small local ISP. 

11) Multi-homed AS. A multi homed AS has more than one connection to other ASs, but 

it is still only a source or sink for data traffic. It can receive data traffic from more 

than one AS. It can send data traffic to more than one AS, but there is no transient 

traffic. It does not allow data coming from one AS and going to another AS to pass 

through. A good example of a multi homed AS is a large corporation that is 

connected to more than one regional or national AS that does not allow transient 

traffic.  

12) Transit AS. A transit AS is a multi-homed AS that also allows transient traffic. Good 

examples of transit ASs are national and international ISPs (Internet backbones). 

13) BGP Sessions The exchange of routing information between two routers using BGP 

takes place in a session. A session is a connection that is established between two 

BGP routers only for the sake of exchanging routing information. To create a reliable 
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environment, BGP uses the services of TCP. In other words, a session at the BGP 

level, as an application program, is a connection at the TCP level. However, there is a 

subtle difference between a connection in TCP made for BGP and other application 

programs. When a TCP connection is created for BGP, it can last for a long time, 

until something unusual happens. For this reason, BGP sessions are sometimes 

referred to as semi-permanent connections. 

 
14) External and Internal BGP If we want to be precise, BGP can have two types of 

sessions: external BGP (E-BGP) and internal BGP (I-BGP) sessions. The E-BGP 

session is used to exchange information between two speaker nodes belonging to two 

different autonomous systems. The I-BGP session, on the other hand, is used to 

exchange routing information between two routers inside an autonomous system. 

Figure 22.32 shows the idea. 

2) Explain Multicast Routing? Explain Protocol in Multicast routing? 

(MOSPF,DVMRP) 

Answer: - 

1) In multicast communication, there is one source and a group of destinations. The 

relationship is one-to-many. In this type of communication, the source address is a 

unicast address, but the destination address is a group address, which defines one or 

more destinations. The group address identifies the members of the group. 
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2) A multicast packet starts from the source S1 and goes to all destinations that belong 

to group G1. In multicasting, when a router receives a packet, it may forward it 

through several of its interfaces. 

3) Applications: - Multicasting has many applications today such as access to 

distributed databases, information dissemination, teleconferencing, and distance 

learning. 

4) Access to Distributed Databases: -Most of the large databases today are distributed. 

That is, the information is stored in more than one location, usually at the time of 

production. The user who needs to access the database does not know the location of 

the information. A user's request is multicast to all the database locations, and the 

location that has the information responds. 

5) Information Dissemination: -Businesses often need to send information to their 

customers. If the nature of the information is the same for each customer, it can be 

multicast. In this way a business can send one message that can reach many 

customers. For example, a software update can be sent to all purchasers of a particular 

software package. 

6) Dissemination of News: -In a similar manner news can be easily disseminated 

through multicasting. One single message can be sent to those interested in a 

particular topic. For example, the statistics of the championship high school 

basketball tournament can be sent to the sports editors of many newspapers. 

7) Teleconferencing: -Teleconferencing involves multicasting. The individuals 

attending a teleconference all need to receive the same information at the same time. 

Temporary or permanent groups can be formed for this purpose. For example, an 

engineering group that holds meetings every Monday morning could have a 

permanent group while the group that plans the holiday party could form a temporary 

group. 

8) Distance Learning: -One growing area in the use of multicasting is distance 

learning. Lessons taught by one single professor can be received by a specific group 
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of students. This is especially convenient for those students who find it difficult to 

attend classes on campus. 

9) Multicast Link State Routing: MOSPF 

A) Multicast Open Shortest Path First (MOSPF) protocol is an extension of the OSPF 

protocol that uses multicast link state routing to create source-based trees. The 

protocol requires a new link state update packet to associate the unicast address of 

a host with the group address or addresses the host is sponsoring.  

B) This packet is called the group membership LSA. In this way, we can include in 

the tree only the hosts (using their unicast addresses) that belong to a particular 

group. In other words, we make a tree that contains all the hosts belonging to a 

group, but we use the unicast address of the host in the calculation.  

C) For efficiency, the router calculates the shortest path trees on demand (when it 

receives the first multicast packet). In addition, the tree can be saved in cache 

memory for future use by the same source/group pair.  

D) MOSPF is a data-driven protocol; the first time an MOSPF router sees a datagram 

with a given source and group address, the router constructs the Dijkstra shortest 

path tree. 

10) Multicast Distance Vector: DVMRP 

A) Unicast distance vector routing is very simple; extending it to support multicast 

routing is complicated. Multicast routing does not allow a router to send its 

routing table to its neighbours.  

B) The idea is to create a table from scratch using the information from the unicast 

distance vector tables. Multicast distance vector routing uses source-based trees, 

but the router never actually makes a routing table.  

C) When a router receives a multicast packet, it forwards the packet as though it is 

consulting a routing table. We can say that the shortest path tree is evanescent. 

After its use (after a packet is forwarded) the table is destroyed.  

D) To accomplish this, the multicast distance vector algorithm uses a process based 

on four decision-making strategies.  

E) Each strategy is built on its predecessor. We explain them one by one and see how 

each strategy can improve the shortcomings of the previous one. 

3) Explain intra and inter domain routing? 

Answer: - 

1) Today, an internet can be so large that one routing protocol cannot handle the task of 

updating the routing tables of all routers. For this reason, an internet is divided into 

autonomous systems. An autonomous system (AS) is a group of networks and routers 

under the authority of a single administration. Routing inside an autonomous system 

is referred to as intra-domain routing. Routing between autonomous systems is 

referred to as inter-domain routing. Each autonomous system can choose one or more 

intra-domain routing protocols to handle routing inside the autonomous system. 

However, only one inter-domain routing protocol handles routing between 

autonomous systems. 

2) Several intra-domain and inter-domain routing protocols are in use. In this chapter, 

we cover only the most popular ones. We discuss two intra-domain routing protocols: 

distance vector and link state. 
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3) Routing Information Protocol (RIP) is the implementation of the distance vector 

protocol. Open Shortest Path First (OSPF) is the implementation of the link state 

protocol. Border Gateway Protocol (BGP) is the implementation of the path vector 

protocol. RIP and OSPF are interior routing protocols; BGP is an exterior routing 

protocol. 

 
4) Explain IPv4 in detail? 

Note Study from Internet. 

5) Explain IPv6 in detail? 

Answer: - 

1) In the early 1990s, the Internet Engineering Task Force began an effort to develop a 

successor to the IPv4 protocol. A prime motivation for this effort was the realization 

that the 32-bit IP address space was beginning to be used up, with new subnets and IP 

nodes being attached to the Internet (and being allocated unique IP addresses) at a 

breath-taking rate. To respond to this need for a large IP address space, a new IP 

protocol, IPv6, was developed. The designers of IPv6 also took this opportunity to 

tweak and augment other aspects of IPv4, based on the accumulated operational 

experience with IPv4. 

2) IPv6 Datagram Format The format of the IPv6 datagram is shown in Figure 4.24. The 

most important changes introduced in IPv6 are evident in the datagram format: 

A) Expanded addressing capabilities. IPv6 increases the size of the IP address from 

32 to 128 bits. This ensures that the world won’t run out of IP addresses. Now, 

every grain of sand on the planet can be IP-addressable. In addition to unicast and 

multicast addresses, IPv6 has introduced a new type of address, called an anycast 

address, which allows a datagram to be delivered to any one of a group of hosts. 

(This feature could be used, for example, to send an HTTP GET to the nearest of 

a number of mirror sites that contain a given document.)  

B) A streamlined 40-byte header. As discussed below, a number of IPv4 fields 

have been dropped or made optional. The resulting 40-byte fixed-length header 

allows for faster processing of the IP datagram. Anew encoding of options allows 

for more flexible options processing.  

C) Flow labelling and priority. IPv6 has an elusive definition of a flow. RFC 1752 

and RFC 2460 state that this allows “labelling of packets belonging to particular 

flows for which the sender requests special handling, such as a non-default quality 

of service or real-time service.” For example, audio and video transmission might 
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likely be treated as a flow. On the other hand, the more traditional applications, 

such as file transfer and e-mail, might not be treated as flows. It is possible that 

the traffic carried by a high-priority user (for example, someone paying for better 

service for their traffic) might also be treated as a flow. What is clear, however, is 

that the designers of IPv6 foresee the eventual need to be able to differentiate 

among the flows, even if the exact meaning of a flow has not yet been 

determined. The IPv6 header also has an 8-bit traffic class field. This field, like 

the TOS field in IPv4, can be used to give priority to certain datagrams within a 

flow, or it can be used to give priority to datagrams from certain applications (for 

example, ICMP) over datagrams from other applications (for example, network 

news). 

3) The following fields are defined in IPv6: 

 
A) Version. This 4-bit field identifies the IP version number. Not surprisingly, 

IPv6 carries a value of 6 in this field. Note that putting a 4 in this field does 

not create a valid IPv4 datagram. (If it did, life would be a lot simpler—see 

the discussion below regarding the transition from IPv4 to IPv6.) 

B) Traffic class. This 8-bit field is similar in spirit to the TOS field we saw in 

IPv4.  

C) Flow label. As discussed above, this 20-bit field is used to identify a flow of 

datagrams.  

D) Payload length. This 16-bit value is treated as an unsigned integer giving the 

number of bytes in the IPv6 datagram following the fixed-length, 40-byte 

datagram header.  

E) Next header. This field identifies the protocol to which the contents (data 

field) of this datagram will be delivered (for example, to TCP or UDP). The 

field uses the same values as the protocol field in the IPv4 header.  
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F) Hop limit. The contents of this field are decremented by one by each router 

that forwards the datagram. If the hop limit count reaches zero, the datagram 

is discarded.  

G) Source and destination addresses. The various formats of the IPv6 128-bit 

address.  

H) Data. This is the payload portion of the IPv6 datagram. When the datagram 

reaches its destination, the payload will be removed from the IP datagram and 

passed on to the protocol specified in the next header field. 

4) several fields appearing in the IPv4 datagram are no longer present in the IPv6 

datagram: 

A) Fragmentation/Reassembly. IPv6 does not allow for fragmentation and 

reassembly at intermediate routers; these operations can be performed only by the 

source and destination. If an IPv6 datagram received by a router is too large to be 

forwarded over the outgoing link, the router simply drops the datagram and sends 

a “Packet Too Big” ICMP error message (see below) back to the sender. The 

sender can then resend the data, using a smaller IP datagram size. Fragmentation 

and reassembly is a time-consuming operation; removing this functionality from 

the routers and placing it squarely in the end systems considerably speeds up IP 

forwarding within the network.  

B) Header checksum. Because the transport-layer (for example, TCP and UDP) and 

link-layer (for example, Ethernet) protocols in the Internet layers perform check 

summing, the designers of IP probably felt that this functionality was sufficiently 

redundant in the network layer that it could be removed. Once again, fast 

processing of IP packets was a central concern. Recall from our discussion of 

IPv4 in Section 4.4.1 that since the IPv4 header contains a TTL field (similar to 

the hop limit field in IPv6), the IPv4 header checksum needed to be recomputed at 

every router. As with fragmentation and reassembly, this too was a costly 

operation in IPv4. Options. An options field is no longer a part of the standard IP 

header. However, it has not gone away. Instead, the options field is one of the 

possible next headers pointed to from within the IPv6 header. That is, just as TCP 

or UDP protocol headers can be the next header within an IP packet, so too can an 

options field. The removal of the options field results in a fixed-length, 40byte IP 

header. 

6) Explain in brief MPLS? 

OR 

Explain the MPLS as a mechanism to transmit IP data over a reliable network?  

Answer: - 

1) The network layer of the Internet, we have focused exclusively on packets as 

datagrams that are forwarded by IP routers. There is also another kind of technology 

that is starting to be widely used, especially by ISPs, in order to move Internet traffic 

across their networks. This technology is called MPLS (Multi-Protocol Label 

Switching) and it is perilously close to circuit switching. 

2) MPLS adds a label in front of each packet, and forwarding is based on the label rather 

than on the destination address. Making the label an index into an internal table 

makes finding the correct output line just a matter of table lookup. Using this 

technique, forwarding can be done very quickly. This advantage was the original 
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motivation behind MPLS, which began as proprietary technology known by various 

names including tag switching. The main benefits over time have come to be routing 

that is flexible and forwarding that is suited to quality of service as well as fast. 

3) IP packets were not designed for virtual circuits, there is no field available for virtual-

circuit numbers within the IP header. For this reason, a new MPLS header had to be 

added in front of the IP header. On a router-to-router line using PPP as the framing 

protocol, the frame format, including the PPP, MPLS, IP, and TCP headers, is as 

shown in Fig. 

 
4) The generic MPLS header is 4 bytes long and has four fields. Most important is the 

Label field, which holds the index. The QoS field indicates the class of service. The S 

field relates to stacking multiple labels (which is discussed below). The TTL (Time 

To Live) field indicates how many more times the packet may be forwarded. It is 

decremented at each router, and if it hits 0, the packet is discarded. This feature 

prevents infinite looping in the case of routing instability. 

5) MPLS falls between the IP network layer protocol and the PPP link layer protocol. It 

is not really a layer 3 protocol because it depends on IP or other network layer 

addresses to set up label paths. It is not really a layer 2 protocol either because it 

forwards packets across multiple hops, not a single link. For this reason, MPLS is 

sometimes described as a layer 2.5 protocol. It is an illustration that real protocols do 

not always fit neatly into our ideal layered protocol model. 

6) The MPLS headers are not part of the network layer packet or the data link layer 

frame, MPLS is to a large extent independent of both layers. Among other things, this 

property means it is possible to build MPLS switches that can forward both IP 

packets and non-IP packets, depending on what shows up. This feature is where the 

‘‘multiprotocol’’ in the name MPLS came from. MPLS can also carry IP packets over 

non-IP networks. 

7) MPLS-enhanced packet arrives at a LSR (Label Switched Router), the label is used as 

an index into a table to determine the outgoing line to use and also the new label to 

use. This label swapping is used in all virtual-circuit networks. Labels have only local 

significance and two different routers can feed unrelated packets with the same label 
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into another router for transmission on the same outgoing line. To be distinguishable 

at the other end, labels have to be remapped at every hop. We saw this mechanism in 

action in Fig. 5-3. MPLS uses the same technique. 

8) Forwarding is the process of finding the best match for a destination address in a table 

to decide where to send packets. An example is the longest matching prefix algorithm 

used for IP forwarding. In contrast, switching uses a label taken from the packet as an 

index into a forwarding table. It is simpler and faster. These definitions are far from 

universal, however. Since most hosts and routers do not understand MPLS, we should 

also ask when and how the labels are attached to packets. This happens when an IP 

packet reaches the edge of an MPLS network. The LER (Label Edge Router) inspects 

the destination IP address and other fields to see which MPLS path the packet should 

follow, and puts the right label on the front of the packet. Within the MPLS network, 

this label is used to forward the packet. At the other edge of the MPLS network, the 

label has served its purpose and is removed, revealing the IP packet again for the next 

network. This process is shown in Fig. 

 
7) Explain Routing Algorithm? 

Answer: - 

1) Distance Vector Routing Algorithm (Global Routing Algorithm) 

2) Link state Routing Algorithm (Decentralized Algorithm) 

8) Explain Hierarchical Routing? 

Answer: - 

1) The network simply as a collection of interconnected routers. One router was 

indistinguishable from another in the sense that all routers executed the same routing 

algorithm to compute routing paths through the entire network. In practice, this model 

and its view of a homogenous set of routers all executing the same routing algorithm 

is a bit simplistic for at least two important reasons: 

2) Scale. As the number of routers becomes large, the overhead involved in computing, 

storing, and communicating routing information (for example, LS updates or least-

cost path changes) becomes prohibitive. Today’s public Internet consists of hundreds 

of millions of hosts. Storing routing information at each of these hosts would clearly 

require enormous amounts of memory. The overhead required to broadcast LS 

updates among all of the routers in the public Internet would leave no bandwidth left 

for sending data packets! A distance-vector algorithm that iterated among such a large 

number of routers would surely never converge. Clearly, something must be done to 
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reduce the complexity of route computation in networks as large as the public 

Internet.  

3) Administrative autonomy. Although researchers tend to ignore issues such as a 

company’s desire to run its routers as it pleases (for example, to run whatever routing 

algorithm it chooses) or to hide aspects of its network’s internal organization from the 

outside, these are important considerations. Ideally, an organization should be able to 

run and administer its network as it wishes, while still being able to connect its 

network to other outside networks. 

4) Both of these problems can be solved by organizing routers into autonomous 

systems (ASs), with each AS consisting of a group of routers that are typically under 

the same administrative control (e.g., operated by the same ISP or belonging to the 

same company network). Routers within the same AS all run the same routing 

algorithm (for example, an LS or DV algorithm) and have information about each 

other—exactly as was the case in our idealized model in the preceding section. The 

routing algorithm running within an autonomous system is called an intra-

autonomous system routing protocol. It will be necessary, of course, to connect ASs 

to each other, and thus one or more of the routers in an AS will have the added task of 

being responsible for forwarding packets to destinations outside the AS; these routers 

are called gateway routers.  

5) Figure 4.32 provides a simple example with three ASs: AS1, AS2, and AS3. In this 

figure, the heavy lines represent direct link connections between pairs of routers. The 

thinner lines hanging from the routers represent subnets that are directly connected to 

the routers. AS1 has four routers—1a, 1b, 1c, and 1d— which run the intra-AS 

routing protocol used within AS1. Thus, each of these four routers knows how to 

forward packets along the optimal path to any destination within AS1. Similarly, 

autonomous systems AS2 and AS3 each have three routers. Note that the intra-AS 

routing protocols running in AS1, AS2, and AS3 need not be the same. Also note that 

the routers 1b, 1c, 2a, and 3a are all gateway routers. 

 
9) Concept of NAT? Why NAT is required? 

Answer: - 
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1) The number of home users and small businesses that want to use the Internet is ever 

increasing. In the beginning, a user was connected to the Internet with a dial-up line, 

which means that she was connected for a specific period of time. An ISP with a 

block of addresses could dynamically assign an address to this user. An address was 

given to a user when it was needed. But the situation is different today. Home users 

and small businesses can be connected by an ADSL line or cable modem. In addition, 

many are not happy with one address; many have created small networks with several 

hosts and need an IP address for each host. With the shortage of addresses, this is a 

serious problem. 

2) A quick solution to this problem is called network address translation (NAT). NAT 

enables a user to have a large set of addresses internally and one address, or a small 

set of addresses, externally. The traffic inside can use the large set; the traffic outside, 

the small set. To separate the addresses used inside the home or business and the ones 

used for the Internet, the Internet authorities have reserved three sets of addresses as 

private addresses, shown in Table 19.3. 

 
3) Any organization can use an address out of this set without permission from the 

Internet authorities. Everyone knows that these reserved addresses are for private 

networks. They are unique inside the organization, but they are not unique globally. 

No router will forward a packet that has one of these addresses as the destination 

address. The site must have only one single connection to the global Internet through 

a router that runs the NAT software. Figure 19.10 shows a simple implementation of 

NAT. As Figure 19.10 shows, the private network uses private addresses. The router 

that connects the network to the global address uses one private address and one 

global address. The private network is transparent to the rest of the Internet; the rest 

of the Internet sees only the NAT router with the address 200.24.5.8. 

4) Address Translation: -All the outgoing packets go through the NAT router, which 

replaces the source address in the packet with the global NAT address. All incoming 

packets also pass through the NAT router, which replaces the destination address in 

the packet (the NAT router global address) with the appropriate private address. 

Figure 19.11 shows an example of address translation. 
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5) Translation Table: -The reader may have noticed that translating the source 

addresses for outgoing packets is straightforward. But how does the NAT router 

know the destination address for a packet coming from the Internet? There may be 

tens or hundreds of private IP addresses, each belonging to one specific host. The 

problem is solved if the NAT router has a translation table. 

 
10) Explain Network Layer Services?  

Answer: - 

1) The network service model defines the characteristics of end-to-end transport of 

packets between sending and receiving end systems. 

2) In the sending host, when the transport layer passes a packet to the network layer, 

specific services that could be provided by the network layer include: 

3) Guaranteed delivery. This service guarantees that the packet will eventually arrive 

at its destination.  

4) Guaranteed delivery with bounded delay. This service not only guarantees delivery 

of the packet, but delivery within a specified host-to-host delay bound (for example, 

within 100 msec). 

5) Furthermore, the following services could be provided to a flow of packets between a 

given source and destination: 

6) In-order packet delivery. This service guarantees that packets arrive at the destination 

in the order that they were sent.  

7) Guaranteed minimal bandwidth. This network-layer service emulates the 

behaviour of a transmission link of a specified bit rate (for example, 1 Mbps) between 

sending and receiving hosts. As long as the sending host transmits bits (as part of 
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packets) at a rate below the specified bit rate, then no packet is lost and each packet 

arrives within a pre-specified host-to-host delay (for example, within 40 msec).  

8) Guaranteed maximum jitter. These service guarantees that the amount of time 

between the trans-mission of two successive packets at the sender is equal to the 

amount of time between their receipt at the destination (or that this spacing changes 

by no more than some specified value). 

9) Security services. Using a secret session key known only by a source and destination 

host, the network layer in the source host could encrypt the payloads of all datagrams 

being sent to the destination host. The network layer in the destination host would 

then be responsible for decrypting the payloads. With such a service, confidentiality 

would be provided to all transport-layer segments (TCP and UDP) between the source 

and destination hosts. In addition to confidentiality, the network layer could provide 

data integrity and source authentication services. 

11) Explain Virtual Circuit and Datagram Networks? 

Answer: - 

1) In the network layer, these services are host-to-host services provided by the network 

layer for the transport layer. In the transport layer these services are process to-

process services provided by the transport layer for the application layer. 

2) In all major computer network architectures to date (Internet, ATM, frame relay, and 

so on), the network layer provides either a host-to-host connectionless service or a 

host-to-host connection service, but not both.  

3) Computer networks that provide only a connection service at the network layer are 

called virtual-circuit (VC) networks; computer networks that provide only a 

connectionless service at the network layer are called datagram networks. 

4) Virtual-Circuit: - 

A) While the Internet is a datagram network, many alternative network architectures 

including those of ATM and frame relay—are virtual-circuit networks and, 

therefore, use connections at the network layer. These network-layer connections 

are called virtual circuits (VCs). 

B) AVC consists of (1) a path (that is, a series of links and routers) between the 

source and destination hosts, (2) VC numbers, one number for each link along the 

path, and (3) entries in the forwarding table in each router along the path. A 

packet belonging to a virtual circuit will carry a VC number in its header. Because 

a virtual circuit may have a different VC number on each link, each intervening 

router must replace the VC number of each traversing packet with a new VC 

number. The new VC number is obtained from the forwarding table.  
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C) To illustrate the concept, consider the network shown in Figure 4.3. The numbers 

next to the links of R1 in Figure 4.3 are the link interface numbers. Suppose now 

that Host A requests that the network establish a VC between itself and Host B. 

Suppose also that the network chooses the path A-R1-R2-B and assigns VC 

numbers 12, 22, and 32 to the three links in this path for this virtual circuit. In this 

case, when a packet in this VC leaves Host A, the value in the VC number field in 

the packet header is 12; when it leaves R1, the value is 22; and when it leaves R2, 

the value is 32. 

D) In a VC network, the network’s routers must maintain connection state 

information for the ongoing connections. Specifically, each time a new 

connection is established across a router, a new connection entry must be added to 

the router’s forwarding table; and each time a connection is released, an entry 

must be removed from the table. Note that even if there is no VC-number 

translation, it is still necessary to maintain connection state information that 

associates VC numbers with output interface numbers. 

 
E) There are three identifiable phases in a virtual circuit: 

F) VC setup. During the setup phase, the sending transport layer contacts the 

network layer, specifies the receiver’s address, and waits for the network to set up 

the VC. The network layer determines the path between sender and receiver, that 
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is, the series of links and routers through which all packets of the VC will travel. 

The network layer also determines the VC number for each link along the path. 

Finally, the network layer adds an entry in the forwarding table in each router 

along the path. During VC setup, the network layer may also reserve resources 

(for example, bandwidth) along the path of the VC.  

G) Data transfer. As shown in Figure 4.4, once the VC has been established, 

packets can begin to flow along the VC.  

H) VC teardown. This is initiated when the sender (or receiver) informs the network 

layer of its desire to terminate the VC. The network layer will then typically 

inform the end system on the other side of the network of the call termination and 

update the forwarding tables in each of the packet routers on the path to indicate 

that the VC no longer exists. 

5) Datagram Networks: - 

 
A) In a datagram network, each time an end system wants to send a packet, it stamps 

the packet with the address of the destination end system and then pops the packet 

into the network.  

B) As shown in Figure 4.5, there is no VC setup and routers do not maintain any VC 

state information (because there are no VCs!). As a packet is transmitted from 

source to destination, it passes through a series of routers.  

C) Each of these routers uses the packet’s destination address to forward the packet. 

Specifically, each router has a forwarding table that maps destination addresses to 

link interfaces; when a packet arrives at the router, the router uses the packet’s 

destination address to look up the appropriate output link interface in the 

forwarding table. 

D)  The router then intentionally forwards the packet to that output link interface. To 

get some further insight into the lookup operation, let’s look at a specific 

example. Suppose that all destination addresses are 32 bits (which just happens to 

be the length of the destination address in an IP datagram).  

E) A brute-force implementation of the forwarding table would have one entry for 

every possible destination address. Since there are more than 4 billion possible 

addresses, this option is totally out of the question. 

12) Difference between Unicast and Multicast? 

Answer: - 



Computer Network Unit-6 

 

[Type text] Page 20 
 

 
 

 



Computer Network Unit-7 
 

Prathamesh Jadhav  Page 1 
 

Unit-7 

1) Explain the IEEE 802.11 Protocol Architecture and its Services?  (May 15) 

Answer: - 

1) IEEE has defined the specifications for a wireless LAN, called IEEE 802.11, which 

covers the physical and data link layers. 

2) Architecture: -The standard defines two kinds of services: the basic service set (BSS) 

and the extended service set (ESS). 

3) Basic Service Set: - 

a) IEEE 802.11 defines the basic service set (BSS) as the building block of a 

wireless LAN. A basic service set is made of stationary or mobile wireless 

stations and an optional central base station, known as the access point (AP). 

Figure 14.1 shows two sets in this standard.  

b) The BSS without an AP is a stand-alone network and cannot send data to other 

BSSs. It is called an ad hoc architecture. In this architecture, stations can form a 

network without the need of an AP; they can locate one another and agree to be 

part of a BSS. A BSS with an AP is sometimes referred to as an infrastructure 

network. 

 
4) Extended Service Set 

a) An extended service set (ESS) is made up of two or more BSSs with APs. In this 

case, the BSSs are connected through a distribution system, which is usually a 

wired LAN. The distribution system connects the APs in the BSSs. IEEE 802.11 

does not restrict the distribution system; it can be any IEEE LAN such as an 

Ethernet. Note that the extended service set uses two types of stations: mobile and 

stationary. The mobile stations are normal stations inside a BSS. The stationary 

stations are AP stations that are part of a wired LAN. Figure shows an ESS. 

b) When BSSs are connected, the stations within reach of one another can 

communicate without the use of an AP. However, communication between two 

stations in two different BSSs usually occurs via two APs. The idea is similar to 

communication in a cellular network if we consider each BSS to be a cell and 

each AP to be a base station. Note that a mobile station can belong to more than 

one BSS at the same time. 
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2) What are service provide by Data link layer? 

Answer: - 

1) Framing. Almost all link-layer protocols encapsulate each network-layer datagram 

within a link-layer frame before transmission over the link. A frame consists of a data 

field, in which the network-layer datagram is inserted, and a number of header fields. 

The structure of the frame is specified by the link-layer protocol. We’ll see several 

different frame formats when we examine specific link-layer protocols in the second 

half of this chapter.  

2) Link access. A medium access control (MAC) protocol specifies the rules by which a 

frame is transmitted onto the link. For point-to-point links that have a single sender at 

one end of the link and a single receiver at the other end of the link, the MAC 

protocol is simple (or non-existent)—the sender can send a frame whenever the link 

is idle. The more interesting case is when multiple nodes share a single broadcast 

link—the so-called multiple access problem. Here, the MAC protocol serves to 

coordinate the frame transmissions of the many nodes.  

3) Reliable delivery. When a link-layer protocol provides reliable delivery service, it 

guarantees to move each network-layer datagram across the link without error. Recall 

that certain transport-layer protocols (such as TCP) also provide a reliable delivery 

service. Similar to a transport-layer reliable delivery service, a link-layer reliable 

delivery service can be achieved with acknowledgments and retransmissions (see 

Section 3.4). A link-layer reliable delivery service is often used for links that are 

prone to high error rates, such as a wireless link, with the goal of correcting an error 

locally—on the link where the error occurs—rather than forcing an end-to end 

retransmission of the data by a transport- or application-layer protocol. However, 

link-layer reliable delivery can be considered an unnecessary overhead for low bit-

error links, including fiber, coax, and many twisted-pair copper links. For this reason, 

many wired link-layer protocols do not provide a reliable delivery service. 

4) Error detection and correction. The link-layer hardware in a receiving node can 

incorrectly decide that a bit in a frame is zero when it was transmitted as a one, and 
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vice versa. Such bit errors are introduced by signal attenuation and electromagnetic 

noise. Because there is no need to forward a datagram that has an error, many link-

layer protocols provide a mechanism to detect such bit errors. This is done by having 

the transmitting node include error-detection bits in the frame, and having the 

receiving node perform an error check. Recall from Chapters 3 and 4 that the 

Internet’s transport layer and network layer also provide a limited form of error 

detection—the Internet checksum. Error detection in the link layer is usually more 

sophisticated and is implemented in hardware. Error correction is similar to error 

detection, except that a receiver not only detects when bit errors have occurred in the 

frame but also determines exactly where in the frame the errors have occurred (and 

then corrects these errors). 

3) Explain Different Error Detection and Correction Technique? 

Answer: - 

1) bit-level error detection and correction— detecting and correcting the corruption of 

bits in a link-layer frame sent from one node to another physically connected 

neighbouring node—are two services often provided by the link layer. 

2) Error-detection and -correction techniques allow the receiver to sometimes, but not 

always, detect that bit errors have occurred. Even with the use of error-detection bits 

there still may be undetected bit errors; that is, the receiver may be unaware that the 

received information contains bit errors. As a consequence, the receiver might deliver 

a corrupted datagram to the network layer, or be unaware that the contents of a field 

in the frame’s header have been corrupted. 

3) Parity Checks: - The simplest form of error detection is the use of a single parity bit. 

Suppose that the information to be sent, D in Figure 5.4, has d bits. In an even parity 

scheme, the sender simply includes one additional bit and chooses its value such that 

the total number of 1s in the d + 1 bits (the original information plus a parity bit) is 

even. For odd parity schemes, the parity bit value is chosen such that there is an odd 

number of 1s. Figure 5.4 illustrates an even parity scheme, with the single parity bit 

being stored in a separate field. Receiver operation is also simple with a single parity 

bit. The receiver need only count the number of 1s in the received d + 1 bits. If an odd 

number of 1valued bits are found with an even parity scheme, the receiver knows that 

at least one bit error has occurred. More precisely, it knows that some odd number of 

bit errors has occurred.  
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4) CRC: - An error-detection technique used widely in today’s computer networks is 

based on cyclic redundancy check (CRC) codes. CRC codes are also known as 

polynomial codes, since it is possible to view the bit string to be sent as a polynomial 

whose coefficients are the 0 and 1 values in the bit string, with operations on the bit 

string interpreted as polynomial arithmetic. Consider the d-bit piece of data, D, that 

the sending node wants to send to the receiving node. The sender and receiver must 

first agree on an r + 1 bit pattern, known as a generator, which we will denote as G. 

We will require that the most significant (leftmost) bit of G be a 1. The key idea 

behind CRC codes is shown in Figure 5.6. For a given piece of data, D, the sender 

will choose r additional bits, R, and append them to D such that the resulting d + r bit 

pattern (interpreted as a binary number) is exactly divisible by G (i.e., has no 

remainder) using modulo-2 arithmetic. The process of error checking with CRCs is 

thus simple: The receiver divides the d + r received bits by G. If the remainder is 

nonzero, the receiver knows that an error has occurred; otherwise the data is accepted 

as being correct. All CRC calculations are done in modulo-2 arithmetic without 

carries in addition or borrows in subtraction. This means that addition and subtraction 

are identical, and both are equivalent to the bitwise exclusive-or (XOR) of the 

operands. Thus, for example,  

 
5) Check Sum: - In check summing techniques, the d bits of data in Figure 5.4 are 

treated as a sequence of k-bit integers. One simple check summing method is to 

simply sum these k-bit integers and use the resulting sum as the error-detection bits. 

The Internet checksum is based on this approach—bytes of data are treated as 16-bit 

integers and summed. The 1s complement of this sum then forms the Internet 

checksum that is carried in the segment header. The receiver checks the checksum by 

taking the 1s complement of the sum of the received data (including the checksum) 

and checking whether the result is all 1 bits. If any of the bits are 0, an error is 

indicated. In the TCP and UDP protocols, the Internet checksum is computed over all 

fields (header and data fields included). In IP the checksum is computed over the IP 

header (since the UDP or TCP segment has its own checksum). In other protocols, for 

example, XTP [Strayer 1992], one checksum is computed over the header and another 

checksum is computed over the entire packet. Check summing methods require 
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relatively little packet overhead. For example, the checksums in TCP and UDP use 

only 16 bits. However, they provide relatively weak protection against errors as 

compared with cyclic redundancy check, which is discussed below and which is often 

used in the link layer. Because transport-layer error detection is implemented in 

software, it is important to have a simple and fast error-detection scheme such as 

check summing. On the other hand, error detection at the link layer is implemented in 

dedicated hardware in adapters, which can rapidly perform the more complex CRC 

operations. 

4) Short Note on ARP Packet Format? 

Answer: - 

1) The format of an ARP packet. The fields are as follows:  

 
2) Hardware type. This is a 16-bit field defining the type of the network on which ARP 

is running. Each LAN has been assigned an integer based on its type. For example, 

Ethernet is given the type 1. ARP can be used on any physical network.  

3) Protocol type. This is a 16-bit field defining the protocol. For example, the value of 

this field for the IPv4 protocol is 080016. ARP can be used with any higher-level 

protocol.  

4) Hardware length. This is an 8-bit field defining the length of the physical address in 

bytes. For example, for Ethernet the value is 6.  

5)  Protocol length. This is an 8-bit field defining the length of the logical address in 

bytes. For example, for the IPv4 protocol the value is 4. 

6) Operation: - This is a 16-bit field defining the type of packet. Two packet types are 

defined: ARP request (1), ARP reply (2).  

7)  Sender hardware address. This is a variable-length field defining the physical 

address of the sender. For example, for Ethernet this field is 6 bytes long.  

8)  Sender protocol address. This is a variable-length field defining the logical (for 

example, IP) address of the sender. For the IP protocol, this field is 4 bytes long.  
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9) Target hardware address. This is a variable-length field defining the physical 

address of the target. For example, for Ethernet this field is 6 bytes long. For an ARP 

request message, this field is all 0s because the sender does not know the physical 

address of the target.  

10) Target protocol address. This is a variable-length field defining the logical (for 

example, IP) address of the target. For the IPv4 protocol, this field is 4 bytes long. 

5) In which layer PPP works? Explain PPP in detail? (May 14) (Dec 14) 

Answer: - 

1) In the data link layer PPP works. 

2) The most common protocols for point-to-point access are the Point-to-Point Protocol 

(PPP). Today, millions of Internet users who need to connect their home computers to 

the server of an Internet service provider use PPP. The majority of these users have a 

traditional modem; they are connected to the Internet through a telephone line, which 

provides the services of the physical layer. But to control and manage the transfer of 

data, there is a need for a point-to-point protocol at the data link layer. PPP is by far 

the most common. 

3) PPP provides several services: 

a) PPP defines the format of the frame to be exchanged between devices.  

b)  PPP defines how two devices can negotiate the establishment of the link and the 

exchange of data.  

c) PPP defines how network layer data are encapsulated in the data link frame.  

d) PPP defines how two devices can authenticate each other.  

e)  PPP provides multiple network layer services supporting a variety of network 

layer protocols.  

f) PPP provides connections over multiple links.  

g) PPP provides network address configuration. This is particularly useful when a 

home user needs a temporary network address to connect to the Internet. 

4) On the other hand, to keep PPP simple, several services are missing: 

a) PPP does not provide flow control. A sender can send several frames one after 

another with no concern about overwhelming the receiver.  

b) PPP has a very simple mechanism for error control. A CRC field is used to detect 

errors. If the frame is corrupted, it is silently discarded; the upper-layer protocol 

needs to take care of the problem. Lack of error control and sequence numbering 

may cause a packet to be received out of order.  

c) PPP does not provide a sophisticated addressing mechanism to handle frames in a 

multipoint configuration. 

6) Explain PPP frame format in detail? 

Answer: - 

1) PPP is a byte-oriented protocol. The format of a PPP frame. The description of each 

field follows: 
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2) Flag. A PPP frame starts and ends with a I-byte flag with the bit pattern 01111110. 

Although this pattern is the same as that used in HDLC, there is a big difference. PPP 

is a byte-oriented protocol; HDLC is a bit-oriented protocol. The flag is treated as a 

byte, as we will explain later.  

3) Address. The address field in this protocol is a constant value and set to 11111111 

(broadcast address). During negotiation (discussed later), the two parties may agree to 

omit this byte.  

4) Control. This field is set to the constant value 11000000 (imitating unnumbered 

frames in HDLC). As we will discuss later, PPP does not provide any flow control. 

Error control is also limited to error detection. This means that this field is not needed 

at all, and again, the two parties can agree, during negotiation, to omit this byte.  

5) Protocol. The protocol field defines what is being carried in the data field: either user 

data or other information. We discuss this field in detail shortly. This field is by 

default 2 bytes long, but the two parties can agree to use only I byte. 

6)  Payload field. This field carries either the user data or other information that we will 

discuss shortly. The data field is a sequence of bytes with the default of a maximum 

of 1500 bytes; but this can be changed during negotiation. The data field is byte 

stuffed if the flag byte pattern appears in this field. Because there is no field defining 

the size of the data field, padding is needed if the size is less than the maximum 

default value or the maximum negotiated value.  

7) FCS. The frame check sequence (FCS) is simply a 2-byte or 4-byte standard CRe. 

 

7) Explain IEEE 802.5 with frame format and specifications? Standard? (Dec 15) 

Answer: - 

1) IEEE 802.5 Token Ring: Token ring is the IEEE 802.5 standard for a token-

passing ring in Communication networks. A ring consists of a collection of 

ring interfaces connected by point-to-point lines i.e. ring interface of one 

station is connected to the ring interfaces of its left station as well as right 

station. Internally, signals travel around the Communication network from 

one station to the next in a ring. 

2) These point-to-point links can be created with twisted pair, coaxial cable or 

fiber optics. Each bit arriving at an interface is copied into a 1-bit buffer. In 

this buffer the bit is checked and may be modified and is then copied out to 
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the ring again. This copying of bit in the buffer introduces a 1-bit delay at each 

interface.  

3) Token Ring is a LAN protocol defined in the IEEE 802.5 where all stations are 

connected in a ring and each station can directly hear transmissions only from 

its immediate neighbor. Permission to transmit is granted by a message 

(token) that circulates around the ring. A token is a special bit pattern (3 bytes 

long). There is only one token in the network.  

                                                      

4) Token-passing networks move a small frame, called a token, around the 
network. Possession of the token grants the right to transmit. If a node 
receiving the token in order to transmit data, it seizes the token, alters 1 bit of 
the token (which turns the token into a start-of-frame sequence), appends the 
information that it wants to transmit, and sends this information to the next 
station on the ring. Since only one station can possess the token and transmit 
data at any given time, there are no collisions.  

 

http://ecomputernotes.com/computernetworkingnotes/computer-network/protocol
http://ecomputernotes.com/fundamental/information-technology/what-do-you-mean-by-data-and-information
http://ecomputernotes.com/images/A-Ring-Network.jpg
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5) There are two operating modes of ring interfaces. There are listen and 
transmit. In listen mode, the input bits are simply copied to output with a 
delay of 1- bit time. In transmit mode the connection between input and 
output is broken by the interface so that is can insert its own data. The station 
comes in transmit mode when it captures the token.  

 

6) The frames are acknowledged by the destination in a very simple manner. The 
sender sends frames to receiver with ACK bit 0. The receiver on receiving 
frames, copies data into its buffer, verifies the checksum and set the ACK bit 
to 1. The verified frames come back to sender, where they are removed from 
the ring.  

 

7) The information frame circulates the ring until it reaches the intended 
destination station, which copies the information for further processing. The 
information frame continues to circle the ring and is finally removed when it 
reaches the sending station. The sending station can check the returning 
frame to see whether the frame was seen and subsequently copied by the 
destination.  

 

8) A station can hold a token for a specific duration of time. During this time, it 
has to complete its transmission and regenerates the token in ring. Whenever 
a station finishes its transmissions, the other station grabs the token and 
starts its own transmission.  

 

9) Handling cable breakage in ring networks  
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• If the cable breaks, the entire ring network goes down. This can completely stop the 
propagation of token in the ring.  

• This problem can be solved by using wire centre as shown in fig.  

• This wire centre bypasses the terminal that has gone down in following manner:  

(a) Each station is connected to wire center by a cable containing two twisted pairs, one 
for data to station and one for data from the station.  

(b) Inside the wire center are bypass relays that are energized by the current from the 
stations.  

(c) If the ring breaks or a station goes down loss of drive current will release the relay 
and bypass the station. 

 

8) Discuss various collision free protocols?  (ALOHA ,CSMA/CD) 

9) Difference between CSMA and CSMA/CD? (May 14) 

http://ecomputernotes.com/images/Four-Station-Connected-Via-a-wire-Centre.jpg
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10) Short on CSMA and CSMA/CD? (Dec 14) 

Answer: - 

1) To minimize the chance of collision and, therefore, increase the performance, the 

CSMA method was developed. The chance of collision can be reduced if a station 

senses the medium before trying to use it. Carrier-sense multiple access (CSMA) 

requires that each station first listen to the medium (or check the state of the medium) 

before sending. In other words, CSMA is based on the principle "sense before 

transmit" or "listen-before talk." CSMA can reduce the possibility of collision, but it 

cannot eliminate it. The reason for this is shown in Figure 12.8, a space and time 

model of a CSMA network. Stations are connected to a shared channel (usually a 

dedicated medium). The possibility of collision still exists because of propagation 

delay; when a station sends a frame, it still takes time (although very short) for the 

first bit to reach every station and for every station to sense it. In other words, a 

station may sense the medium and find it idle, only because the first bit sent by 

another station has not yet been received. At time tI' station B senses the medium and 

finds it idle, so it sends a frame. At time t2 (t2> tI)' station C senses the medium and 

finds it idle because, at this time, the first bits from station B have not reached station 

C. Station C also sends a frame. The two signals collide and both frames are 

destroyed. 

2) Persistence Methods: -  
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3) I-Persistent: - The I-persistent method is simple and straightforward. In this method, 

after the station finds the line idle, it sends its frame immediately (with probability I). 

This method has the highest chance of collision because two or more stations may 

find the line idle and send their frames immediately. We will see in Chapter 13 that 

Ethernet uses this method. 

4) Non-persistent: - In the non-persistent method, a station that has a frame to send 

senses the line. If the line is idle, it sends immediately. If the line is not idle, it waits a 

random amount of time and then senses the line again. The non-persistent approach 

reduces the chance of collision because it is unlikely that two or more stations will 

wait the same amount of time and retry to send simultaneously. However, this method 

reduces the efficiency of the network because the medium remains idle when there 

may be stations with frames to send.  
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5) p-Persistent: - The p-persistent method is used if the channel has time slots with a 

slot duration equal to or greater than the maximum propagation time. The p-persistent 

approach combines the advantages of the other two strategies. It reduces the chance 

of collision and improves efficiency. In this method, after the station finds the line 

idle it follows these steps: 

1. With probability p, the station sends its frame.  

2. With probability q = 1 - p, the station waits for the beginning of the next time slot 

and checks the line again.  

   a. If the line is idle, it goes to step 1. 

    b. If the line is busy, it acts as though a collision has occurred and uses the back off 

procedure. 

6) Carrier Sense Multiple Access with Collision Detection (CSMA/CD) 

A) The CSMA method does not specify the procedure following a collision. Carrier 

sense multiple access with collision detection (CSMA/CD) augments the 

algorithm to handle the collision.  

B) In this method, a station monitors the medium after it sends a frame to see if the 

transmission was successful. If so, the station is finished. If, however, there is a 

collision, the frame is sent again. To better understand CSMA/CD, let us look at 
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the first bits transmitted by the two stations involved in the collision. Although 

each station continues to send bits in the frame until it detects the collision, we 

show what happens as the first bits collide.  

C) In Figure 12.12, stations A and C are involved in the collision. At time t1, station 

A has executed its persistence procedure and starts sending the bits of its frame. 

At time t2, station C has not yet sensed the first bit sent by A. Station C executes 

its persistence procedure and starts sending the bits in its frame, which propagate 

both to the left and to the right.  

D) The collision occurs sometime after time t2' Station C detects a collision at time 

t3 when it receives the first bit of A's frame. Station C immediately (or after a 

short time, but we assume immediately) aborts transmission. Station A detects 

collision at time t4 when it receives the first bit of C's frame; it also immediately 

aborts transmission.  

E) Looking at the figure, we see that A transmits for the duration t4 - tl; C transmits 

for the duration t3 - t2' Later we show that, for the protocol to work, the length of 

any frame divided by the bit rate in this protocol must be more than either of these 

durations. At time t4, the transmission of A:s frame, though incomplete, is 

aborted; at time t3, the transmission of B's frame, though incomplete, is aborted. 

 
11) Describe ALOHA multiple access techniques and its different forms with 

performance?  

Answer: - 

1) Definition Of Pure ALOHA 

Pure ALOHA is introduced by Norman Abramson and his associates at the University of 

Hawaii in early 1970. The Pure ALOHA  just allows every station to transmit the data 

whenever they have the data to be sent. When every station transmits the data without 

checking whether the channel is free or not there is always the possibility of the collision 

of data frames. If the acknowledgment arrived for the received frame, then it is ok or else 

if the two frames collide (Overlap), they are damaged. 
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2) If a frame is damaged, then the stations wait for a random amount of type and 

retransmits the frame till it transmits successfully. The waiting time of the each 

station must be random and it must not be same just to avoid the collision of the 

frames again and again. The throughput of the Pure ALOHA is maximized when the 

frames are of uniform length. The formula to calculate the throughput of the Pure 

ALOHA is S-=G*e^-2G, the throughput is maximum when G=1/2 which is 18% of 

the total transmitted data frames. 

3) Definition Of Slotted ALOHA 

After the pure ALOHA in 1970, Roberts introduced an another method to improve 

the capacity of the Pure ALOHA which is called Slotted ALOHA. He proposed to 

divide the time into discrete intervals called time slots. Each time slot corresponds to 

the length of the frame. In contrast to the Pure ALOHA, Slotted ALOHA does not 

allow to transmit the data whenever the station has the data to be send. The Slotted 

ALOHA makes the station to wait till the next time slot begins and allow each data 

frame to be transmitted in the new time slot. 
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4) Synchronization can be achieved in Slotted ALOHA with the help of a special station 

that emits a pip at the beginning of every time slot as a clock does.  The formula to 

calculate the throughput of the Slotted ALOHA is S=G*e^-G,  the throughput is 

maximum when G=1 which is 37% of the total transmitted data frames. In Slotted 

ALOHA, 37% of the time slot is empty, 37% successes and 26% collision. 

5) Key Differences Between Pure ALOHA and Slotted ALOHA 

a) Pure ALOHA was introduced by Norman and his associates at the university of Hawaii in 

1970. On the other hand, Slotted ALOHA was introduced by Roberts in 1972. 

b) In pure ALOHA, whenever a station has data to send it transmits it without waiting 

whereas, in slotted ALOHA a user wait till the next time slot beings to transmit the data. 

c) In pure ALOHA the time is continuous whereas, in Slotted ALOHA the time is discrete 

and divided into slots. 

d) In pure ALOHA the probability of successful transmission is S=G*e^-2G. On the other 

hand, in slotted ALOHA the probability of successful transmission is S=G*e^-G. 

e) The time of sender and receiver in pure ALOHA is not globally synchronized whereas, 

the time of sender and receiver in slotted ALOHA is globally synchronized. 

f) The maximum throughput occurs at G=1/2 which is 18 % whereas, the maximum 

throughput occurs at G=1 which is 37%. 

6) Conclusion: 

The Slotted ALOHA is somewhat better than the Pure ALOHA. As the probability of 

collision is less in Slotted ALOHA as compared to Pure ALOHA because the station 

waits for the next time slot to begin which let the frame in a previous time slot to pass 

and avoids the collision between the frames. 
 

12) What do you mean by ARP and PPP over the Internet Standard? Explain its 

features in detail? (May 15) 

Answer: - 

1) ARP and RARP both are the Network layer protocol. Whenever a host needs to 

send an IP datagram to another host, the sender requires both the logical address 

and physical address of the receiver. The dynamic mapping provides two 

protocols ARP and RARP. The basic difference between ARP and RARP is that 

ARP when provided with the logical address of the receiver it obtains the physical 

address of the receiver whereas in RARP when provided with the physical address 

of the host, it obtains the logical address of the host from the server. 

2) Definition of ARP 

3) ARP (Address Resolution Protocol) is a network layer protocol. As ARP is a 

dynamic mapping protocol, each host in the network knows the Logical address 

of another host. Now, suppose a host needs to send the IP datagram to another 

host. But, the IP datagram must be encapsulated in a frame so that it can pass 

through the physical network between sender and receiver. Here, the sender needs 

the physical address of the receiver so that it is being identified that to which 

receiver the packet belong to when the packet travel in the physical network. 
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4) For retrieving the physical address of the receiver the sender performs the 

following action. 

a) The sender sends the ARP query packet on the network which is 

broadcasted to all the other host or router present in the network. 

b) The ARP query packet contains the logical and physical address of the 

sender and the logical address of the receiver. 

c) All the host and router receiving the ARP query packet process it but, only 

the intended receiver identifies its logical address present in the ARP 

query packet. 

d) The receiver then sends ARP response packet which contains the logical 

(IP) address and physical address of the receiver. 

e) The ARP response packet is unicast directly to the sender whose physical 

address is present in the ARP query packet. 

 

5) Definition of RARP 
6) RARP (Reverse Address Resolution Protocol) is also a network layer protocol. 

RARP is a TCP/IP protocol that allows any host to obtain its IP address from the 

server. RARP is adapted from the ARP protocol and it is just reverse of ARP. 
RARP perform following steps to obtain an IP address from the server. 

a) The sender broadcast the RARP request to all the other host present in the 

network. 

b) The RARP request packet contains the physical address of the sender. 
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c)  All the host receiving the RARP request packet process it but, the 

authorized host only which can serve RARP service,  responds to the 

RARP request packet such host are known as RARP Server. 

d) The authorized RARP server replies directly to requesting host with the 

RARP response packet which contains IP address for the sender. 

 

7) RARP is outdated now because of two reasons. First, the RARP is using the 

broadcast service of the data-link layer; that means the RARP must be present at 

each network. Second, RARP only provides IP address but today the computer 

also need other information. 

8) Key Differences Between ARP and RARP 

a) The full form of ARP is Address Resolution Protocol whereas, the full 

form of RARP is Reverse Address Resolution Protocol. 

b) ARP protocol retrieves the physical address of the receiver. On the other 

hand, the RARP protocol retrieves logical (IP) address of the protocol. 

c) ARP maps 32 bit logical (IPv4) address to a 48-bit physical address of the 

receiver. On the other hand, RARP maps 48-bit physical address to 32-bit 

logical address of the receiver. 

9) Conclusion: -RARP has been replaced by BOOTP and DHCP. 
 

 

 

 

13) Difference between ARP and RARP? 
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14) Difference between Point-to-Point and Multipoint? 
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15) Difference between Pure ALOHA vs Slotted ALOHA? 

Answer: - 

 
16) Difference between ARP and DHCP? (May 14) 
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Unit-8 
1) What are the characteristics of different guided media used in the network? 

Answer: - 

A) Transmission characteristics of Twisted Pair Cable 
a) Requires amplifiers for analog signals. 

b) Requires repeaters for digital signals.  

c) Attenuation is a strong function of frequency.  

d) Higher frequency implies higher attenuation.  

e) Susceptible to interference and noise.  

f) Improvement possibilities.  

g) Shielding with metallic braids or sheathing reduces interference.  

h) Twisting reduces low frequency interference.  

i) Different twist length in adjacent pairs reduces crosstalk.  

B) Transmission characteristics Co-axial Cable 
a) Used to transmit both analog and digital signals.  

b) Superior frequency characteristics compared to twisted pair.  

c) Can support higher frequencies and data rates.  

d) Shielded concentric construction makes it less susceptible to interference 

and crosstalk than twisted pair.  

e) Constraints on performance are attenuation, thermal noise, and 

intermodulation noise.  

f) Requires amplifiers every few kilometers for long distance transmission.  

g) Usable spectrum for analog signaling up to 500 MHz.  

h) Requires repeaters every few kilometers for digital transmission.  

i) For both analog and digital transmission, closer spacing is necessary for 

higher frequencies/data rates. 

 

2) What are the guided and unguided media? Explain the twisted pair and optical 

fibers as guided medium? 

Answer: - 

A) The computer and other communicating devices represent data in the form of 

signals. The signals transmit between communicating devices in the form of 

electromagnetic energy, and hence the signals are called electromagnetic signals. 

Electromagnetic signals are the combination of electric and magnetic fields that 

vibrates in relation to each other. The electromagnetic signals can travel through 

various transmission media. The transmission media is broadly classified into two 

categories that are guided and unguided media. 

B) The basic difference between guided and unguided media is that in the guided 

media, the signal travels through a physical medium whereas, in unguided 

media, the signal travels through the air.  

C) Definition of Guided Media 

D) Guided transmission media are more commonly known as the wired 

communication or bounded transmission media. The electromagnetic signals 

travel between the communicating devices through a physical medium/conductor. 

As the medium for transmission is a physical conductor, it also provides direction 
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to the signal. But there are physical limitations of the conductor in the guided 

media. Like the length of the conductor, its installation cost, its maintenance, etc. 

E) The guided media is categorized further into three categories that are twisted-pair 

cable, coaxial cable and fiber-optic cable. The twisted pair cable has two 

conductors wires wounded around each other and each surrounded by an 

insulating material. The twisted pair cable is flexible and easy to install. But it has 

low bandwidth and provide less protection from interference. Twisted pair cable 

are also of two types shielded and unshielded twisted pair cable. 

F) The coaxial cable has a central core conductor (usually copper) enclosed in an 

insulating sheath, which is further encased in an outer metallic braid, it serves as 

both protection against noise and as a second conductor which completes the 

circuit. Now, the outer metallic covering is also covered by an insulating sheath. 

The coaxial cable carries signals of higher frequency than the twisted pair cable. 

G) The third category is the optical fibre which is made of glass or plastic, and it 

transmits signals in the form of light. The optical fibre is noise resistance, has less 

signal attenuation and has a higher bandwidth in comparison to twisted pair cable 

and coaxial cable. But it also has some drawbacks like; it is very expensive, it 

requires a lot of installation and maintenance charge as any defect in the cable 

can diffuse light and alter the signals. As the optical fibre is made of glass, it is 

very fragile. 

H) Definition of Unguided Media 

I) The unguided media is also called wireless communication. It does not require 

any physical medium to transmit electromagnetic signals. In unguided media, the 

electromagnetic signals are broadcasted through air to everyone. These signals are 

available to one who has the device capable of receiving those signal. 

J) The unguided media is also called unbounded media as it does not have any 

border limitation. The unguided media allows the user to connect all the time, as 

the communication is wireless the user can connect himself from anywhere to the 

network. 

K) The unguided media is categorized into radio waves, microwaves and infrared 

waves. The radio waves are generated easily; they are low-frequency signals and 

can travel a long distance. The radio waves can penetrate through the buildings. 

L) The microwaves are transmitted in a straight line and hence require the line-of-

sight transmission. The distance covered by the microwave signal depend on the 

height of the two antenna. More the taller are antennas longer is the distance 

covered by the signal. The microwave has a frequency higher than the radio 

waves. Microwave are used for telephone communication mobile phones, 

television distribution, etc. 

M) Infrared waves are used for short range communication. Like, the remote control 

for televisions, VCRs, etc. uses infrared waves. It can not penetrate through 

obstacles. The government licence is not required, to operate an infrared system 

as it is more secure against eavesdropping. 

N) Key Differences between Guided and Unguided Media 
a) The key difference between guided and unguided media is that guided 

media uses a physical path or conductor to transmit the signals whereas, 

the unguided media broadcast the signal through the air. 
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b) The guided media is also called wired communication or bounded 

transmission media. However, the unguided media is also called wireless 

communication or unbounded transmission media. 

c) The guided media provide direction to the signal whereas, the unguided 

media does not direct the signal. 

d) Categories of guided media are twisted pair cable, coaxial cable and 

optical fibre. On the other hands, the categories of unguided media are 

radio wave, microwave, and infrared signal. 

 
 

 

 

3) Difference between Guided media and Un-guided media? 

Answer: - 

 
4) Short Note on Fiber Optic Cable? 

Answer: - 

1) A fiber-optic cable is made of glass or plastic and transmits signals in the form of light. 

To understand optical fiber, we first need to explore several aspects of the nature of light. 

Light travels in a straight line as long as it is moving through a single uniform substance. 

If a ray of light traveling through one substance suddenly enters another substance (of a 

different density), the ray changes direction. Figure 7.10 shows how a ray of light 

changes direction when going from a denser to a less dense substance. 



Computer Network Unit-8 
 

Prathamesh Jadhav Notes Page 4 
 

 
2) If the angle of incidence I (the angle the ray makes with the line perpendicular to the 

interface between the two substances) is less than the critical angle, the ray refracts and 

moves closer to the surface. If the angle of incidence is equal to the critical angle, the 

light bends along the interface. If the angle is greater than the critical angle, the ray 

reflects (makes a turn) and travels again in the denser substance. Note that the critical 

angle is a property of the substance, and its value differs from one substance to another. 

Optical fibers use reflection to guide light through a channel. A glass or plastic core is 

surrounded by a cladding of less dense glass or plastic. The difference in density of the 

two materials must be such that a beam of light moving through the core is reflected off 

the cladding instead of being refracted into it. See Figure 7.11. 

 
3) Propagation Modes 

4) Applications: -  
a) Fiber-optic cable is often found in backbone networks because its wide bandwidth is 

cost-effective. Today, with wavelength-division multiplexing (WDM), we can transfer 

data at a rate of 1600 Gbps.  
b) Some cable TV companies use a combination of optical fiber and coaxial cable, thus 

creating a hybrid network. Optical fiber provides the backbone structure while coaxial 

cable provides the connection to the user premises. This is a cost-effective configuration 

since the narrow bandwidth requirement at the user end does not justify the use of optical 

fiber.  

c) Local-area networks such as 100Base-FX network (Fast Ethernet) and 1000Base-X 

also use fiber-optic cable 

 

5) Advantages and Disadvantages of Optical Fiber 

A) Advantages Fiber-optic cable has several advantages over metallic cable 

(twisted-pair or coaxial). 

1) Higher bandwidth. Fiber-optic cable can support dramatically higher bandwidths 

(and hence data rates) than either twisted-pair or coaxial cable. Currently, data 

rates and bandwidth utilization over fiber-optic cable are limited not by the 

medium but by the signal generation and reception technology available.  
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2) Less signal attenuation. Fiber-optic transmission distance is significantly greater 

than that of other guided media. A signal can run for 50 km without requiring 

regeneration. We need repeaters every 5 km for coaxial or twisted-pair cable. 

3) Immunity to electromagnetic interference. Electromagnetic noise cannot affect 

fiber-optic cables.  

4) Resistance to corrosive materials. Glass is more resistant to corrosive materials 

than copper. 

5) Light weight. Fiber-optic cables are much lighter than copper cables.  

6) Greater immunity to tapping. Fiber-optic cables are more immune to tapping 

than copper cables. Copper cables create antenna effects that can easily be tapped. 

B) Disadvantages There are some disadvantages in the use of optical fiber.  

1) Installation and maintenance. Fiber-optic cable is a relatively new 

technology. Its installation and maintenance require expertise that is not yet 

available everywhere.  

2) Unidirectional light propagation. Propagation of light is unidirectional. If we 

need bidirectional communication, two fibers are needed.  

3) Cost. The cable and the interfaces are relatively more expensive than those of 

other guided media. If the demand for bandwidth is not high, often the use of 

optical fiber cannot be justified. 

5) Short note on Twisted Pair Cable 

Answer: - 

1) A twisted pair consists of two conductors (normally copper), each with its own plastic 

insulation, twisted together, as shown in Figure 

 
2) One of the wires is used to carry signals to the receiver, and the other is used only as a 

ground reference. The receiver uses the difference between the two. In addition to the 

signal sent by the sender on one of the wires, interference (noise) and crosstalk may 

affect both wires and create unwanted signals. If the two wires are parallel, the effect of 

these unwanted signals is not the same in both wires because they are at different 

locations relative to the noise or crosstalk sources (e,g., one is closer and the other is 

farther). This results in a difference at the receiver. By twisting the pairs, a balance is 

maintained. 

3) Twisting makes it probable that both wires are equally affected by external influences 

(noise or crosstalk). This means that the receiver, which calculates the difference between 

the two, receives no unwanted signals. The unwanted signals are mostly cancelled out. 

From the above discussion, it is clear that the number of twists per unit of length (e.g., 

inch) has some effect on the quality of the cable. 

4) the most common twisted-pair cable used in communications is referred to as 

unshielded twisted-pair (UTP). IBM has also produced a version of twisted-pair cable for 

its use called shielded twisted-pair (STP). STP cable has a metal foil or braided mesh 

covering that encases each pair of insulated conductors. Although metal casing improves 
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the quality of cable by preventing the penetration of noise or crosstalk, it is bulkier and 

more expensive. Figure 7.4 shows the difference between UTP and STP. Our discussion 

focuses primarily on UTP because STP is seldom used outside of IBM. 

 
5) Applications: -Twisted-pair cables are used in telephone lines to provide voice and 

data channels. The local loop-the line that connects subscribers to the central telephone 

office commonly consists of unshielded twisted-pair cables 

6) Short note on Coaxial Cable 

Answer: - 

1) Coaxial cable (or coax) carries signals of higher frequency ranges than those in twisted 

pair cable, in part because the two media are constructed quite differently. Instead of 

having two wires, coax has a central core conductor of solid or stranded wire (usually 

copper) enclosed in an insulating sheath, which is, in turn, encased in an outer conductor 

of metal foil, braid, or a combination of the two. The outer metallic wrapping serves both 

as a shield against noise and as the second conduct or, which completes the circuit. This 

outer conductor is also enclosed in an insulating sheath, and the whole cable is protected 

by a plastic cover. 

 

 

2) Coaxial Cable Standards 

Coaxial cables are categorized by their radio government (RG) ratings. Each RG number 

denotes a unique set of physical specifications, including the wire gauge of the inner 

conductor, the thickness and type of the inner insulator, the construction of the shield, 
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and the size and type of the outer casing. Each cable defined by an RG rating is adapted 

for a specialized function, as shown in Table. 

 
3) Applications 

a) Coaxial cable was widely used in analogy telephone networks where a single coaxial 

network could carry 10,000 voice signals.  

b) Later it was used in digital telephone networks where a single coaxial cable could 

carry digital data up to 600 Mbps. However, coaxial cable in telephone networks has 

largely been replaced today with fiber-optic cable. 

7) Short note on Radio Wave 

Answer: - 

1) Although there is no clear-cut demarcation between radio waves and microwaves, 

electromagnetic waves ranging in frequencies between 3 kHz and 1 GHz are normally 

called radio waves; waves ranging in frequencies between 1 and 300 GHz are called 

microwaves. However, the behavior of the waves, rather than the frequencies, is a better 

criterion for classification. 

2) Radio waves, for the most part, are omnidirectional. When an antenna transmits radio 

waves, they are propagated in all directions. This means that the sending and receiving 

antennas do not have to be aligned. A sending antenna sends waves that can be received 

by any receiving antenna. The omnidirectional property has a disadvantage, too. The 

radio waves transmitted by one antenna are susceptible to interference by another antenna 

that may send signals using the same frequency or band. 

3) Radio waves, particularly those waves that propagate in the sky mode, can travel long 

distances. This makes radio waves a good candidate for long-distance broadcasting such 

as AM radio. 

4) Radio waves, particularly those of low and medium frequencies, can penetrate walls. 

This characteristic can be both an advantage and a disadvantage. It is an advantage 

because, for example, an AM radio can receive signals inside a building. It is a 

disadvantage because we cannot isolate a communication to just inside or outside a 

building. The radio wave band is relatively narrow, just under 1 GHz, compared to the 

microwave band. When this band is divided into sub-bands, the sub-bands are also 

narrow, leading to a low data rate for digital communications. 

5) Applications: -The omnidirectional characteristics of radio waves make them useful 

for multicasting, in which there is one sender but many receivers. AM and FM radio, 

television, maritime radio, cordless phones, and paging are examples of multicasting. 
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8) Short note on Microwave 

Answer: - 

A) Electromagnetic waves having frequencies between I and 300 GHz are called 

microwaves. 

B) Microwaves are unidirectional. When an antenna transmits microwave waves, they can 

be narrowly focused. This means that the sending and receiving antennas need to be 

aligned. The unidirectional property has an obvious advantage. A pair of antennas can 

be aligned without interfering with another pair of aligned antennas. The following 

describes some characteristics of microwave propagation:  

a) Microwave propagation is line-of-sight. Since the towers with the mounted antennas 

need to be in direct sight of each other, towers that are far apart need to be very tall. 

The curvature of the earth as well as other blocking obstacles does not allow two 

short towers to communicate by using microwaves. Repeaters are often needed for 

long distance communication.  

b) Very high-frequency microwaves cannot penetrate walls. This characteristic can be 

a disadvantage if receivers are inside buildings.  

c) The microwave band is relatively wide, almost 299 GHz. Therefore wider sub bands 

can be assigned, and a high data rate is possible  

d) Use of certain portions of the band requires permission from authorities. 

C) Unidirectional Antenna: -Microwaves need unidirectional antennas that send out 

signals in one direction. Two types of antennas are used for microwave 

communications: the parabolic dish and the hom (see Figure 7.21). A parabolic dish 

antenna is based on the geometry of a parabola: Every line parallel to the line of 

symmetry (line of sight) reflects off the curve at angles such that all the lines intersect 

in a common point called the focus. The parabolic dish works as a funnel, catching a 

wide range of waves and directing them to a common point. In this way, more of the 

signal is recovered than would be possible with a single-point receiver. 
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D) Applications: -Microwaves, due to their unidirectional properties, are very useful 

when unicast (one-to-one) communication is needed between the sender and the 

receiver. They are used in cellular phones, satellite networks, and wireless LANs. 

9) Short note on Infrared Signal. 

Answer: - 

1) Infrared waves, with frequencies from 300 GHz to 400 THz (wavelengths from 1 mm to 

770 nm), can be used for short-range communication. Infrared waves, having high 

frequencies, cannot penetrate walls. 

2) This advantageous characteristic prevents interference between one system and another; a 

short-range communication system in one room cannot be affected by another system in 

the next room. 

3) When we use our infrared remote control, we do not interfere with the use of the remote 

by our neighbours. However, this same characteristic makes infrared signals useless for 

long-range communication. 

4) In addition, we cannot use infrared waves outside a building because the sun's rays 

contain infrared waves that can interfere with the communication. 

5) Applications: - The infrared band, almost 400 THz, has an excellent potential for data 

transmission. Such a wide bandwidth can be used to transmit digital data with a very high 

data rate. The Infrared Data Association (IrDA), an association for sponsoring the use of 

infrared waves, has established standards for using these signals for communication 

between devices such as keyboards, mice, PCs, and printers. For example, some 

manufacturers provide a special port called the IrDA port that allows a wireless keyboard 

to communicate with a PC. The standard originally defined a data rate of 75 kbps for a 

distance up to 8 m. The recent standard defines a data rate of4 Mbps. Infrared signals 

defined by IrDA transmit through line of sight; the IrDA port on the keyboard needs to 

point to the PC for transmission to occur. 
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