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UNDERSTANDING ETHICAL AND 
SOCIAL ISSUES RELATED TO SYSTEMS

ÅRecent cases of failed ethical judgment in business
ÅLehman Brothers, Minerals Management Service, Pfizer
ÅIn many, information systems used to bury( secret) 

decisions from public scrutiny(analysis)
ÅEthics :Principles of right and wrong that individuals, acting 

as free moral agents, use to make choices to guide their 
behaviors

ÅIT and information systems raise new ethical questions for 
both individuals and societies as they create opportunities 
for intense social change and thus threaten existing 
distributions of power, money, rights and obligations.

ÅIT can be used to achieve social progress, but can also be 
used to commit crimes. 
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A model for thinking about Ethical, 
social and Political issues

ÅEthical , social and political issues are closely linked.

ÅImaginesocietyasa calmpond

ÅIT as rock dropped in pond, creating ripples of new
situationsnot coveredby old rules

ÅSocial and political institutions cannot respond
overnight to these ripples—it may take years to
developetiquette, expectations,socialresponsibility,“
politicallycorrect”attitudesor approvalrules.

ÅPolitical institutions also require time before
developingnewlaws.
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The relationship between ethical, social, and political issues
in an information society

The introduction of new 
information technology has 
a ripple effect, raising new 
ethical, social, and political 
issues that must be dealt 
with on the individual, 
social, and political levels. 
These issues have five moral 
dimensions: information 
rights and obligations, 
property rights and 
obligations, system quality, 
quality of life, and 
accountability and control.
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Five moral dimensions of the 
information age

1. Information rights and obligations

2. Property rights and obligations

3. Accountability and control

4. System quality

5. Quality of life
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Å Information rights and obligations. What informationrightsdo individualsand
organizationspossesswith respect to information about themselves?What can
they protect? What obligationsdo individualsand organizationshaveconcerning
this information?

Å Property rights and obligations. How will traditional intellectual property
rights be protected in a digital society in which tracing and accounting for
ownership are difficult and ignoring such property rights is so easy?

Å Accountabilityand control. Whocanandwill be heldaccountableandliablefor
the harm done to individual and collective information and property rights?

Å Systemquality. Whatstandardsof dataandsystemqualityshouldwe demandto
protect individual rights and the safety of society?

Å Quality of life. What values should be preserved in an information-and
knowledge-basedsociety?Which institutions should we protect from violation?
Which cultural values and practices are supported by the new information
technology?
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Key technology trends that raise 
ethical issues

Å IT has heightened ethical concerns,put
stresson existingsocialarrangementsand
madeexistinglawsobsolete.

Å Followingtrends are responsiblefor these
ethicalstresses:

1. Doublingof computerpower

2. Rapidlydecliningdatastoragecosts

3. Networkingadvancesandthe Internet

4. Advancesin dataanalysistechniques
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ÅDoubling of computer power

ïDoubling of computer power every 4 months has 
made it possible for most organizations to use info 
systems for their core production processes.

ïAs a result, our dependence on systems and our 
vulnerability to system errors and poor data 
quality have increased.

ÅRapidly declining data storage costs

ïAdvances in data storage have made the routine 
violation of individual privacy both cheap & 
effective.
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ÅNetworking advances and the Internet
ï Copying data from one location to another and accessing personal 

data from remote locations are much easier.

ÅNetworking advances and the Internet
ï Advances in data analysis techniques  for large pools of data are a 

third technological trend that heightens ethical concerns, because 
they enable companies to find out much detailed personal info about 
individuals.

ï Companies can analyze vast quantities of data gathered on individuals 
to develop detailed profiles of individual behavior.
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NORA

ÅA new data analysis technology called non
obviousrelationshipawareness(NORA)hasgiven
both government and the private sector even
morepowerfulprofilingcapabilities.

ÅNORAcan take information about people from
many disparate sources, such as employment
applications, telephone records, customer
listings, and “wanted”lists, and correlate
relationshipsto find obscurehidden connections
that mighthelp identify criminalsor terrorists
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FIGURE Nonobvious Relationship Awareness (NORA)
NORA technology can take information about people from disparate sources
and find obscure, nonobvious relationships . It might discover, for example,
that an applicant for a job at a casino shares a telephone number with a
known criminal and issue an alert to the hiring manager .
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ÅNORA technology scans data and extracts
information as the data are being generatedso
that it could, for example, instantly discover a
man at an airline ticket counter who sharesa
phonenumberwith a knownterrorist beforethat
personboardsanairplane.
ÅThe technologyis considereda valuabletool for

homeland security but does have privacy
implications because it can provide such a
detailedpicture of the activitiesand associations
of a singleindividual
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ETHICS IN AN INFORMATION SOCIETY

ÅEthics is a concern of humans who have 
freedom of choice. Ethics is about individual 
choice: When faced with alternative courses 
of action, what is the correct moral choice? 
What are the main features of ethical choice?
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Basic Concepts: Responsibility, 
Accountability, and Liability

Å Responsibilityisa keyelementof ethicalaction.

Å Responsibility means that you accept the potential costs, duties, and
obligationsfor the decisionsyoumake.

Å Accountability is a feature of systemsandsocialinstitutions: It meansthat
mechanismsare in placeto determinewho took responsibleaction,who is
responsible.

ï Systemsand institutions in which it is impossibleto find out who took
what actionareinherentlyincapableof ethicalanalysisor ethicalaction.

Å Liability extendsthe conceptof responsibilityfurther to the area of laws.
Liability is a feature of political systemsin which a body of laws is in place
that permits individualsto recover the damagesdone to them by other
actors,systems,or organizations.

Å Dueprocessis a related feature of law-governedsocietiesand is a process
in whichlawsareknownandunderstoodandthere is anability to appealto
higherauthoritiesto ensurethat the lawsareappliedcorrectly.FB/INSTA/TWITTER/TELEGRAM: 
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ÅThese basic concepts form the underpinning of 
an ethical analysis of info systems .

ÅFirstly, Whatever information system impacts 
exist are products of institutional, organizational 
and individual actions and behaviors.

ÅSecond, Using IT in a socially responsible manner 
means that you can and will be held accountable 
for the consequences of your actions.

ÅThird, in an ethical political society, individuals 
and others can recover damages done to them 
through a set of laws characterized by due 
process.
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Ethical analysis

ÅA five-step process
1. Identify and clearly describe the facts

I. Find out who did what to whom, where , when and how.

II. Simply getting straight helps define the solution.

2. Define the conflict or dilemma and identify the higher-
order values involved

I. Ethical, social and political issues always reference higher values.

II. The parties to a dispute all claim higher values(eg. Freedom, 
privacy, protection of property).

III. Typically, an ethical issue involves a dilemma: two diametrically 
opposed courses of action that support worthwhile values.

3. Identify the stakeholders
I. Players in the game who have interest in the outcome, who have 

invested in the situation, and usually who have vocal opinion.

FB/INSTA/TWITTER/TELEGRAM: 
@educlashco



4. Identify the options that you can reasonably take

I. Some options do a better job than others.

II. Sometimes arriving at a “good” or ethical solution 
may not always be a “balancing” of consequences to 
stakeholders.

5. Identify the potential consequences of your 
options

I. Some options may be ethically correct, but disastrous 
from other points of view.
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Six Candidate Ethical Principles
1. GoldenRule

ÅDounto othersasyouwouldhavethem do unto you.

ÅPutting yourself into the place of others, and thinking of yourself as the
objectof the decision,canhelpyouthink about fairnessin decisionmaking.

2. ImmanuelKant’sCategoricalImperative

ÅIf anactionisnot right for everyoneto take,it isnot right for anyone

“Ifeveryonedid this,couldthe organization,or society,survive?”

3. Descartes’Ruleof Change

ÅIf anactioncannotbe takenrepeatedly,it isnot right to takeat all

ÅThisis the slippery-slope rule: An action may bring about a small change
now that is acceptable,but if repeatedwould bring unacceptablechanges
in the long run. In the vernacular,it might be statedas“oncestarteddown
a slipperypath youmaynot beableto stop.”

4. UtilitarianPrinciple

ÅTakethe actionthat achievesthe higheror greatervalue

ÅThisrule assumesyou canprioritize valuesin a rank order and understand
the consequencesof variouscoursesof action.
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5. RiskAversionPrinciple

ÅTake the action that produces the least harm or least
potential cost

6. Ethical“nofreelunch”Rule

ÅAssumethat all tangibleandintangibleobjectsareownedby

someone else, unless shown the contrary. If someone has
created somethingof valueto you, that personprobablywants
compensation for your use
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Professional Codes of Conduct
ÅWhengroupsof peopleclaimto be professionals,they

take on specialrights and obligationsbecauseof their
specialclaimsto knowledge,wisdomandrespect.

Åprofessional code of conduct are Promulgated by
associationssuchasthe AmericanMedicalAssociation
(AMA), and the AmericanBar Association(ABA),The
Association of IT Professionals(AITP)and the
Associationof computingMachinery(ACM)

ÅThese professional groups take responsibility for the 
partial regulation of their professions by determining  
entrance qualifications and competence.

ÅCodes of ethics  are promises by professions to 
regulate themselves in the general interest of society.
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Some Real-World IT Ethical Dilemmas

Å Information systemshavecreatednew ethicaldilemmasin whichone set
of interestsispitted againstanother. Eg.
ï Many of the large telephonecompaniesin the USare usingIT to reducethe

sizesof their workforces.
ï Voicerecognitionsoftwarereducesthe needfor humanoperatorsby enabling

computersto recognizea customer’sresponsesto a seriesof computerized
questions.

Å Using systemsto increaseefficiency, and causinglayoffs and personal
hardships

Å Usingsystemsto monitor employeee-mail to protect valuableassets,but
decreasingemployeeprivacy

Å Monitoring employeeuseof the Internet at work, to prevent them from
wasting companyresources on nonbusinessactivities thus decreasing
employeeprivacy.

Å Xeroxcorp. fired 40 workersin 1999for spendingtoo muchof their work
surfingthe web.
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ÅIn each instance you can find competing 
values at work, with groups lined on either 
side of a debate. For eg.
ïA company may argue, that it has a right to use 

info systems to increase productivity and reduce 
the size of its workforce to lower costs and stay in 
business.

ïEmployees displaced by info systems may argue 
that employers have some responsibility for their 
welfare.
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THE MORAL DIMENSIONS OF INFORMATION 
SYSTEMS

Å we take a closer
look at the five
moral dimensionsof
information systems
first described in
Figure.

Å In each dimension
we identify the
ethical, social, and
political levels of
analysis and use
real-world examples
to illustrate the
valuesinvolved, the
stakeholders, and
the optionschosen.
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1.  Information Rights: Privacy and 
Freedom in the Internet Age

ÅPrivacy: Claimof individualsto be left alone,
free from surveillanceor interference from
other individuals,organizations,or the state.
The claim to be able to control information
aboutyourself

ÅFair information practices: Set of principles
governing the collection and use of
information on the basisof U.S. andEuropean
privacylaws
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U.S. Federal Privacy Laws

ÅGeneral federal privacy laws:

• Freedom of Information Act, 1966 Privacy Act of 
1974

• Electronic Communications Privacy Act of 1986

• Computer Matching and Privacy Protection Act of 
1988

• Computer Security Act of 1987

• Federal Managers Financial Integrity Act of 1982
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The Fair Information Practices 
(FIP)Doctrine

ÅDevelopedin the early1970s,FIPis the predominantU.S. doctrine
ÅIsa set of principlesgoverningthe collectionanduseof info about

individuals.
ÅFIPprinciplesare basedon the notion of a“mutuality ofinterest”

betweenthe recordholderandthe individual.
ÅFederaltradecommissionfair informationpracticeprinciplesare:
ïNotice/awareness (core principle)
ï Choice/consent (core principle)
ï Access/participation
ï Security
ï Enforcement
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The European Directive on Data 
Protection

Informed consent:
ÅAll usesof personalprivate information (PII) require

the informed consentof data subjects,and require the
data gathererto providethe data subjectwith all facts
neededto makea rationaldecision.

ÅThe directive requires companies to inform people
when they collect info about them and disclosehow it
will bestoredandused.

ÅEU member nations must translate these principles
into their own laws and cannot transfer personaldata
to countriessuchasUSthat don’thavesimilarprivacy
protectionregulations.
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Internet Challenges to Privacy

ÅInfo sent over vast networks may pass through 
many different computer systems before it 
reaches its final destination.

ÅEach of these system is capable of monitoring, 
capturing and storing communications that 
pass through it.

ÅMuch of the monitoring and tracking of web 
site visitors occur in the background without 
visitor’s knowledge.
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Internet Challenges to Privacy
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Cookies:

•Tinyfilesdepositedon a harddrive

•Usedto identify the visitor and track visits to the
Website

•May or may not be used to gather personal
privateinformation

•In somecases,onlya visitorscustomernumberis

maintained,not anypersonalinformation. In other

cases,personalinformationcanbegathered
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How Cookies Identify Web Visitors?
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Web bugs

• Tiny graphic files embedded in e-mail
messagesand Web pages. When the user
views the e-mail, or views the page, a
messageis sent to the server, or to a third-
party server without the knowledge of the
user.

ÅDesigned to monitor online Internet user
behavior. In the case of e-mail, the e-mail
addressisknownto the server.
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Spyware

ÅSoftwaredownloadedonto auser’scomputer—
usually without knowledge—that tracks Web
behavior and reports that behavior to a third-
party server
ÅSpywareis also used to call for ads from third

party servers,or to divert customersfrom one
site to a preferredsite.
ÅForexample,youenter www.LLBean.comandthe

spyware program takes you to
www.eddiebauer.com and displays a discount
couponfor EddieBauer.
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Google service

Å Google has been using tools to scan the
contentsof messagesreceivedby usersof its
free Web-basede-mail servicecalledGmail.

ÅAdsthat usersseewhenthey readtheir e-mail
are related to the subjectsof thesemessages.
Google’sservice offers users 1 gigabyte of
storage space—far more than any of its
competitors—but privacy advocatesfind the
practiceoffensive
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Two Models of Providing Web Privacy

(1) U.S. Opt-out model:
Å Informed consent means permitting sites to collect

personalinformation unlessthe userexplicitlychooses
to opt out by unclickinga box or taking some action.
Thedefault is to assumeconsentisgiven.

(2) EuropeanOpt-in model:
ÅInformed consent means prohibiting an organization

from collecting any personal information unless the
usersspecificallyrequeststo allow suchuseby clickinga
box. Thedefault is to assumeconsentisnot given.

ÅWhat do you think works best to protect the privacyof
individuals?
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Technical Solutions
Å New technologiesare availableto protect user

privacyduringinteractionswith Websites.

ÅMany of these tools are used for encryptinge-
mail, for making e-mail or surfing activities
appear anonymous, for preventing client
computers from accepting cookies, or for
detectingandeliminatingspyware.

ÅP3P(Platform for Privacy Preferences Project):
ïIndustry standard designed to give users more control 

over personal information 

FB/INSTA/TWITTER/TELEGRAM: 
@educlashco



FIGURE  The P3P standard
P3P enables Web sites to translate their privacy policies into a standard format that 
can be read by the user’s Web browser software. The user’s Web browser software 
evaluates the Web site’s privacy policy to determine whether it is compatible with the 
user’s privacy preferences.
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ÅEthical Issues:
ïUnder what conditions should I(you) invade privacy of 

others.

ÅSocial Issues:
ïThe social issue of privacy concerns the development 
of “expectations of privacy” or privacy norms, as well 
as public attitudes.

ÅPolitical issues:
ïThe political issue of privacy concerns the 

development of statutes that govern the relations 
between record keepers and individuals.
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2. Property Rights: Intellectual Property

ÅIntellectual property: Intangibleproperty of any
kindcreatedby individualsor corporations
ÅThree main ways that intellectual property is

protected:
ïTradesecret: Intellectualwork or productbelongingto

business- a formula,device,pattern or compilationof
data, provided it is not basedon info in the public
domain.
ïs/ws that contains novel elements, procedures or

compilations.
ïTradesecret law protects the actual ideasin a work

product.
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ïCopyright:
ÅStatutory grant protecting intellectual property from being

copiedfor the life of the author,plus70years.
ÅCopyright protection has been extended to books,

periodicals,lectures,dramas, musicalcompositions,maps,
drawings,artwork of anykind,andmotion pictures.

ïPatents:
ÅA grant to the creatorof an inventiongrantingthe owner an

exclusivemonopolyon the ideasbehindan invention for 20
years
ÅThe key concept in patent law are originality, novelty and

invention.
ÅThe strength of patent protection is that it grants a

monopolyon the underlyingconceptsandideasof s/w.
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Challenges to Intellectual Property 
Rights

Å s/w pose a severe challenge to existing intellectual property regimes and
therefore,createsignificantethical,socialandpolitical issues.

Å Digitalmediadiffer from books,periodicalsandother mediain termsof
ï easeof replications;
ï easeof transmission
ï Easeof alteration
ï Difficultyclassifyingas/w work asa program,bookor evenmusic
ï Compactness- makingtheft easy
ï Difficultiesin establishinguniqueness.

Å Internet alongwith WWW hasmadedifficult to protect intellectualproperty.
Å With WWW,onecaneasilycopyanddistributevirtuallyanythingto thousandsand

evenmillions of peoplearoundthe world.
Å Themannerin whichinfo isobtainedandpresentedon the web further challenges

intellectual propertyprotection.
Å Web pagescan be constructedfrom bits of texts, graphics,sound,or video that

maycomefrom different sources.
Å Each item may belong to a different entity, creating complicated issues of

ownershipandcompensation.
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ÅExample: Publishers sued Xerox corporation because 
users copied books and magazines. The publishers 
lost.
ÅExample: The Motion Picture Industry Association 

sued Sony because users of its VCRs make illegal 
copies of Hollywood movies. MPIA lost.
ÅQuestion: what is an ethical solution to this 

dilemma?.
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ÅEthical issues:

ïThe central ethical issue concerns the protection 
of intellectual property such as s/w digital books , 
digital music or digitized video

ïShould I(you) copy for my own use a piece of s/w 
or other digital content protected by trade secret, 
copyright and/or patent law.
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ÅSocial issues:

ïThe ease with s/w and digital content can be 
copied contributes to making us a society of 
lawbreakers.

ÅPolitical issues:

ïThe main property related political issue concerns 
the creation of new property protection measures 
to protect investments made by creators of new 
s/w.
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3.IT: Accountability, Liability, and 
Control

ÅIT can challenge our ability to identify who is
responsiblefor actions involving systemsthat injure
people.

ÅIf a person is injured by as/w, who should be held
responsibleandliable.

ÅShoulda public bulletin board or an electronicservice
permit the transmissionof offensivematerial.

ÅIT can make it difficult to assignliability and restore
injuredpersons.

ÅIT raisesissuesabout who shouldcontrol information
systemsthat havethe potential for injuringcitizens.
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ÅExample: ChoicePoint.comisa leadingproviderof
decision-making information to businessesand
governmentagenciesthat helpsreducefraud and
mitigate risk. It lost to criminal businessfirms
130,000 personalrecordsof Californiaresidents
in February 2005. This loss may result in the
victimslosingcredit, beingdeniedan apartment,
losing employment, or experiencingan identity
theft.
ÅWhat are the issuesof accountability, liability,

andcontrol in this case?
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ÅEthical issues:
ïThe central liability- related ethical issue raised by 

new info technologies is whether individuals and 
organizations that create, produce and sell systems 
are morally responsible for the consequence of their 
use.

ÅSocial issues:
ïThe central liability-related social issue concerns the 

expectations that society should allow to develop 
around service providing info systems.

ÅPolitical issues:
ïThe leading liability-related political issue is the 

debate between info providers of all kinds.
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4. Ethics and System Quality: Data 
Quality and System Errors

Å No software program is perfect, errors will be made, even if the
errorshavea low probabilityof occurring.

Å Errorsin Windowsoperatingsystemswerenotorious.
Å Threeprincipal sourcesof poor systemperformanceare s/w bugs

anderrors,h/w or facility failureandpoor i/p dataquality.
Å At what point should software “beshipped?”What kind of

disclaimerstatementsmight be appropriate?
Å No database is without errors. In fact, most consumer and

government personal information databaseshave errors ranging
from 10-20% of the data records being either inaccurate,
incomplete,or ambiguous.

Å Howshoulddecisionmakerstreat this kind of information in order
to be fair to datasubjects?
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ÅEthical issues:

ïAt what point should I (you) release s/w or 
services for consumption by others.

ïTo conclude the s/w to be of adequate quality.

ÅSocial issues: 

ïAs a society do we want to encourage people to 
believe that systems are infallible, that data errors 
are impossible?

ÅPolitical issues:

ïIt concerns the laws of responsibility a and 
accountability.
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IT and Quality of Life Issues: Equity, 
Access, and Boundaries

ÅBalancingPower: CenterVersusPeriphery: Is IT
centralizingdecision-makingpower in the hands
of a few, or is it allowing many more people to
participatein decisionsthat affect their lives?
ÅRapidity of change: Reducedresponsetime to

competition: Thebusinessyou work for may not
be ableto respondto rapidlychangingIT-enabled
marketplaces. Theregoesyour job offshore!
ÅWe stand the risk of developinga “just-in-time
society”with “just-in-time jobs”and “just-in-
time”workplaces,familiesandvacations.
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ÅMaintaining boundaries: Family, work, and
leisure: “Doanything anywhere”environment
blurs the boundaries between work, vacation,
andfamily time

ÅDependenceand vulnerability: There are few
regulatory standards to protect us from the
failure of complex electrical, communications,
and computer networks upon which we all
depend
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ÅComputer crime: Commission of illegal acts
through the use of a computer or against a
computersystemis on the increase. Spamis now
illegal (a federal and state felony offense), and
phishingto defraud people is also a felony. But
70% of e-mail is now spam,and phishingcrimes
arethe fastestgrowingInternet fraud.

ÅComputer abuse: Unethical but not necessarily
illegalacts. Adwareprogramsthat alter aperson’s
browserare not illegalbut most of us would not
want this to happen(without knowingabout it)
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ÅEmployment: Trickle-down technology and
reengineeringjob loss: The rapid developmentof the
Internet hasmade it possibleto offshore hundredsof
thousandsof jobs from high-wage countries to low-
wage countries. Reengineeringexisting jobs using IT
also results in few jobs (generally). While this benefits
low-wagecountriesenormously,the costsare paid by
high-wagecountryworkers

ÅEquityand access: While500million peopleworldwide
are on the Internet, billions of others are not. Within
the UnitedStates,the digitaldividehasdeclinedamong
ethnic groups, but still persists. The divide between
menandwomenhaslargelydisappeared.FB/INSTA/TWITTER/TELEGRAM: 
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Health Risks: RSI, CVS, and 
Technostress

ÅIT has been the source of several diseases

Repetitive Stress Injury (RSI):

ÅOccupational disease

ÅMuscle groups are forced through repetitive 
actions with high-impact loads or thousands 
of repetitions with low-impact loads.
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Carpal Tunnel Syndrome (CTS):

ÅType of RSI

ÅPressure on the median nerve through the 
wrist’s bony carpal tunnel structure produces 
pain.
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Computer Vision Syndrome (CVS):

ÅEyestrain condition

ÅRelated to computer display screen usage

ÅSymptoms include headaches, blurred vision, 
and dry and irritated eyes
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Technostress:

ÅStress induced by computer use

ÅSymptoms include aggravation, hostility 
toward humans, impatience, and fatigue.
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Management Actions: A corporate 
Code of Ethics

ÅSome corps. Have developed far-reaching 
corporate IS codes of ethics including FedXx, 
IBM etc.

ÅMost of the organizations have not developed 
these codes of ethics,  leaving their employees 
in the dark about expected correct behavior.
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Solution Guidelines:
Å Information rights and obligations.A code should cover topics such as employee e-mail and 

Internet privacy, workplace monitoring, treatment of corporate information, and policies on 
customer information.

Å Property rights and obligations. A code should cover topics such as software licenses, ownership of 
firm data and facilities, ownership of software created by employees on company hardware, and 
software copyrights. Specific guidelines for contractual relationships with third parties should be 
covered as well.

Å System quality. The code should describe the general levels of data quality and system error that 
can be tolerated, with detailed specifications left to specific projects. The code should require that 
all systems attempt to estimate data quality and system error probabilities.

Å Quality of life. The code should state that the purpose of systems is to improve the quality of life for 
customers and for employees by achieving high levels of product quality, customer service, and 
employee satisfaction and human dignity through proper ergonomics, job and workflow design, 
and human resources development.

Å Accountability and control. The code should specify a single individual responsible for all 
information systems, and reporting to this individual should be others who are responsible for 
individual rights, the protection of property rights, system quality, and quality of life (e.g., job 
design, ergonomics, and employee satisfaction). Responsibilities for control of systems, audits, and 
management should be clearly defined. The potential liabilities of systems officers and the 
corporation should be detailed in a separate document.FB/INSTA/TWITTER/TELEGRAM: 

@educlashco


